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ESTABLISHMENT OF BORDER SECURITY AS
A COMPONENT OF NATIONAL SECURITY OF UKRAINE

An analysis of recent scientific publications and special literature on national security issues shows
that approaches to the methodological aspects of research in this area are currently in place. The problem
of delimitation of certain components of national security, in particular border security, remains relevant.
However, its key concepts are not clearly defined, which complicates the definition of the subject of research,
accurate analysis and preparation of appropriate recommendations for its implementation. As a result, the
issue of border security is currently not deeply studied, in particular, insufficient attention is paid to
geopolitical realities, external and internal factors that affect its state. This can be confirmed by a number
of scientific publications that demonstrate simplified views of the state border. It is perceived simply as a
physical line of demarcation of the territory of states, draws conclusions about the "'blurring™ of borders
between European states and questions the need to protect them in the era of globalization. At the same
time, the competence and tasks of the border institution are limited only to checking the documents of
travelers across the border at checkpoints and control of its area outside them.

Taking into account the main trends and consequences of deep transformations of geopolitical and
geoeconomic space, today there is a need for thorough research in the field of border security of Ukraine
as a component of national security, as well as defining a clear place and role of its guarantee. functions,
especially with the emergence of new types of threats, in particular: the temporary occupation by the
Russian Federation of part of Ukraine - the Autonomous Republic of Crimea and the city of Sevastopol,
Russia’'s incitement to armed conflict in the eastern regions of Ukraine, the threat of its spread through the
territory of our state, but also aimed at destroying the system of world and regional security and the
principles of international law.

We consider it necessary to substantiate the structure and content of the border security model as the
basis for further development of the State Border Guard Service of Ukraine, which is the basis for the
formation and implementation of modern European border policy, including bringing Ukrainian border
legislation to European law.

Key words: risk, threat, national security, border security, border security model.

Introduction. For Ukraine, the issue of border security, given the course of Euro-Atlantic
integration, and one of the main requirements for the accession of new countries to the Schengen
Union is to ensure border security, is certainly relevant and a priority. Thus, the recent enlargement
of the European Union, the geopolitical position of Ukraine determine the fact that the borders of our
country play an important and universally recognized role in shaping the system of European security.
It should be noted that the interests of Ukraine and the European Community in the management of
common borders, of course, coincide. This is to ensure reliable protection of long sections of the state
border of Ukraine; unimpeded legal crossing of the border by citizens and vehicles at checkpoints
along with a high level of control procedures; proper management of migration flows; effective
counteraction to the manifestations of organized cross-border crime.

Formulation of the problem. Our state supports the creation of a fundamentally new system of
European security, which is based on non-power (political, economic, social, energy, environmental,
information, etc.) aspects. Thus, it is necessary to substantiate the structure and content of the model
of border security, which is the basis for the formation and implementation of modern border policy

5



of the European model, in particular, bringing border legislation of Ukraine to European law; ensuring
the readiness of human resources; technical re-equipment; achieving the current state of state border
infrastructure; information integration; qualitatively new level of cross-border cooperation. Analysis
of recent research and publications.

Analysis of research and publications. According to the analysis of the theoretical foundations
of the study of the problem of national security of Ukraine, to date, there are well-established
approaches to the methodological aspects of research in this area. Basic concepts such as "risk",
"challenge”, "threat", "security", "danger", "national security", etc. are defined [1]. At the same time,
the problem of delimitation of certain components of the national security system remains relevant,
in particular the selection and theoretical understanding of such an element as border security [2, 3].
The key concepts of border security have not yet been clearly defined. This complicates the definition
of the subject of research, its accurate analysis and preparation of relevant recommendations [4, 5].
Therefore, given the main trends and consequences of deep transformations of the geopolitical and
geoeconomic space of the end of the last and the beginning of the present century, there is a need for
thorough research in the field of border security. Based on the official definition of national security,
given in the Law of Ukraine "On Fundamentals of National Security of Ukraine" [2], the official point
of view adopted in scientific circulation [6, 7], border security can be defined as the protection of
vital interests of the individual, society and the state in its border area, in which society, state and
individual are not harmed, but on the contrary, create conditions for their interests related to freedom
of movement across the state border [5], offenses are promptly detected and stopped, threats to
national security at the border are countered and systematic activities are carried out to eliminate the
causes of their occurrence.

Thus, border security must be considered an integral part of national security. It should include
the following elements: scientific theory, concept, policy, strategy and tactics, a set of state and public
institutions and organizations that ensure border security, means of ensuring it. The purpose of the
article is to reveal the structure and content of the border security model as the basis for further
development of the State Border Guard Service of Ukraine, which is the basis for the formation and
implementation of modern European border policy.

Mane part. In our opinion, the formation and functioning of the border security system is based
on certain laws. This is primarily the dependence of its construction on the nature of threats, and
efficiency and effectiveness - on the economic potential of the state. The real perception and analysis
of threats and risks, their correct classification and assessment are a must. The border security system
must be flexible, change quickly depending on external and internal factors, their magnitude and
dynamics of change. The formation and effective implementation of border policy is crucial in
achieving the appropriate level of border security. It should be noted that in 2002, in pursuance of the
decision of the National Security and Defense Council of Ukraine, an interdepartmental working
group developed a draft Concept (basics) of border policy and security of Ukraine [8]. The concept
proposed to consider border policy as a set of measures aimed at ensuring the sovereignty,
inviolability and integrity of the territory, the implementation and protection of national interests and
security of the state in its border area. It was determined that it is implemented through purposeful
and coordinated activities of public authorities and local governments in accordance with their powers
and responsibilities in this area. For some reason, the concept was not approved. However, after the
adoption of the Law "On the Fundamentals of National Security of Ukraine" and the approval by the
Presidential Decree of the National Security Strategy of Ukraine, the proposed approaches need
further study and development in scientific and theoretical terms. To this end, it is important to
analyze the approaches to the formation and implementation of border policy, building the border
security system of Ukraine in 1991-2008, which allows us to draw the following conclusions [9]:
first, with Ukraine's independence, its border policy was aimed at ensuring territorial integrity,
creating its own border security system, organizing border protection around the perimeter (about
7,000 km, of which 1,300 km is a sea area) and protection exclusive (maritime) economic zone (about
82 thousand sq. km); secondly, the formation of the border security system was influenced by a
number of factors, including: Ukraine's location in the east of the united Europe and the passage of
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Eurasian transport corridors through its territory; the presence of "frozen™ conflicts in the regions
bordering Ukraine; illegal migration and smuggling activities that have become organized across
borders; the absence of any border infrastructure on two thirds of the border (more than 4.5 thousand
km), which were not defined in the legal contract and were not protected, the need for significant
resources for its development, etc. thirdly, the process of formation and implementation of border
policy in this period can be divided into four stages [9]: the first — 1991-1993; the second — 1994—
1999; the third — 2000-2005; the fourth — 2006—2015. This division is made in view of the adoption
and implementation of relevant regulations, concepts and programs (state, target, etc.), which
determined the main directions of the formation of border security and the mechanism of their
implementation. At the first stage, the main efforts were aimed at determining (establishing) the legal
status and ensuring the inviolability of the state border, developing a basic legal basis in the field of
border security, approaches to creating a national border institution and building border infrastructure.
The key to the formation of the border security system at that time were the first official acts:
"Declaration of State Sovereignty of Ukraine”, "Act of Independence of Ukraine”, Laws "On
Succession of Ukraine™ and "On the State Border of Ukraine", which determined that the USSR ,
which separates the territory of Ukraine from other states, and the border between the USSR and
BSSR, RSFSR, RM as of July 16, 1990 is the state border of Ukraine, it is inviolable and any border
violations are decisively stopped [10]. Depending on the existing conditions and potential threats, the
share of border security in the national security system changes. During this period, it was particularly
large and had significant political significance. At the end of 1993, state approaches to border
development were developed and reflected in the Comprehensive Program approved by the President
of Ukraine [11]. It was implemented during the second stage. At the same time, the basic regularity
in the field of border security is clearly traced, namely: resolving the contradictions between threats
on the one hand and the economic potential of the state on the other. That is why the main forces and
resources were aimed at building the Ukrainian-Moldovan border. This decision was influenced by
the Transnistrian conflict and, consequently, the threats that arose in this area [12].

At the same time, on the border with Russia and Belarus (until 1998) the main efforts were
aimed at carrying out control functions in temporarily equipped checkpoints and operational cover of
the "green border”. The analysis of the third stage allows us to define it as a stage of active reforms.
The implementation of state policy in the field of border security was carried out through the adoption
of the second program [13] and a number of legislative acts. They not only identified measures to
improve legal regulation, but also stimulated serious reforms of the main institution that implements
border policy. During this period, the border agency demonstrates unprecedented openness of action
and strategic planning. An example of this is a number of international conferences, starting with the
first in Brussels (2002), public discussion of the draft basic law on the State Border Guard Service of
Ukraine, attracting the help of international experts and more. This Law and other normative legal
acts, adopted in 2003, created a legal basis for reforming the border institution from military to law
enforcement [13 - 15]. Thus, the analysis of the third stage allows us to draw the following
conclusions: First, it is currently impossible to use old methods effectively in a rapidly changing
world. Despite the fact that external threats have acquired mostly non-military forms, they are no less
painful for society and national security. These conclusions were made by the leadership of the border
agency, after which its reform began, which was preceded by an understanding of the need for
profound change and a thorough study of European experience. Secondly, at the third stage a number
of transformations were successfully carried out, which affected all spheres of activity of the border
agency: powers, structure, systems of staffing and training, forms and methods of service. Significant
steps have been taken to develop the border infrastructure, technical re-equipment, and establish
cooperation with the state authorities of the border regions, including the arrangement of the border.
Third, the demarcation of the first new section of the border (Ukrainian-Moldovan) and its marking
unilaterally in other non-demarcated areas has begun. Fourth, border security measures have acquired
a new quality at the international level, both bilaterally and multilaterally. In particular, a number of
joint projects with the EU and the US are being successfully implemented. A new form of cooperation
related to the activities of the European Commission Mission on the Ukrainian-Moldovan border has
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been introduced. The fourth stage began in 2006 after the President of Ukraine approved the Concept
of Development of the State Border Guard Service of Ukraine for the period up to 2015. In developing
the provisions of the Concept, the Government approves the State Targeted Law Enforcement
Program "Arrangement and Reconstruction of the State Border of Ukraine" for the period up to 2015
(state customer and main executor of the State Border Guard Service of Ukraine). These strategic
documents envisage not only significant changes in the organization of the border department,
construction of a modern integrated border protection system and protection of Ukraine's sovereign
rights in its exclusive (maritime) economic zone, but also improvement of the border security system
as a whole [15, 16]. Based on the analysis of the first four years of the fourth stage (2006-2009),
evaluation of the results of actions and effectiveness of border security policy, the following
conclusions can be drawn:

First, there is every reason to assess actions in the field of border security as progressive,
balanced and appropriate. They included a range of activities: legislative and regulatory regulation;
contractual and legal registration of the border; conclusion of international treaties and agreements;
development of the border institution (structural changes; reorganization of the management system;
introduction of risk management and criminal analysis systems; reform of the Maritime Guard;
transition to full staffing on a contract basis; reform of the training system; optimization of the
logistics system; technical re-equipment of border units according to law enforcement needs etc).
Secondly, the level of protection of national interests at the state border is further increased, in
particular: measures to implement the provisions of the Schengen Borders Code [17], streamlining
checkpoints and visa liberalization have contributed to the growth of passenger and transport flows;
There is a steady trend to increase the effectiveness of combating modern threats — arms smuggling,
drug trafficking, illegal migration. Thus, according to joint estimates with the border services of
neighboring EU countries in 2004 - 2009, there has been a gradual decline in the activity of illegal
migration on the border of Ukraine with the European Union. This trend is strengthened by
strengthening the protection of the common border with the EU, eastern and northern areas,
cooperation with other law enforcement agencies to detect and stop organized criminal groups that
smuggle people across the border, preventive measures to prevent potential migrants to Ukraine, strict
implementation of readmission agreements, expulsion of foreign offenders outside Ukraine. Third,
the development of approaches to improving border security continued at the highest state level in
the framework of the Comprehensive Security Sector Review and the development of the draft
Conceptual Framework for Law Enforcement Reform. The analysis of more than three years of work
shows state support for the initiatives of the border agency, its approaches to the development of the
border security system. Fourth, an adequate level of border security is supported by joint action on at
least both sides of the border. Adherence to this principle is especially characteristic of the fourth
stage. Examples include measures to establish joint controls at checkpoints, joint patrols at the Green
Border and the Danube, the establishment of joint consultation points, the development of cooperation
between operational bodies and information exchange, joint operations, including in the framework
of the European Agencies, management of operational cooperation at the external borders of EU
member states (FRONTEX). Fifth, the development of approaches to the development of the border
security system (short, medium and long term) should take into account the experience of new EU
member states in preparing for accession to the European Union and accession to the Schengen
Agreement. In particular, this process involves the development of a joint strategy to build the future
external border of the community - the implementation of which is regularly monitored by the
evaluation mission. Not only border institutions are subject to this assessment, but also all government
agencies related to border security. During the assessment, special attention is paid to the
consolidation and clear delineation of tasks related to the protection of national interests at the border;
fulfillment of international obligations in the field of border security; creation of simple but effective
departmental and interdepartmental mechanisms of interaction. In some cases, the assessment
mission's findings that the candidate country was not ready to protect the new external border became
an obstacle to the decision to join the EU. In general, the policy of the European Union in the field of
border security is quite flexible, promptly modernized in the light of existing and potential threats,
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aimed at continuous development, the use of the latest technology and information technology. It
provides for close cooperation at national level in the Member States and throughout the EU, in
particular through FRONTEX, as well as with third countries on a bilateral and multilateral basis. In
recent years, the EU has developed a number of concepts for action in the field of border security,
which are mandatory both in the Community and in each Member State (including candidate
countries). A number of concepts have already been implemented (reflected in the relevant
regulations, instructions, recommendations, etc.), and others are under implementation. They
concern, in particular, integrated border management; risk management systems, criminal analysis,
technical surveillance; European patrol network; national focal points; information collection centers;
information systems and technologies etc.

The main EU document in this area is the Instruction on the Integrated Border Management
System (IPM). It must ensure a balance between effective border protection, prevention of modern
threats and maintaining the openness of borders for legitimate cross-border activities and travelers.
This Instruction identifies three levels of IPM implementation (development): 1. Interdepartmental
cooperation within the national services responsible for border management tasks at the vertical and
horizontal levels. 2. Interagency cooperation and coordination between different national services
responsible for specific border management tasks at the border. 3. International cooperation, in
particular, bilateral cooperation with neighboring countries and multilateral cooperation. The key
areas of focus within these three levels are the legal and regulatory framework, the institutional
system, procedures, human resources, education and training, information and communication
exchange, infrastructure and equipment. The practice of European countries involves the
development of a national strategic action plan in the field of border management with a number of
measures at all three levels above. Given the perspective, the experience of European countries needs
to be carefully studied, as the Ukrainian situation can be assessed as unprecedented. Unlike, for
example, Poland, Slovakia, Hungary and Romania, which jointly guard the EU's new eastern land
border of about 2,000 km, Ukraine's land border, which could become the EU's external border after
Ukraine's accession, is 1.5 times larger. In addition, it is a new, unregulated border. Its construction
is not yet complete, especially at checkpoints. It is also necessary to take into account the factors that
affect and will have an impact on the state of border security. In particular, external factors include:
the presence of 1,400 km of common border with the EU, the accession of Poland, Slovakia and
Hungary to the Schengen Agreement and the future accession of Romania; measures for the
development of international transport corridors passing through Ukraine; holding the European
Football Championship in Ukraine and Poland in 2012; activity of European structures on monitoring
(evaluation) of the effectiveness of protection of Ukrainian borders, in particular the Ukrainian-
Moldovan one; the entry into force of a readmission agreement with the EU in the near future;
incomplete legal registration of the border with Belarus and Russia, the central part of the border with
Moldova, delimitation of exclusive (maritime) economic zones with Romania and Russia; unresolved
Transnistrian conflict; projected activity of cross-border (transnational) criminal groups on human
smuggling, trafficking in drugs and other contraband items, economic smuggling, etc. The internal
factors include: unresolved (including legal) a number of issues in the field of migration management,
anti-smuggling, etc.; lack of material resources for the arrangement of the border, construction of
checkpoints across the border (including for small border traffic), renewal of the ship and boat
composition of the Marine Guard, border aviation; unresolved issues regarding the allocation of land
for the development of border infrastructure; a large set of tasks that need to be done in the framework
of Ukraine's development as a maritime state; the need for significant reforms to achieve ambitious
goals for Ukraine's integration into the European Union.

Conclusions. Taking into account these and other factors in security, migration, economic,
environmental and other spheres, depending on specific conditions, the priorities of Ukraine's border
policy should be differentiated, their hierarchy, range of subjects and objects and their functions, the
role of adjacent territories within positive cross-border interaction. These are crucial state tasks that
require theoretical elaboration, systematic research, and the search for ways to resolve the problems
and contradictions that exist in this area, which we will consider in the future.
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A.T.H. baoiii 10.0., k.Biiicbk.H. [Toaimyk B.B., Maptuniok B.Il., Maptuniok O.B., Yepnoycos /1.0O.
CTAHOBJIEHHSI TIPUKOPJIOHHOI BE3NEKH
SIK CKJIAJIOBOI HAIIIOHAJIBHOI BE3IEKU YKPAIHA

Ananiz ocmannix HAyKoeux nyoaikayinu ma cneyianvHoi 1imepamypu uj000 npodaIemMamuKu @ 2auy3i
HauioHanbHoi 0e3neKu NOKazye, w0 HA CbO200HI ycmaneHi nidxXoo0u 00 Memo00102iYHUX AChEeKmis
oocnioxncenna y yiil cghepi. AKmyanibHoOW0 3aTUMACMbCA RPOOTIEMA POIMENHCYBAHHA OKPEMUX CKIA00GUX
HauioHanbHoi be3nexu, 30Kpema RPUKOPOOHHoL. Pazom 3 mum it Kniouoei noHaAmms YimKo He oKpecieHi,
W0 YCKIAOHIOE GU3HAYEHHA NPeOMemy O0CNI0NHCEHHA, NPOGEOEHHA MOUHO20 AHATI3Y MA RIOZOMOBEKY
6i0n06ioHUX peKomeHOayitl cmocoeHo ii peanizayii. Ik HaciooK, nUManHA NPUKOPOOHHOT De3neKu Ha pasi
2IUOOKO He 6UBUEeHHI, 30KpeMa He O00CMAMHbLO 6PAXO0GYIOMbCA 2eONONIIMuUUHI peanii, 306HIWIHI ma
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eHympiwHi paxmopu, AKi ennusaroms Ha it cman. IliomeeporxceHHAM UbOMY MOdHCe CAYZY6AmMU HU3KA
HayKkosux nyonikauiii, wo OemoHCmpylomb cnpowjeni noziadu na Oepycagnuii Kopoon. Hozo
CHpUIIMAIOMb RPOCMO AK QI3UYHY JIIHII0 POZMENCYSAHH MEPUMOPIT 0eprHcas, podaamb 6UCHOBKU U000
»POIMUMMA” KOPOOHIE MIdIC €6PONEIICLKUMU 0ePHCABAMU | NIOOAIOMb CYMHIEY He0OXiOHICHb IX 0XO0pOoHU
6 enoxy z2nooanizayii. Boonouac komnemenuyia ma 3a860annA nPUKOPOOHHOI iIHCMUmMYUIT 00MedcyIombca
Jiuuie nepesipkor 00OKyMeHmie y no00poICyIouux yepe3 KOpooH 8 NYHKmMax nPonycKy ma KOHmpoii iiozo
OINAHKU RO3a HUMU.

Bepyuu 0o yeazu ocnoeni menoenuyii i Hacaioku 2iuOUHHUX MPAHCHopmayiii 2eonoaimuiHozo ma
2€0€KOHOMIUHO020 NPOCMOpPY, HA CbO200HI GUHUKIA HOMPeda y NPOEEOeHHI IPDYHMOBHUX O0O0CIOHCEHD Y
cohepi 3abe3neuenna npukopoonnoi 6esneku YKpainu, AK CK1a0080i HAUIOHATbHOT De3neKu, a MaKoHc
GU3HAUEHHA YimK020 micysa i poni cyd'ekmie il capanmyeanna 6 x00i peanizauyii 3a3naueHol QyHxuyii,
0Co0NUB0 3 NOABOIO HOBUX 6UOI6 3a2p03, 30Kpema: mumuacoea oxynauia Pociiicekoro Dedepauicto
yacmunu mepumopii Yxpainu - Aesmonomnoi Pecnyoniku Kpum i micma Ceeacmonons, po3nait08anus
Pocicio 30poitnozo konghaikmy 6 cxionux pezionax Ykpainu, wjo 00ymoenowms He auuie oecmaoinizauiro
nOIMUYHOT ma eKOHOMIUHOT cumyayii ¢ YKpaiui, po3eumox mepopumy ma 3azpo3y 1020 nROWUPEHH
mepumopiero Hauoi oepircasu, aie il CRPAMOEAHHI HA PYUHYGAHHA CUCMEMU CEIMO080T ma peioHanbHoi
0e3nexu i npuHWUNIE MIICHAPOOHO20 NPABA.

Heooxionum 66axcacmo — 00IpyHmy6ants CMpPYKmypu ma 3micmy mooeni npukopooHHoi de3neku,
AK OCHO8U Rh00anbvuio2o po3eumky Jlepiwcasnoi npukopOoonnoi ciaysyucou Ykpainu, wio € 0cH06010
dopmyeanna ma peanizayii cyuacHoi npuKoOpOOHHOI NOAIMUKU EG6PONEICbKO20 3DA3KA, 30Kpema
HpUGEOeHHA NPUKOPOOHHOZ0 3AKOHO0A8CMEA YKpaiHu 00 HOPM €6DONEIICbK020 npasa.

Kniwwuoei cnosa: pusuxk, 3azpoza, Hayionanvha 0Oe3nexka, NPUKOPOOHHA Oe3neKa, Mooeb
HPUKOPOOHHOT De3neKu.
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PROSPECTS OF DEVELOPMENT OF ANTIAIRCRAFT MISSILE TROOPS
TECHNICAL SUPPORT SYSTEM

In article considers the state and prospects of development of logistics to anti-aircraft missile forces,
identifies areas for further development in the application of information technology for intelligent life cycle
of military products. Theoretical bases of material and technical maintenance from the point of view to
models of their life cycle are opened. Modern approaches to logistics are analyzed, considerable attention
is paid to information technologies, tools that support this approach, and in particular process management
according to the technical condition. It is noted that the main area of improvement should be the use of
intelligent management of operation of technical condition and restoration of military products, which will
allow during the life cycle of the sample on armaments and military equipment using projected indicators
of its technical condition, determine the frequency and scope of maintenance, repair and providing them
with military and technical property. There is an objective need to equip troops with an automated control
system for dynamic analysis and effective planning of the life cycle of equipment. The advantages of forming
a mobility park on the basis of the modular principle are highlighted. It is shown that during the operation
of intelligent systems, solving the problem of providing military products, there are a large number of
limitations that must be taken into account during its development. Recommendations for improving the
logistics of armaments and military equipment, developing a methodology to ensure a higher quality of the
life cycle of military products and effective life cycle management, which will achieve maximum
performance of these types of military products. Theoretical bases of material and technical maintenance
from the point of view of models of their life cycle are opened.

Keywords: technical support system, air defense weapons, management of operation, technical state
and recovery of a military product, CALS / IPV technology.

Introduction. Modern information and intellectual technologies allow to change approaches to
the organization of preparation, use and comprehensive support of combat, to increase efficiency and
substantiation of the made decisions, in particular concerning support set level of serviceability and
technical readiness of the surface-to-air missile systems (SAM-systems) during operation [1].

Modern samples of antiaircraft missile armament (AMA) are complex technical systems with
hierarchically branched structure. The AMA samples combine components of different physical
execution and appointment.

Technical support is organized for the maintenance of combat readiness of Antiaircraft missile
troops (AMT) by support them of armament and military equipment (AME), missiles, ammunition,
military and technical facilities, their maintenance in constant readiness for employment, recovery
(repair) of AME in case of damages (breakages) and to return them to an operation.

The main actions of technical support are: provision of troops by AME, missiles, ammunition,
military and technical facilities; preparation of AME for combat use; organization of AME operation;
carrying out maintenance and replacement of the AME blocks, units, nodes which completed the
specified life resource , repair of the damaged (faulty) AMA samples and return them to an operation;
control of technical support; the greatest possible attraction of local industrial base for carrying out of
AME repair [2].

Formation of the problem. The existing system of technical support which remained from the
Soviet Union envisages use of the regulated strategy of maintenance and repair (M&R) of AMA
samples and provides carrying out of all types of planned repairs in a network of repair plants of the
USSR Ministry of Defense. Such system does not correspond the existing opportunities of the plants
of defense industry complex and state of the Ukraine economy. The made stores, spare part Kit, tools
and accessories (SPTA) do not provide carrying out a complex of actions concerning maintenance
(or recovery) an operating (serviceable) condition of AMA samples.
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Analysis of previous studies. Now operation of samples of AME is carried out on the basis of
the decision on continuation of the assigned reliability indexes. The decision is accepted on the basis
of an estimation of the current technical state of its radio-electronic means (REM) [3]. The perspective
direction of maintenance and recovery of an operable (serviceable) condition of AMA is introduction
of adaptive strategy of maintenance and repair of AMA samples. For example, the strategy of
maintenance and repair according to state [4,5] which provides the appointed reliability indexes the
REM of SAM-complexes and cost decrease of their operation.

Introduction of strategy of M&R for a state in process of operation of AME demands
performance of procedures of technical diagnosing by means of built in (or external) the automated
test systems (control of technical state). The existing automated test systems (control of technical
state) are ineffective and do not meet the requirements of present time. The assessment of indicators
of reliability of products by results of operational supervision is significantly complicated because of
impossibility of the accounting of conditions and modes of operation of concrete accessories in
structure REM of SAM-complexes, lack of statistics of the moments of transitions of SAM-
complexes and their REM in a limit state demands from experts of technical ensuring use of rather
difficult mathematical apparatus.

Main part. The efficiency of realization of adaptive M&R strategy, substantially, depends on
existence built in (or external) the automated diagnostic systems (monitor of technical state) of
products, fitness of monitor objects to diagnosing (monitor of technical state), a technique of
diagnosing (monitor of technical state), possibilities of timely detection of the transition moments of
REM of AMA samples in a limit state.

In the leading countries of the world adaptive M&R strategy are introduced in the form of the
relevant systems of the life cycle (LC) support of complex technical systems.

The system of Continuous Acquisition and Life cycle Support (CALS) covers all LC of a
product, from development of tactical and technical requirements of a perspective AMA samples to
its write-off and utilization. Development of perspective AMA samples is carried out according to
the CALS standards. The M&R system of AMA samples, which a long time are in operation, is
brought into step with the CALS standards. The subsystem of the integrated logistic support (ILS) is
one of components of the CALS system. In the similar way the system of intellectual support of life
cycle of the knowledge-intensive products (ISLC) in the Russian Federation provides all LC stages
of military products [6].

Now ideas of CALS / ISLC are documentary realized by IPV in the form of the 1ISO standards,
national (state) standards and normative documents of branches and the separate enterprises [7] on
the basis of which the concept of increase of operational reliability of difficult technical systems
which allows to consider in real time a lag effect of information processes and intensity of use of the
appointed operational resource is formulated and to provide information support of difficult industrial
products and samples of AME [8-10].

Basis of systems of intellectual support of LC of the knowledge-intensive products are
databases about products where statistical data, arrived from military units with AMA sample, is
saved. Results of processing this statistical data and developments of recommendations of further
operation of AMA sample and other data arrays about a product [11] are kept in these databases.

In work the option of structure of technical support system of AME of the Air Force of Ukraine
is offered. The structure provides control of operation, technical state and recovery of military
products in a common information space.

Basis of information support system is the AME database of Ukraine (AME the Air Force of
Ukraine) which is created at a development stage and scientific and technical maintenance of the
corresponding AMA sample. The database is stored and refined during production, operation, combat
use, write-off, utilization. It comprises all technical information about a military product and its
components, with obligatory use of the database of the Logistic of the Armed Force of Ukraine
concerning existence and the movement of stores. Correctly organized database allow to includes
new data which come during the operation of military products, to accumulate and process big data
arrays, to calculate necessary reliability indexes of products. At the same time for AMA samples that
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already for a long time are in operation, it is expedient to build databases by creation of electronic
operation and maintenance documentation with use of electronic copies of paper operation and
maintenance documentation.

Information communication between the AME databases of Ukraine with all subscribers is
provided by the specialized network created with application of elements of an electronic network of
a unified automated control system of Armed Force of Ukraine.

The Control Center of operation, technical state and recovery of military products (analog of
the center of logistic support of life cycle of complex technical products) is created in the Logistic of
the Air Force Command. The main tasks of the Control Center are: collecting and the analysis of
technical data on a state, service conditions and resource expenses of AMA samples, types and causes
of failures, level of readiness of attending personnel; elaboration of the nomenclature of military and
technical facilities and the set of spare parts, tools and accessories which is contained in storehouses
of military units of AMT; determination of work amounts, use of repair bodies and use of military
and technical facilities during intermediate and capital repairs of AMA samples (as necessary), big
interval maintenance of AMA samples, maintenance (scheduled works / preventive maintenance) of
anti-aircraft guided missiles, monitor and recovery works on AMA samples which are subject of
transfer to operation on technical state, control of a limit condition of AMA samples which are
operated on technical state; support applications for repair (replacement) of knots, blocks, subblocks,
units with the plant facilities, repair bodies, support centers of the Logistic of Ukraine, storehouses,
bases and arsenals of Arms of Ukraine.

Devices for monitor and diagnostic of technical state of a military product are one of basic
elements of perspective technical support system of AME of the Air Force of Ukraine. Elements of
these means as a part of the automated test system have to be constantly in AMA samples and provide
timely receiving, processing and transfer of data about the product technical state for formation of
control decisions with use of the AME databases of Ukraine and support system of decision-making
(SSDM) of the person which makes the decision [12].

In the offered SSDM the estimation of a military products state is carried out by the following
indexes: total number of AME and completeness of military unit taking into account regular
requirements and the appointed readiness degrees, including stores of the center; completeness of
military storehouses and storehouses of the center by missiles, ammunition, military and technical
facilities; technical state of AME park of different types (on serviceability, a resource left and an
obsolescence); the predicted indexes of a state of AME park for a certain period (on serviceability, a
resource left and an obsolescence); degrees of compliance of the existing AMA samples (complexes,
systems) to foreign analogs; degrees of compliance of potential efficiency of the existing AMA
samples to modern and perspective requirements to the task performance levels [13,14].

In the offered system of technical support of AME of Ukraine the M&R strategy for a state, in
particular, in the conditions of incomplete basic data about military products reliability (about
reliability of an AMA sample, about statistics of random processes of its parameters changes, about
accumulation of faults, etc.) is used. At the same time the control acts on a military product which is
in operation is formed taking into account additional information on technical state of a product which
comes during the monitor and diagnostic of the corresponding parameters at operation.

Technical realization of the offered structure of technical support of AME of Ukraine requires
the solution of the following tasks:

the choice of information characteristics of military products which will allow to provide
formation of basic data about objects of control with the set reliability and accuracy;

development of requirements to structure and program information support of control devices
and diagnostics of technical state of military products of the test system;

justification and the choice of a method of creation of the database and a method of data
processing of military products during formation of the AME Armed Force of Ukraine only database
of Ukraine;

justification and the choice of a method (methods) of forecasting of indicators of technical state
of military products, including in the conditions of incomplete basic data about reliability of objects
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of control,

development of algorithm of the solution of a problem of management of operation, technical
state and recovery of military products which will provide essential decrease in temporary, labor,
material and cost expenses on maintenance of operating state and the set level of their reliability;

improvement of system of technical support AMT Air Force Armed Force of Ukraine to the
level which provides management of operation, technical state and recovery of military products by
introduction of CALS / IPV of all stages of LC of objects of control.

Conclusions. Thus, as a result of the analysis of the existing condition of system of technical
support AMT and systems of support of life cycle of difficult technical products realized in the leading
countries of the world the general structure of perspective system of technical support AMT is
offered. Requirements to the database of system, an order of interaction of components of system and
SSDM and problematic issues which solution will provide a possibility of realization of the offered
structure of technical support antiaircraft rocket troops are formulated. Existence of advanced system
of technical support AMT Air Force Armed Force of Ukraine raises potential opportunities of AME
park and provides maintenance of operating state and the set level of reliability of military products
during operation.

The results of the solution of the given tasks received in Control center of operation, technical
state and recovery of military products with use of the listed basic data are intended for use in
Command of Air Force during justification of sets of AME necessary for the solution of settlement
fighting tasks and sets of utilities which promote their performance.
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A.T.H., mpo¢. bapatam O.B., K.T.H., cT. 10cia. Onenbko I1.B., k.Bilick.H. Kipeenko B.B.
HNEPCHEKTHUBHU PO3BUTKY CUCTEMU TEXHIYHOT' O 3ABE3INEYEHHS 3EHITHUX
PAKETHMX BIHCBK

Y cmammi pozenamymo cman ma nepcnekmusu pozeumky mamePpianbho-mexHiunozo
3a0e3neuenna 3eHIMHUX PAKEMHUX GIlCbK, GU3HAYEHO HANPAMU NOOAILUIOZ0 PO3GUMKY UW{000
3acmocyeannsa iHQOPMayiliHUX mMexXHON02il [HMeNeKMYaIbHO20 3A0e3NeUeHHA HCUMMEBO20 YUKILY
6ilicbK060I 3a3HAUACMbCA, WO OCHOGHUM HANPAMKOM YOOCKOHAJIEHHA MAE Oymu 3ACMOCY8AHHA
iHmeneKmyanbHo20 3a06e3neYyeHHA YRPAaeainHA eKCHIAYAMAYIer0 3a MeXHIYHUM CHAHOM Ma 6i0OH061EHHAM
GilICbK06OT NPOOYKUil, Wi0 003601UMb NPOMAZOM HCUNIMECO20 UUKTY 3PA3KA 030POCHHA ma 6ilCbK080i
mexHiKU 3 GUKOPDUCMAHHAM HPOZHO306AHUX HOKA3HUKIG 1020 MeEXHIUHUII CcmaH, 6GU3HAUAMU
nepioouunicms i 0o6cazu podim 3 mexHiuH020 00CY208Y6AHHA, PEMOHNLY Ma 3a0e3nedyeHHs iX 6illcbK06o-
mexniunum maiinom. Haeeoena 06’ckmusna nompeba w000 ocCHAW|eHHA BIlICbK AGMOMAMU30EAHOIO
CUCIEMOI0 YNPAGIIHHA ONA OUHAMIYHO20 AHANI3Y | eeKMmUueHo20 NIAHYGAHHA MHCUMIMEGCO20 WUKAY
mexHiku. Buceimneni nepesazu ui00o gpopmysanus napky pyxomocmi Ha 6azi MoOy1bHO20 RPUHUURY.
IHoxkazano, uwio nio uac YyHKkuioHy8anHs iHmeaIeKmyanbHuUX Cucmem, po3e’a3anHi 3a60aHs 3a06e3neueHns
8iliCcbK060T nPOoOYKUii, 0i€ 6e1uKa KiibKicmb 00Medceny, aKi HeoOXIOHo epaxogyeamu niod uac ii po3pooKu.
3anpononoeani pekomenoayii w000 yOOCKOHAIEHHA MAMEPIaIbHO-MEeXHIYHO020 3a0e3ne4eH s 030POEHHA
ma 6ilicbK060i mexHiKu, po3pooKu Memo0o102ii 3abe3neueHHa Giibl 6UCOKOT AKOCHL HCUMMEBO20 YUKTY
GilicbK060T NPOOYKYIl ma epeKmueHo20 YNPaeIiHHA HCUMMECUM UUKIOM, AKe 3a0e3neuumsb 00CAZHEHH
MAKCUMAIbHUX NOKA3HUKIE eKCnayamauiiinoi epekmuenocmi 3a3navenux munie GilicbKoeoi npooyKuii.
Po3kpumo meopemuuni ocnosu mamepianbHO-mexHiUHO20 3a0€3neuenns 3 mouKku 30py mooeneil ix
HCUMMEBO20 UUKILY.

Kniouoei cnoea: cucmema mexuiuHo2o 3ade3neuenns, 030pOEHHA NPOMUNOGIMPAHOL 000pOHU,
Kepy8aHHA eKCHyamauiclo, MexHiYHUuii cman ma 6i0HO06IEeHHA GIICbK0G020 6UPODY, MEXHO02iA
CALS/IPYV.
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PRINCIPAL CURVE TRAJECTORY ANALYSIS

Increasing availability of probe data sources gives an opportunity to use the data in automatic map
creation process, refine the shape of existing maps as well as potential for generating source of truth (i.e.,
ground truth data) in military as well as for civil aspects. That is needed for confirming the quality of
existing maps as well as compilation them from different sources to achieve the comprehensive result of
creating very high-definition maps. The main reason is to compile the resulting map not only from satellite
imageries but also using another source of compilation or confirmation. We don’t do deep dive in map
compilation process itself but concentrating on map-matching problematic from perspective of GPS Probes
trajectories which is very noisy by nature. The present paper proposes an analyzing of methods based on
principal curve trajectory collected from raw GPS positions. Probes positions itself from phone inside a car
are noisy, they don't necessarily match the actual position of the car for a given moment. Assuming the car
drives on a street according to regulations, the raw position can be matched to street locations by means of
amap matching algorithm. Using a series greatly improves the stability and plausibility of the map matched
positions, especially when probes samples are noisy or sparse and different roads are close together (e.g.
crossings, bridges, tunnels, slip roads) it could be useful for creating bi-directional road geometry from
sparse probes. The resulting road segments in the road network graph enable conflation with existing map
data to identify map changes including base maps.

Trajectory analysis and related algorithms have recently attracted substantial attention, thanks to
technological advances in navigation and mapping systems. Nevertheless, some fundamental concepts are
still lacking a thorough study. The identification of a middle (representative) trajectory in a bundle of
trajectories is one of them. Without conscious reasoning, a middle trajectory is a trajectory that lies in the
middle of a collection of trajectories. However, this definition is far from being comprehensive.

This research work is focused on the concept of finding a principal curve trajectory among a bundle
of trajectories with specific source and destination points. The main idea is to use the timing information
associated with trajectories to improve existing methods for trajectory analysis. We investigate the concept
of a principal curve related to timing information, we give a review of algorithms for all existing methods,
analyze the worst-case running time, and show that under certain assumptions methods such as timing can
be implemented efficiently.

Key words: Map-Matching, Geo-Spatial Analysis, Computational Geometry, Cluster Analysis, Probe
Data, Road Geometry Extraction, Road Maps, Spatial Data Mining.

Introduction. A formal definition of trajectory is specified in [1] as a time-stamped path taken
by a moving entity, represented by a sequence of n tuples of points and time stamps (py, to),
(p1,t1), «or (Pn—1,tn—1). Points have spatial and temporal components. The spatial component
typically represents atwo or three dimensional space. Here, we assume that the space is two
dimensional. A bundle of m distinct trajectories Ty, ..., T,,,—, With the same start and ending points,
therefore results in an input size of 6(nm).

In an ideal situation, the time stamps of all trajectories in the bundle are exactly the same, but
this is usually not the case. Generally, trajectories are collected with different or irregular sampling
rates, at different times, and data can be missing as well. In between time stamps, we have no
information about the actual movement path of the entity. The standard assumption can be that the
entity moves with constant velocity from a time-stamped point to the next time-stamped point in a
straight line. This assumption leads to an approximation of the actual data, which becomes more
inaccurate when sampled at longer intervals. As a result, the path of a trajectory is considered as a
polygonal curve with n edges that can self-intersect, and can have repeated vertices at the same
location if the entity stands still. The number of points defining a trajectory is usually much larger
than the number of trajectories in a bundle n > m.
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Analysis of previous studies. Various methods for trajectory analysis have been developed in
different fields of science including computational geometry and data mining. Trajectory data sets
can be analyzed in a variety of ways. They are usually clustered into a collection of subsets that have
a high similarity regarding (a) certain property(-ies), such as location. Nevertheless, processing large
amounts of trajectory data is a challenge. Trajectory data compression can be regarded as a solution
to address this problem, particularly for the trajectories with huge sampled data points to improve the
efficiency of computations. This compression can be carried out for individual trajectories, but in
most applications, the data contains similar bundle of trajectories in terms of space and/or time, and
as such, an alternative method would be to compress a trajectory bundle to represent similar
trajectories with a single representative trajectory. We call this representative trajectory a middle
trajectory without loss of generality. Furthermore, using a single representative trajectory enables
processing data in a simple, robust and more predictive way. As an example, a representative
trajectory for an specific route can be used to predict where a vehicle will be at a certain time.
Alternative applications of middle trajectories include clustering and visualizations. As an example,
a middle trajectory can act as the medoid in k — medoid clustering. In the context of visualization,
instead of showing a large collection of trajectories, one may identify subsets of similar ones, and
replace them by a middle trajectory whose width is determined by the size of the subset.

Formation of the problem. Given a set of m trajectories T = {Ty, ..., T;p_1} With the same
source and destination points s and d, we want to find a representative trajectory T, that minimizes
a defined distance function to all trajectories T;,0 < i < m in the set and T, contains points from
input trajectories. In case not specified otherwise, the distance function is defined as the Euclidean
distance between trajectories.

A representative trajectory has to be in the middle of all trajectories in the bundle. However,
we first have to define what is considered middle. There are two main types of interpretations of what
amiddle trajectory is for a set of input trajectories: median and mean trajectory [2]. They can produce
a trajectory that is in the middle, regarding space or time, or both. There could be different
interpretations for the definitions of mean and median here compared to the standard arithmetic
definitions of these parameters, however the general intuition remains the same. The main difference
between a mean and a median trajectory is that the latter uses only points of the input trajectories. An
alternative definition for a median trajectory is to use only the edges of the trajectories present in the
input set, or parts of the edges, and switch at intersections [1]. Both mean and median trajectories
have their own applications. Mean trajectory which is based on the spatial component of the input
trajectories looks more accurate compared to a trajectory that is restricted to one of the inputs.
Nevertheless, there can be a strong reason why one prefers a median trajectory over the mean one. A
typical example would be for moving objects that have to avoid obstacles. The same property should
also hold for the middle trajectory. If no information about the obstacles is known in advance, then
the only way to ensure that the representative trajectory crosses no obstacle is to use parts of the
original input trajectories. On the other hand, if such information is known, then it may also be
possible to use this information and make the mean path go around the obstacles. Fig. 1 shows
examples of mean and median trajectories. The median one follows the existing trajectories and thus
avoids potential obstacles if any is defined. The mean trajectory does not necessarily follow the input
trajectories and may pass through obstacles. One major disadvantage for mean trajectory is its
sensitivity to outliers. Data sets of input trajectories containing substantially diverging measurements
will influence a calculated mean trajectory. Fig. 2 shows an example of this phenomenon.

(a) Mean trajectory (b) Median trajectory

Figure 1 - Examples of (a) Mean trajectory (b) Median trajectory
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(a) Mean trajectory (b) Median trajectory

Figure 2 - Effects of outliers on (a) Mean trajectory (b) Median trajectory

Trajectory data usually include a temporal component in addition to an spatial component,
however in most cases the temporal component plays no role in computation of the middle trajectory.
The reason is that it would be difficult to utilize this information in an efficient way due to
inconsistencies between data points that is mostly present in a trajectory bundle. As an example,
suppose the trajectories are from different vehicles on a specific route. The data could be collected
on different days and times, as a result, we cannot directly use the temporal component. Even if
vehicles had exactly the same starting and ending locations and take more or less the same path, we
cannot simply align the starting times of the travels, because one vehicle may have been held up due
to traffic conditions which distorts the time correspondence that we set up at the starting point. Thus,
in many situations, a middle trajectory is solely processed based on the spatial component and
considers the path (shape) of the trajectories.

Main Part. So far several properties have been proposed for a representative trajectory in
literature. Nevertheless, most of these properties are not well defined, but rather intuitively assumed
to hold for a representative trajectory. Here is a list of these properties:

« continuous: a contiguous curve from a source to a destination without interruptions

« central: locally central within the bundle regarding the positions of the input trajectories

« comparable length: its length should be more or less the same as the input trajectories

« comparable angular change: its total angular change should be more or less the same as input
trajectories

« comparable vertices: its total number of vertices should be more or less the same as input
trajectories

« maintain edge direction: for every edge of input trajectories included, the direction should be
retained accordingly

« follow the majority: should visit regions only if most of the input trajectories do

« consist of input trajectories: should be composed of points of input trajectories

It addition it is desirable that a representative trajectory be robust against outliers and special
cases and there will be efficient algorithms for its computation.

Several approaches have been used to identify a representative trajectory for a set of clustered
trajectories. Buchin et al. [1] present two different methods to construct a median trajectory for a set
of input trajectories. The first method is based on simple definition of mean level in an arrangement
of lines while the second method uses the concept of homotopy with respect to sufficiently large faces
in the arrangement formed by input trajectories. Both methods produce a trajectory that consists of
pieces of the input and ignore the temporal component of trajectories. The simple median trajectory
starts on the middle trajectory and always switches to another trajectory at an intersection point. If all
the m input trajectories are ordered based on the starting point s (in the outer face of the arrangement
of curves) with the first and last trajectories adjacent to the outer face, then the middle trajectory starts
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from the [%] -nd edge in the order. It is shown that under certain conditions, such a median is always
in the middle. They prove that the median trajectory satisfies the property that for any point p must
cross to reach the unbounded face (including the one(s) on which p lies) is [mT“] In presence of

outlier trajectories, they shall be excluded from the total number of trajectories. The simple median
trajectory has a upper bound time complexity of 0((nm)?) because of the total n. m line segments
that should be processed, where m is the number of input trajectories and n is the maximum number
of data points for any trajectory. For practical situations, the time complexity is improved to O ((nm +
k)a(nm)log(nm)), where a is the inverse Ackerman function and k is a number of edges in the
output trajectory.

The main problem with this approach is that it will most probably fail to find a representative
trajectory when the trajectories are self-intersecting. An example is shown in Fig. 3. All the three
input trajectories go through a loop but the median one does not follow a similar path. The problem
happens because at some intersection, an edge is selected which is not a part of the direct continuation
of the path, rather part of a trajectory on the way proceeding the loop. A similar problem can even
emerge when the trajectories are not self-intersecting. As shown in Fig. 4, the usual path of the
majority of the input trajectories is not followed accordingly. In this example, two of the input
trajectories make a kinda detour, while a third one takes a straight path towards the destination. The
median trajectory follows the unwanted straight one.

Figure 3 - Self-intersecting trajectories can perform undesirable for the computation of the
median trajectory

Unlike the simple median trajectory, the homotopic median does not necessarily switch at
every intersection points. When trajectories self-intersect, a point p is placed in the face(s) around
which it loops. Switching trajectories is only done if the median calculated up to the switching point
is of the right homotopy type, determined by the signature of the (sub)trajectory. This signature is the
intersection of the trajectory with the vertical line through each point p and side of the intersection
(i.e. above or below
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Figure 4 - The median trajectory can miss part of the path of the input trajectories with no self-
intersections

Unlike the simple median trajectory, the homotopic median does not necessarily switch at
every intersection points. When trajectories self-intersect, a point p s placed in the face(s) around
which it loops. Switching trajectories is only done if the median calculated up to the switching point
is of the right homotopy type, determined by the signature of the (sub)trajectory. This signature is the
intersection of the trajectory with the vertical line through each point p and side of the intersection
(i.e. above or below p with the values p* and p~, respectively). Fig. 5 shows two examples of input
trajectories and their corresponding homotopic types.

Figure 5 - (a) three input trajectories that loop around a face of the subdivision in which p is
placed. All three trajectories have the signature p~p*p~. (b) two trajectories that are homotopic,

with signature p1 p; p3 p3 P53 P2 P3

An example of seven input trajectories is shown in Fig. 6 (a). Most of the trajectories follow
the path numbered from 1 to 14. Five trajectories skip point 7 and six skip point 11. One trajectory
skips points 5-8. One expects the representative trajectory to follow what most input trajectories do,
and consecutively go from 1 towards 2, 3, 4, 5, 6 = 8, 9, 10 = 12, 13, and 14. The simple and
homotopic median trajectories are marked in Fig. 6(b). As seen in the figure, the homotopic median
(red) appears to give a more appropriate middle trajectory compared to the simple median one

(green).
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Figure 6 - (a) A set of input trajectories, generally following the numbered points excluding 7
and 11, (b) The simple median trajectory is marked with green and the homotopic median is marked
with red

Although homotopic median appears to give intuitive median trajectories in many situations,
there are two clear cases where it fails to identify a suitable representative trajectory. In [3], van
Kreveld and Wiratma give examples where the homotopic median trajectory fails. In one case, if all
trajectories make a detour that is back-and-forth over the same path, then no relatively large face is
present to place a point in. Such a detour is incorrectly ignored by the homotopic approach. Fig. 7
illustrates this situation. Another case is when all trajectories are of a different homotopy type (e.g.,
when no large subset of homotopically equivalent trajectories exists), which results in one of the
input trajectories being the median. Using a single input trajectory as the median might result in the
computed trajectory to include regions that are visited only by a single input trajectory. This situation
is illustrated in Fig. 8.

Figure 7 - The homotopic median approach will fail to make the detour because there is no
large enough face to place a point
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Figure — 8 Input trajectories with different homotopic types make the identification of a
representative trajectory fail. There is no typical set of homotopically equivalent trajectories, thus
one of the inputs would be identified as a median trajectory

The time complexity of computing homotopic median trajectory is: 0((nm)?*¢),e > 0.

In [3], van Kreveld and Wiratma present a completely different method that computes median
trajectories as an alternative to overcome the aforementioned drawbacks for simple and homotopic
trajectories. This method is based on the idea that not all segments (edges) in T are suitable to be a
part of the median trajectory T, in case they are not close to the majority of trajectories in T. This
implicitly implies that the edges which lie somehow in the middle of a bundle of trajectories are more
eligible to be included in the median trajectory. As seen in Fig. 9, based on the majority definition,
the dark green edges are most likely to be selected as part of the median trajectory, while red eges
having the least chance.

Figure 9 - Red edges are not good candidates to be part of a median trajectory; dark green ones
are suitable due to their positions (close to the majority and somehow in the middle); being on the
outside border of the bundle, the light green ones are less suitable compared to the dark green
segments

In the proposed algorithm, aka buffer median algorithm [4], an edge e is called useful if a buffer
of size § around intersects with at least half of the total number of trajectories (the majority). Only if
an edge e is considered useful then it is allowed to be part of the median trajectory, and subsequently
an attempt is made to include e or some other edge in its neighborhood in the median trajectory. A
rough high-level description of the majority median algorithm is that all the edges that are not useful
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are deleted initially and for all the remaining useful edges an investigation is carried out to determine
whether or not they can be part of the median trajectory. To this end, suppose that a directed planar
graph ¢ is constructed with all vertices of the trajectories T plus all intersection points of the edges
of the trajectories. The edges in ¢ are edges or sub-edges (intersections are also included) from the
trajectories in T. The direction of the edges in ¢ are identical to the directions of edges in T. For
simplicity, it is assumed that all trajectories of T start in a common vertex s, the source, and they all
end in a common vertex d, the destination. As mentioned previously, this restriction can easily be
removed by introducing two dummy vertices if needed. The median trajectory is assumed to be some
directed path in ¢ from s to d only containing useful edges, but not all of the useful edges. To find
such a path, all edges of ¢ that are determined not useful are removed initially. Then, the shortest
path from s to d in ¢ is computed as the first (tentative) median. Given a median, a useful edge is
called happy if it is in the median or within distance at most 24 from an edge in the median. As long
as there are unhappy useful edges, a better median may be constructed by including more unhappy
useful edges. A useful edge that is “most unhappy” (the one that is furthest from the median) is
selected (edge e), and let S(e) be the set of edges of ¢ within distance § from e. The shortest paths
from sto all endpoints of edges inS(e), and shortest paths from these endpoints to d, are
computed and they are combined to find an overall shortest path from s to d that uses some edge
of S(e). If such a path exists, then this is the new median and e and all edges in S(e) must be happy.
If such a path does not exist, then it is not possible to make e happy when using only useful edges
for the median. Hence, e and all other edges in S(e) are ignored. The algorithm stops when all useful
edges are happy or ignored. Whether or not a new median is computed, there may still be not ignored,
unhappy edges elsewhere, so to proceed, the most unhappy edge for the latest median is located, and
the same procedure is followed to try to include it in the median.

The median trajectory is supposed to pass through a sequence of sets of endpoints Py, P,, ..., Py
between s and d, where each P; corresponds to the endpoints of some set S(e) of edges in the
algorithm. The order Py, P,, ..., P is determined incrementally during the algorithm using a voting
strategy, which is robust against deviations, shortcuts and noise. Once the order of Py, P,, ..., Piis
settled, ashortest path is computed between s and d, using Dijkstra’s algorithm in an iterative
manner for all the intermediate endpoints. The final shortest path from s to d visits at least some node
of each of P, P,, ..., P,in the specified order. The details of the algorithm and its pseudo-code is
described in [4].

The time complexity of the algorithm is polynomial regarding the input size m X n.
Nevertheless, the worst-case running time is rather high. A worst-case analysis does not characterize
the actual running time well because it would refer to hypothetical cases where all edges of a
trajectory intersect all edges of all other trajectories. Under assumption that any edge of any trajectory
intersects with constant number of edges of other trajectories (i.e. there are O(nm) edge-edge
intersections in total), the worst-case time complexity would be 0 (n3m3log(nm)). This assumption
leads to a size of the graph that is linear in the input size, O (nm), and it also implies that the computed
median has at most O (nm) vertices [3].

The majority median trajectory for the bundle of trajectories depicted in Fig. 6(a) is shown in
Fig.10. The extra paths regarding points 7 and 11 are skipped by majority of trajectories. The
homotopic median (depicted in Fig. 6(b)) and the majority median both have identical global shape
that respects the majority of input trajectories. It is worth noting that the homotopic median is based
on only four trajectories because three do not have the same homotopy type. Consequently, the
homotopic median does not always lie in the middle. Furthermore, the homotopic median
demonstrates an artifact close to point 5. It is common for homotopic medians to experience extra
angles especially near sharper bends. This is not the case with the majority median.
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Figure 10 - The majority'median trajectory (the black) for a bundle of input trajectories

The majority median satisfies most of the properties described in Section 1.4 for a
representative trajectory. However, the median trajectory will not necessarily be locally centered
since the focus is on the shortest path and not being in the center. In order to address this issue and
improve the quality of the computed median, an alternative version of the majority median algorithm
is also presented in [4]. The improved version differs only in assigned weights for edges when
Dijkstra’s algorithm is applied. In the original algorithm, the weight of an edge is just its Euclidean
length. In the improved version, the weight of an edge is its Euclidean length times the size of the

buffer needed for that edge to become useful (i.e. to have at Ieast% trajectories intersect the buffer).

As a result, the alternative version gives preference to edges that are in dense areas because they are
cheaper, and thus it outputs a median that is often more in the middle of the input trajectories.

Fig. 11 shows an example of a bundle of seven input trajectories, which were generated
synthetically with a variation probability of 20% [3]. The trajectory generator creates trajectories that
deviate on a larger scale utilizing three types of global variations with a certain probability. These
include 1) skipping a point in a sequence of points, 2) visiting an extra, random point between two
consecutive points in a sequence, 3) visiting an extra point from halfway between two consecutive
points, and then going back to the halfway position to continue following the sequence. The markers
with no numbers attached are the additional points used due to the variations, and they are used by
some trajectories only. For example, three out of seven trajectories use the marker halfway between
points 2 and 3 to go up and back to the marker between points 5 and 6. The homotopic median misses
points 2 and 3, because the faces in this part of the input were considered too small to place a special
point (poles). This can be resolved by choosing special points in smaller faces too, but then fewer
trajectories are homotopically equivalent which has other negative consequences. The majority
median and its alternative have the right global shape, but the majority median does not stay in the
middle when the trajectories are close, for example near point 7. The alternative majority median is
slightly better, although it has artifacts in the dense region left of the middle.
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(a) (b)

Figure 11 - Median trajectory for a bundle of seven input trajectories: (a) Simple median
(green) and homotopic median (red), (b) Majority median (black) and alternative majority median
(blue)

In general, the majority median and its alternative are supposed to slightly outperform the
homotopic median. Nevertheless, the performance has to be defined based on the importance of the
properties of the median. It is shown that the majority medians make fewer global errors (the correct
shape of input trajectories are preserved) and have fewer artifacts, while the homotopic median is
more in the middle when the trajectories are not deviating substantially [3]. There are several cases
where the homotopic median performs better than the majority median [4]. An example in shown in
Fig. 12. Although the majority median preserves and follows the overall path of input trajectories, it
misses point number 4, because that area is already covered by another part of the median. On the
other hand, the homotopic median is closer to point 4 and the result is better than the majority median
in that part, even though it still misses the narrow space between points 2 and 3.

G 6

(a) (b)

Figure 12 - The homotopic median trajectory outperforms the majority median: (a) Majority
median misses’ part of the path from point 3 to 4, (b) Homotopic median correctly follows the path
from point 3 to 4

Conclusions. Most of the existing solutions to the problem of finding a middle trajectory do
not take the temporal component into account. For some applications the time correspondence can
not be clearly defined or it is logical just to ignore it. For example if we want to find a middle
trajectory for several tourists taking a similar route. Due to different preferences, we can not use the
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temporal information directly as they can take different paths on different times. If we include the
temporal component, then we might find a completely different trajectory that is not irrelevant and
pointless. Even following the same route, it can be that they have to stop at different locations. In this
application, the temporal information is not relevant and can be simply ignored. However, in another
application, it can be quite different. Suppose, we are not only interested in the route taken by most
of the tourists but also the time it takes to complete an ordinary walking tour of a district. This can
be difficult to compute because we have to ignore the stop incidents (visit tourist attraction, rest, eat,
taking photos, etc.), which can be at different locations or can have different lengths. In this case we
have to find a way to normalize the routes with regards to the timing information.

The methods that deal with temporal information of middle trajectories fall into two categories:
1) methods that are based on the notion of equal time slices, in which a middle trajectory is computed
by finding a middle (representative) point for each time slice, 2) methods that assign timing data as
a post processing step to a middle trajectory.

In addition to the properties described in Section 1.4, using temporal information for a
representative trajectory, additional properties may be considered. These properties shall utilize the
timing data in a way, e.g., the duration and speed of a middle trajectory should be comparable to the
input trajectories in a bundle. The calculations of these properties is not straightforward and can be
troublesome. One might define the duration of a trajectory as the time difference between the first
and the last data points taking into account the stay points, or opt to exclude them from the calculation.
Measuring the speed of a trajectory can also be done using the minimum, maximum or average speed,
though it can be meaningless and not representative at all if several different scenarios and obstacles
exist on the path.

The way the speed is determined for a middle trajectory influences its duration as well. If the
calculation of the speed is based on the speed(s) of the input bundle, then the total duration of the
middle trajectory can be a lot lower (similar speeds in combination with a shorter distance, which
normally happens for the middle trajectory). A drawback would be that the middle trajectory can not
be used to determine at what time a certain location will be visited. On the other hand, if the
calculation is based on the total duration of the middle trajectory, then the middle trajectory can not
be used to determine the speed in between the points. Hence, in this case, the middle trajectory should
only be seen as a series of points where the time stamps represent the time at which the location will
be visited, without having any information for what happens between two points. Regardless of the
method that is used, we can set an upper bound on the speed that is based on the highest speed in the
input. If this bound is exceeded, the result is most likely not a realistic representation of the input and
either needs to be refined or rejected as a usable result. An example of such a scenario causing a
trajectory to exceed speed bounds is when a trajectory spans great distances in a really short time [2].

Assuming that similar moving objects following the same itinerary behave in a similar way and
move along an optimized main route (middle trajectory), Etienne et al. [5] proposed an approach to
analyse the trajectories of these objects in order to infer several spatio-temporal patterns and then, to
qualify their behavior by comparing their trajectories to these patterns. They first present a method
to extract and filter trajectories of moving objects following a similar itinerary. This is done in several
steps:

1. Formalizing the concepts of zones and itineraries, trajectories of same type of
objects moving along the same path of an itinerary are extracted (a set of homogeneous bundle of
trajectories).

2. Trajectories with an important gap between two consecutive positions or erroneous positions
are filtered from the bundle in order to improve subsequent statistical analysis.

3. Filtering out starting and ending positions of trajectories within the departure and arrival
zones in order to compute trajectories for which departure and arrival positions are independent from
time of transmission (spatial shifting of trajectories). Without this filtering, measurements can be
biased in the spatio-temporal patterns defined later.
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4. Indexing and simplifying trajectories using a spatio-temporal variant of Douglas & Peucker
filter to optimize subsequent computations by retaining only significant positions of trajectories while
keeping information about both speed and heading changes.

5. Computing a relative timestamp for each position of a trajectory to ease distance and time
comparison between trajectories. Timestamps of positions are useful to compute speed and order each
position within a trajectory. The relative timestamp for each position of a trajectory indicates the time
duration since the starting position of the trajectory.

6. Normalizing the timestamps of all the trajectories of a bundle to avoid spatial distortions
introduced by slightly different speeds of moving objects. To compute this relative normalized
timestamps, first of all, the median duration (D,,,) of the bundle is calculated. Using this duration, a
normalization process is applied to all positions so that each trajectory in the bundle begins at a
time 0 and ends at (D).

After the initial phase of selecting and extracting the similar trajectories in a homogeneous
bundle, the middle trajectory is computed by statistical analysis [6]. Considering the normalized
timestamps previously, for each position of each trajectory in the bundle, positions of other
trajectories are interpolated using their normalized timestamps. Then, at each normalized
timestamp, a median position is selected using the median value of coordinates (latitudes and
longitudes) of each position subset [7]. This creates a subset of positions for the whole trajectories in
the bundle. Note that only meaningful positions that were selected by the spatio-temporal Douglas &
Peucker algorithm are considered, so that the computation process is only applied on sub-parts of
trajectories where mobile object behavior changes. Subsequently, the computed median positions are
ordered according to their normalized time to create the middle trajectory for the bundle. Finally, this
middle trajectory is also filtered using the spatio-temporal Douglas & Peucker algorithm. Listing 1
presents an outline of the algorithm for the computation of the middle trajectory.

I: for each trajectory 7'r of the HGT a1 do

2 Delete erroneous trajectories

3 Spatial shifting of starting and ending positions

4 Douglas_Peucker_ST(Trajectory 1'r)

§: Temporal normalization using median duration ¢,,
6: end for

7: Algorithm Main_Route_Computation(HGT arr)

8: for each trajectory T'r; of the HGT s;1 do

9:  for each position P; of T'r; do

10: Let tn; be the normalized time of P;

11: for each other trajectoiries 7'r; of the HGT a7 do

12: Interpolate the positions P; at normalized time tn;
13: Add P; to the subset of positions E P;

14: end for

15: Compute median position Py,cq of EP;

16: Add P, cq to the main route ;7 at normalized time ¢,,;
17:  end for

18: end for

19: return Douglas_Peucker_ST(Trajectory R;7)

Listing 1 - The outline of the algorithm described in [5] for computing the middle trajectory in
a bundle using the temporal information

Fig. 13 (a) depicts an example of a homogeneous trajectory bundle composed of 506
trajectories plotted in black. Looking at the figure shows that same-type moving objects with the
same itinerary globally follow a main route (the middle trajectory) [8]. The cloud of dark dots shown
in Fig. 13 (b) represents the subset of positions at a normalized timestamp, the large white dot
indicates the median position of the whole subset. All these median positions ordered by theirs
normalized timestamps compose the middle trajectory plotted in white in Fig. 13(a).
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Figure 13 - A homogeneous bundle of trajectories and the computed middle trajectory

The main computational part of the algorithm described in listing 1 does not seem to the most
efficient way of solving this problem in practice, however the asymptotic time complexity of the
algorithm seems to be intact for more efficient alternative implementations. Another issue would be
that for real world data, it is unlikely to identify exact locations known for all (equal) timestamps.
For each input trajectory, in the worst case, there are O (nim) data points to process because there are
n timestamps and m trajectories, each of which might contain unique timestamps. This gives for a
total running time of O (nmT (m)) for the main part of the algorithm, where T (1) is the time it takes
to process m points of equal time.
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A.T.H., mpo¢. 3acnaBcskmii B.A., [Iymkapenxo 10.B.
AHAJII3 TPAEKTOPIi TOJIOBHOI KPUBOI

3binbuienna oocmynnocmi 0xcepesl 0aHUX 2e0710Kayiili 003604A€ suKopucmosgyeamu ix ¢ npoueci
asmomamu3ayii CmeopeHHs Kapm, Kope2yeamu 3Mici iCHYIOUUX Kapm, 4 MAKO0MHC HA0Ac NOmenyian 01
cmeopenns oxcepen icmunu (moomo ground truth) sax y giticokosomy, max i ¢ yusinonomy acnexmax. Ile
Heo0OXiOHO 0214 niOmeepOIceHHA AKOCMI ICHYIOYUX Kapm, a MaKoc 01 ix nyoaikauii 3 6UKOpUCManHam
Pi3HUX O0xcepen 0 O00CAZHEHHA KOMRIEKCHO20 pe3yibmamy CHEOPeHHA MANn HAO0BUCOKOI uimKocmi.
OcHnoena ides nonsazace 6 momy, w06 gpopmysamu Kinyeey Kapmy He miibKu 6azyrouuco Ha CynymHUuKo8uUx
3HIMKax, a i euKopucmoeyeamu iHwi Oxcepeira i 6 momy uuciai Oani ceonokauyiu. Mu He
3a21UONI08AMUMEMOCH 8 CAM Hpoyec (POPMYBAHHA Kapm, a 30CEPEOHCYEMOCH HA npodaemamuyi
3icmaeieHna Kapmu 3 moyKu 30py mpackmopiu ompumanux 3 GPS, ockinbku enache cam npouec
OMPUMAHHA 3d CBOEI0 NPUPOOOIO € OyIice CHOMBOPeHUIl 3asadamu. B oaniit podbomi 30iiicnioembca ananiz
Memooie, 3aCHOBAHUX HA PYOPMYBAHHI MPAEKMODIT 207108H0T KpU60i, chopmosanoi 3 “cupux” oanux GPS-
nokayin. fckpasum npuxinadom modxce Oymu 2eonoKayia AKA OMPUMAHA 3 menedony ecepeouHi
asmomooing ma € GawymieHow», mMoomo noxkayia He 0008°A3K060 30izacmbes 3 akmuyHum
2eozpagiunum noa0HCEHHAM A6MOMODINA Y NeeHUll MOMenm uacy. Akuo npunycmumu, wio agmomooinn
ioe eynuuero 32i0H0 3 npasunamu, mo maxi OAHi 2eoNO3uUYiil HA GeJIUKINL GUOOPYUI MOYCHA 3icmasumu 3
PO3MAuIy6annam GyaUUL 3a OONOMO2010 an2opummie 3icmaenenna kapm. Buxopucmanna cepii
HOKpauieHsb Ha GeIUKIN GUOOPYI MAKUMU QTI20PUMMAMYU CIADINIZYE i Y3200M4CY€ NOI0ICERHA 00'cKmie Ha
Kapmi, 0co6aue0 Koau Oaui J0Kayiill «CROMEOpPeHi 3asadamu) ado HenoeHi, maKumMu RNPUKIAdamMu €
Ppi3HOmunuicme 0opiz, po3mauiosanicms ado d6aU3LKicmov 00HA 00 00HOI (nepexpecms, mocmu, myHeni,
3’i30u).

Oonum i3 maxux nioxodie ma noe’aA3ani 3 HUM ANZOPUMMU - € AHAI3 MPAEKMOPIT 207106HOT KpUBOT
(abo Komnonenmu). AHAN3 MPACKMOPILL 20106HUX KPUGUX OCHIAHHIM YACOM RPUBEPMAE 3HAUHY Y6azy
3A60AKU MEXHONO02IYHUM OOCAZHEHHAM Yy Hagizauilinux i kapmozpagiunux cucmemax. Tum ne menu,
oeaKkum (ynoamenmanvHum KOHUenyiam e6ce uie Opaxkye pemenvnozo eueuennsa. loemmudpixauin
cepeoHvoi (penpeseHmamueHoi) MpAacKkmopii 6 HU3Ui MPAEKmMopiil € makow QyHOAMeHMANbHOI0
npooéaemoro. AAkuio ne 3a2n1udAI06aAMUCH Y CYMHICHb CYOHCEHHA, CEPEOHA MPACKMOpPIn - e mpacKkmopis,
AKA JIeHCUmMb 8Cepeouni CyKynHocmi mpackmopiu. Bmim, oane meepoiicenns € 0aneKum 6io 6udepnHocmi.

1la docnionuyvka poboma 30cepedircena Ha KOHYENYii 3HAX00IHCEHHA MPAEKMOPIT 207108HOT Kpueoi
ceped HU3KU MpAcKmopiil i3 KOHKPemHUMU MOYKAMU GIONpasieHHs ma npusnauenus. OcHosna ides
nONAZAE Yy 6UKOPUCHAHHI iHopmauii npo yac, noe’a3anoi 3 mpackmopiamu, 0131 ROKPAWEHHA ICHYIOUUX
Memooie ananizy mpackmopiii. Mu 00ciioscyemo Konuenyiio 20108101 Kpueoi, noe’azany 3 ingpopmauiero
npO uac, maKoIHc 0AEMO 027140 AN2OPUMMIE U{000 BCIX ICHYIOUUX MemO00ie, AHANI3YEMO Uac podomu 6
HaUiZipuwiomy 6unaoxKy ma NOKA3YEMO, W0 34 NEGHUX NPUNYUIEHb MAKi Memoou, AK XPOHOMempaixic,
MOdCYymb Oymu peanizoeani eheKmugno.

Knruosi cnoea: Y3zo0icenna Kapm, 2eonpocmoposuil anani3, 00YUCIIOEAIbHA 2e0Mempis,
KnacmepHuil ananis, OaHi 2eono3uyiil, 6UOKPEMJICHHS 2eoMempii 0opie, O00POICHI Kapmu, aHani3
npOCMOpPOBUX OAHUX.
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3AT'AJIBHI ITOJIOKEHHS ITOPAAKY YITPABJIIHHA NIAPO3AIJIAMMU (TLP)

Y cmammi poskpuearomusca ocnoeu ynpasninna niopo3oinamu it 06IpyHmMOBYEMbCA CUCMEMHICID
NIGHY8AHHA mMA RI020MO6KU 00 BUKOHAHHA HNOCMAGNEHUX 3460AHb KOMAHOUDAMU MeEXAHI306AHUX
niopo3oinie 3a cmanoapmamnu HATO.

Busnauena npoueoypa ynpaeninnua niopo3oinamu, nouamox ynpaeiincbKux Qynkyii (dianrvHocmi)
KOManoupa 63600y HICAA OMPUMAHHA NONEPEOHBO20 00106020 PO3NOPAOIHCEHHA, 001108020
DPO3NOPAOIHCEHHA YU 001106020 HAKA3Y 6i0 CMAPUIOZ0 KOMAHOUpA 00 3aeepuieHHa 3aeoannsa. Ilicna
OMPUMAHHA HOB8020 (YMOUHEHO020) 3A80AHHA NPOUEC YRPABTIHHA RIOPO30iNamMu ROYUHACHbCA 3 HOYAMKY,
32i0H0 GU3HAUeHux ma 0OIPYHMOGaHUx 8 Kpokie npouedypu ynpaeiinna nioposzodinamu. Ilpu uvomy,
3a2a1bHULL AN20PUMMY Oill KOMAHOUDPA 63600y — NIIAHYBAHHS, PO3PAXYHOK YACY, OUIHIOBAHHA 00CMAHOEKU,
niozomoeka niopo30iny, 6UKOHAHHA 3A60AHHA MOWL0 3ATUWLACMBCA CIMAAUM MaA O0yOymb po3Kpumi 6
ocnogniti  wacmuni cmammi. Iliokpecneno, w0 noOpaOOK ynpaeninua niOpo3dinamu EKIOYAE
nociniooenicms 0iil, W0 0ONOMAZAE KOMAHOUPAM eeKMUBHO BUKOPUCOBYBAMU OOCHYRHUIL UAC 0151 6U0AYL
HAKA3i6 ma 6UKOHAHHA 3A60aHb 3a npuzHadyeHHAM. Ilopadok ynpaeninna niopo3oinamu 3a npoyeoypoio
TLP (troop leading procedures) ue € acopcmkum 386000m npagun, AKi GUKOHYIOMbCA y NeGHI
nocniooenocmi. /eaki 0ii moicymsv UKOHY8AMUCA 0OHOYACHO YU 8 NOPAOKY, AKUIL GIOPIZHAEMbCA 610
mo20, W0 6KA3aHUIl Y GUKIA0eHHI O0CHO8H020 mamepiany. Ilopadox ynpaeninna nioposzdinamu €
npoyeoypor, ui0 3acmoco8yemuvca 6iOn0GioHo 00 cumyayii, makmuyHoi o6cmanoexku, 601068020
00C6i0y KOMAHOUPA 63600y Ma KOMAHOUPIE 8i00ij1eHb, HAAGHOCHI YACY HA NPUUHAMMA PiUieHHA,
HO200HUMU YMOBAMU MOUL0. 3A60AHHA, NOG A3AHI 3 0eAKUMU OiAMU (MAKUMU AK NOYAMOK 6UKOHAHHA
3A60aHHA, GIOAHHA NONEPEOHbO20 HAKA3Y, NPOBEOEHHA pO36iOKU (PEKOZHOCUUPYGAHHA)) Yy npoueci
GUKOHAHHA MOMCYHb HOGMOPIOBAMUCA OEKINbKa Pa3ie.

Ipuiinamms piniennsa, AK 0CMAmMoOuUno 00pano2o éapianmy Oill KOMAHOUPOM nIOPO30iny 3 nepeiKy
MOMHCIUBUX, 3A36UUAN 30IUCHIOEMBCA HA HAUOAUNCUOMY 00 B8e0eHHA 00losux Oill Micyi — nyHKmi
YRPAGNIHHA (KOMAHOHO-CROCMEPEHCHOMY HNYHKMI) Ricna 4imMKo20, O00OHO3HAYHO20 YCBIOOMJICHHAM
cumyayii. IIpouec ynpaeninua niopo3oinamu noUuHAEMbCA Mooi, KOJIU KOMAHOUPY 63800Y 6iON0GIOHUM
HAKA30M CMapuio20 KOMAHOUpa nogioOMIAIONb PO MATLOYMHE 3A80AHHA Ma 30IHCHIOEMbCA NOCMIHO 31
cmayionapnozo aoo pyxomozo I1y. 3axniounuii eman — KOHmMPoOb Ma nepesipKka niany 6i00y8acmvcsa 6
X00i 6UKOHAHHA 3a80anHa Komanoupom. Ilomouna ingpopmauia w000 nopsaoxKy ynpaeiinnsa niopo3oinamu
00podaemuca 6 ymosax oomesnceno2o uacy. Bei kpoxu maroms dOymu eukonami, Hagimov y cKopoueHii
¢opmi. Takum uunom, 3anponoHo6aHi KpoKu Hpoyeoypu yYnpaeaiHHsA RIOPO3OINAMU CHPAMOGAHA HA
00NOMO2Y KOMAHOUDPY WIUOKO PO3PoOumuU i uoamu 60io6ull HaAKA3.

Kniouoei cnosa: nopaoox ynpaeninua niopo3oinamu; ynpaeninusa niopo3oinamu 3a npoueoypoio
TLP; nonepeone 6oiioge po3nopaoiiceHHs; KPOKu npouedypu ynpaesiinHsa niopo3oinamu; 60ioeuii HaKas.

Beryn. [lopsaaxy ynpaBiiHHS OApO3aUIaM1 Y BCIX JJaHKaX yrpaBiiHHs 3a crangaprama HATO
nepenyBaTuMe: po3poOka KoHIemiii omeparii (000, TakTHUHUX Jii) (mami — 00r0); PO3MOILT
000B’s13KIB Ta 3aBJaHb MK MIJUIETIUMU, SKi HEOOX1THO BUKOHATH HETAaHO; OMUC BapiaHTIB JiH, iX
MiArOTOBKA; pO3pOOJICHHS CXeMHU (MaKeTy) B TAKTUYHIH JaHIll y CIIPOIIEHOMY BUTJISII.

Konuenuisi 6010 ommcye, sk KOMaHIup Iepeadadae HOro pO3BUTOK BiJ IMOYATKY [0
3apepiieHHs. KoHreniiss 000 Omucye B3a€MO3B'SI30K MiXK [iIMH, MOAISIMH Ta 3aBIaHHIMH K
MOSICHIOE, SIKUM YMHOM 111 3aBAaHHS MPUBEAYThH 10 BUKOHAHHS Micii. KoHuemnis nuime gomomarae
KOMaHJMpaM y YIpaBIiHHI 1 He TTOBUHHA PO3MIIAIATHUCS SK JKOPCTKHMA crieHapiid. Tak, KOHIENIiero
HaCTyNaJIbHUX /1M € 30CEPEKEHHS B PailOH1, TAKTUYHE MIPUMIIICHHS Ha BU3HAaUEH1 pyOexki (Mo3uilii),
i1 Ha 00’ €KTi, HAPOLTYBAaHH 3yCHJIb Ta 3MiHa 00HOBUX MOPsAKIB. 111 000pOHHUX /il — iIHKESHEpHE
oOnaHaHHS MICIIEBOCTI TMepe]] CBOIMHU TMO3HUIISIMU Ta CBOIiX IMO3HUIIK, 0OOPOHHI Mdii, MPOBEIEHHS
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KOHTpATaKH 3 METOIO BIJIHOBJICHHS BTPAYEHOT'O MOJIOKEHHS, HApOILyBaHHS 3yCHJIb, 3MiHAa OOHOBHUX
MOPSA/IKiB, BiHOBIECHHS Ooe3aaTHOCTI [1-3].

Po3pobmsitoun koHIENIif0 00r0, KOMaHANP YCBIOMIIIOE Ta oOupae misi cebe HalKparuit
croci®O BUKOPUCTAHHS penbedy Ta MiCIIEBOCTI, BpaxOBY€E CHIIbHI CTOPOHH CBOTO ITIIPO3ily, ClIa0Ki
CTOPOHH HiAPO3JiTy MPOTUBHHUKA. Y CBIIOMIICHHS, 30KpEMa, BKIIIOYAE 3aIUT CTAPIIOTr0 KOMAaHHpa
Ha 3acTOCYBaHHS apTwiepii Juid 3I1MCHEHHs BOTHEBOi MIATOTOBKM, MIATPUMKH AaTaku Ta
3abe3neueHHs BCixX BUIB MaHeBpy. [1oTiM BiH po3pobisie 3aX011 KOHTPOIIIO 32 MAHEBPOM, 100 «SIK
3po3yMisilIe JA0BECTH MOro Hamip, NOIIMOMTH PO3YMIHHS CXEMHU MaHEBpY, IONEPEIUTH BEACHHS
JAPY>KHBOTO BOTHIO Ta YTOYHHTH 3aBJAHHS 1 LiJel BUpimANbHOI, GopMyrodoi Ta MmiATPUMYIOYOl
onepariii» [2,3,6]. Komanaup Tako BH3HA4Ya€ acHEeKTH BCEOIYHOrO 3a0€3MEUEHHs] PO3POOJIICHOTO
BapiaHTy 0010 (TAKTUYHHX JIii).

Po3noain 060B’si3kiB. KoMaHaup posnofiisie BiANMOBINATBHICTh 32 KOXKHE 3aBJaHHS MiX
nigmernumu. [IpoTe, He3aeKHO BiJ ICHYIOUOTO KOMAHIHOTO JIAHITFOXKKA, PO3IOJILT 000B’SI3KIiB HE
MIOBMHEH MOPYIIYBaTH CTPYKTYpPY BUKOHAHHS 3aBJaHHA. KoMaHup MOBUHEH OyTH BIEBHEHUM, 1110
BCI MIPO3ALIH, SIKI 3HAXOATHCA MMiJl Horo Oe3rnocepeHiM KepiBHUIITBOM, JT0JIaH] Ta MiATPUMYIOUN
Miapo31iau Oyly 3alydeHi 10 BUKOHaHHs orepailii (0010) B KOCTI MiAPO3/IUTIB NEPIIOTO (IPYroro)
SIICTIOHIB a00 pe3epBy, Bce OOJAamHAHHS 1 BIMCHKOBO-TEXHIYHE MAHHO PO3MOMUICHO MiXK
MiIPO3IiIaMH 3alIeXHO BiJl Horo poji B 000 i TONOBHE, 1100 MO0 KOXKHOTO MiIpO3JALTYy MifJ 4dac
IJITOTOBKU 70 BUKOHAHHS 3aBJaHHS OyB JOBEACHHI 00iOBMIA Haka3 (PO3IMOPSHKCHHS) a0 iHIIa
BIJNOBIJHA KOMaHJa. KoMaHaup MOBMHEH YHMKATH 3aliBUX CKJIQJHUX KOMAaHAHUX CTPYKTYp Ta
HiATPUMYBATH HUTICHICTB MiPO3ILIB, 1€ 1€ MOKIIHBO.

Onuc BapiaHTiB 1iif Ta migroroBka ix cxemu (Makety). Komanaupu HeBeIUKUX M1IPO3ILTIB
JUIL OMHCY KOHIEMIii 000 B OCHOBHOMY BHKOPHCTOBYIOTh OIIMC BapiaHTy CBOiX i Ta MakeT
micuesocri. 1li aBa enemeHTH — OCHOBa A 3 myHKTY OoioBoro Hakasy (OPORD — Operations
Order). BapianT xiii BU3Ha4ae, K miIpo3/i Oye BUKOHYBATH MiCit0 (3aBaHHsI) B IEBHUH IPOMI’KOK
qacy caMOCTIiHO ab0 y B3a€EMO/Ii 3 cyciJlaMH.

Onwuc BapiaHTy A1l MICTUTH JOKJIaHY 1H(OpPMALIiIO PO TE, SIK YaCTKOBE 3aBJIaHHS M1PO3ILTY
3a0e3neunTh BUKOHAHHSA Onepallii cTapiioro KOMaHaupa; BUpiIabHUI MOMEHT orepallii 1 YoMy BiH
€ BUpILIAIBHUM; BUJT 00OPOHH; BUJI MaHEBPY IiJ Yac HACTYIy; pailoH ii mpOBEJCHHS.

Cxema (MakeT) BapiaHTiB 1iii (3a 60il0BUM cTaTyTOM MexaHi3oBaHUX Bilicbk 3C Ykpainu —
CcXema B3BOJIHOTO OMOPHOTO MYHKTY) 1€ OJIMH a00 JEKIJIbKa apKyIlliB KPECIeHb, K1 J0MOMararoTh
KOMaHJupy onucaTtu XiJ 6oro. Cxema jaae ysBIEHHS MPO MOPSAAOK MAaHEBPEHUX MAiH 1 gomomarae
KOMaHJMpy ONKCATH 3aBJaHHS B KOHTEKCTI OoifoBoro cratyry. Omuc BapiaHTIB Jiff Ta iX cXema
30CepPeKYIOTHCS Ha BUPIIIATbHOMY MOMEHTI. B onuci BapiaHTiB niif Bkasyetscest [1-3]:

- BUpIIAJILHUNA MOMEHT 1 110 pOOUTH HOTO BUPIILIATBHUM;

- (hopma maHeBpy ab0 BUJT 0OOPOHHOT MICiT;

- 3aBJIaHHA 1 METY IITATHUX, MATPUMYIOUHX Ta JOJAHUX M1IPO3LIIB;

- IPIOPUTETH 3aCTOCYBAHHS PE3EPBY;

- HABaXJIMBIIII 3aB/IaHHSI IPU BEJICHHI 00MOBUX [TIHA;

- KIHIIEBUH pe3yJbTarT.

Cxema BapiaHTiB [iii TMOBWHHA BHW3HAYUTH, SKAM YHHOM TIAPO3AUT Ma€ HaMip
CKOHLIEHTPYBATH CBOIO 0OMOBY MOTYXKHICTh y BUpiaiibHUl MOMeHT. Ilicia HakiagaHHs Ha KapTy
MICIIEBOCTI (32 OOMOBHM CTaTyTOM MexaHi30BaHUX Bilickk 3C Ykpainu — poboya kapTa KOMaHIUpa),
cXeMa BapiaHTiB Jii cTae IS MiAPO3ALTY IJIaHOM BUKOHAHHS 3aBJIaHHS.

AHaJti3 ocTaHHixX 10c/iKenb. AHamni3 nepmopkepen [ 1,3], mepekiaiB Ta myOmikaiiii [2,4,5],
kepiBHUX gokyMmeHTiB I'll 3C Vkpainu [6,7], MaTepiaiB HayKOBO-NIPaKTUUHOI KOH(epeHIil [§]
CBIJJYUTb, 1110 BIPOBAIKEHHS MOPSAKY YIPaBIIHHS MIApo3aiaamMu 3a mpoueayporo TLP sik enementy
nepexoay Ha crangapTd HATO € He 4uM iHIIUM K HIOZICHHOIO, IUIAHOBOIO POOOTOIO y BiliChKaX.
J1J1 OCBITHBOTO IPOILIECY — CHOTOJHIIIHS 3a7jaua YTOUHEHHs (BHECEHHS 3MiH) Yy TeMaTU4HI IUIaHU
MiATOTOBKU KYpPCaHTIB, TPOMAJIsH, SIKI HAaBYAIOTHCS 33 MPOTpaMol0 MiATOTOBKH OQilepiB 3amacy i
HaOyTTS MPaKTUYHUX HABHYOK oOdillepaMu TAKTUYHOI JIJAHKKW B YIPABIIHHI MAPO3IIIaMHU IiCIIs
BHUBYCHHS TEOPETUYHOTO MaTepiaiy.
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BiiicekoBuil iHcTUTYT iMeHi Tapaca IlleByeHka sk oaMH 3 HpOBiAHUX BilickkoBUX BBH3
VYkpainu € B aBaHTapji MIATOTOBKHA KypcaHTIB 3a mpouenypoto TLP i1 came el m0cBia MOBUHHI
BpaxyBaTH B OCBITHbOMY NpOIIECI BHKIIAAayi, M0 3AIHCHIOIOTH HiATOTOBKY OQilepiB 3amacy Ha
(hakynabTeTI MiCISIUTIIIOMHOI OCBITH.

MeTo cTATTi € BHU3HAYCHHS MOPSAAKY YIPABIIHHA MigPO3IIIaMH TAaKTUYHOI JIAHKU 32
npouenypoto TLP; crtucna xapakrepucTuka 8-X KpOKIB MPOLEAYPH YIPABIIHHS MiTPO3iIaMH,
OOI'pyHTYBaHHSA HEOOXITHOCTI BHECEHHS 3MiH JI0 TEMaTHYHUX IUIAaHIB MOYJIIB HaB4aHHS po3ainy I11
«TakTUyHa Ta TaKTUKO-CIIELiajbHa MIArOTOBKAY HABUAIbHOI TUCHUILTIHUA «BiiChKOBA MiATOTOBKA)
y BilicekoBoMy iHCTHTYTI KHiBChKOrO HamioHampHOTO yHiBepcuTeTy iMeHi Tapaca IlleBuenka 3a
BCiMa BiliCbKOBO-O0IIKOBUMU CIEL1aTbHOCTSIMH.

Bukian ocHoBHOro marepiady. [lopsiok ynpasminHs migpo3aiiamu 3a mponeayporo TLP
BKIro4ae 8 kpokis [1 - 3]:

OTpumaHHs 3aBIaHHS.

Bunava nonepegHporo 60iMOBOT0O pO3MOPSIKEHHS.

Po3poOka monepeaHpOro Miany.

[TouaTok pyxy (BUKOHAHHSI 3aBJAHb).

[TpoBeneHHs po3BIAKH (PEKOTHOCIIMPYBAHHS).

3aBepIIeHHS CKIIaJaHHsI IJIaHy.

Bunaga 6oiioBOTO HaKa3y.

KonTponb Ta nepeBipka riany.

Kpoxku 1,2 BUKOHYIOTbCS 11O MOPSAJKY, @ KPOKU 3-8 MOXHa BUKOHYBaTH HE JOTPUMYIOUYUCH
KOPCTKOI MOCIiTOBHOCTI. Takok MO>KHa BUKOHYBATH OJIHOYACHO JEKiJbKa KpokiB. B ymoBax 0oro
KOMaHJIUP MOXXE€ HE MaTH JOCTaTHbO 4Yacy JUIsl JETAJbHOTO BHKOHAHHS KOXKHOTO KpPOKY, aie
HEOOX1AHO 3acmocogysamu 0any npoyedypy, o0 OyTH BIIEBHEHUM I1I0 HIYOTO HE 3IUIINIOCS 11032
yBaroro. KiibKicTh yacy, sika € B po3MOpsHKEHHI KOMaHupa, Oy/e BIUTMBATH Ha KUTBKICTh JIeTaleH,
SK1 IPUMMaIOTHCS 10 yBaru Ha KO)KHOMY KpOIll poueaypu. Y pa3i oTpUMaHHs HOBOI iH(popMarlii
IJ1aH HEOOX1JHO OOHOBUTE Ta CKOPUTYBATH.

[Ticns oTpuMaHHS 3aBJaHHS, Yac 3aBXIU OOMEXEHMH, TOMy HOro HEOOXiJHO BUKOPUCTATH
po3yMHO. 3 YCIX TOCTYNMHHX PECypCiB JIHIINE Yac HE MOXKIMWBO MOBEPHYTH Hazaa. HeoOximgHO
BUKOpUCTaTH He Oinbine 1/3 AocTymHOro 4Yacy Ha IUlaHyBaHHS 1 Buaady boiioBoro Hakasy.
[Tinnernomy ocoOoBOMY CKJIaqy OTpiOHO HajmaBatu 2/3 vacy, Ha CKJIaJaHHs TUIaHY Ta MiATOTOBKH
ixHpoi yacTuHM 3aBnanHs. el mporec Bimomwmii sik «mpasuio 1/3, 2/3». Ilo6 nobpe posnoaiauTu
yac, He00X1IHO BUKOPUCTOBYBATH MPOTUJIEKHE, a00 3BOPOTHE IUIaHYBaHHS (BIALITOBXYIOYHCH Bijl
Yyacy IpOBEACHHS aTaku ado MOYaTKy BUKOHAHHS 3aBIaHHS).

Kpox 1 — orpumanns 3aBnanHsa. KoManaupyu BU3HA4YalOTh 3aBAaHHS I CBOIX IMIIPO3ILUTIB 1
BCTaHOBJIIOIOTh Yac Ha HOro BUKOHAHHSA. BOHM MOXXyTh MpOBECTH MONEpPEAHIN (3aranbHuil) aHaui3
Haka3y BukopuctoBytoun METT-TC (Mission, Enemy, Terrain and Weather, Troops Available,
Time, Civilian Considerations — GoiioBe 3aBmaHHS, NMPOTUBHHUK, CBOI BiliChbKa, MICIIEBICTh, 4ac,
nuBUTbHA ckitanoBa). letanpauit ananiz METT-TC npoBoautbes mure micis Bugadsi WARNORD
(Warning Order — OoiioBuii Haka3). KomaHaupu B3BOJIB OTPUMYIOTH 3aBJaHHS JACKiIbKOMa
criocobamu: abo y popwmi Ilonepennporo 6oitoBoro posnopsiaxkeHHs ado boitoBoro Hakazy.

Ha ocHoBi iH(popMarii i3 oTpuMaHOro 3aBJaHHs (BUCHOBKIB 3 HBOT'0), KOMAHJIUP MOBUHEH:
OIIHUTH Yac HEOOX1JHUH SIS MATOTOBKY Ta BUKOHAHHS 3aBJAaHHS; T1ATOTYBATH MTOYAaTKOBHM Ipadik
TUTAaHYBaHHS T4 BUKOHAHHS 3aBJIaHHS; MPOBECTH MOYATKOBHIA aHAJI3 yacy, SKUH € [ TUIaHyBaHHS;
BHU3HAUWTH 3arajibHy KUIBKICTh Yacy, KM € Ha IUIaHyBaHHS Ta MiAMOTOBKY; MpoOaHalli3yBaTu 4Yac,
SIKUM € 7S MATOTOBKUA CBOTO MiAPO3/LTY; MIATOTYBAaTH MOYATKOBHMA Tpad)ik BUKOHAHHS OCHOBHUX
3aXO0JIiB 3 PO3IOALIOM Yacy 3a eJIEMEHTaMH.

Kpok 2 — Bunaua nonepennporo 60iioBoro posnopsipkeHHs. [lonepente po3nopsmkeHHs — e
MOBIIOMJICHHS TIPO i1, SIK1 HeoOXinHO Oyne BukoHatu. [lomepenne 60i0oBEe pO3MOPSIKEHHS MEHIII
JetanmizoBaHe HDK bolioBuit Haka3. SkHaiimBumma Bigmada Ilomepemnboro  06oifoBOrO
PO3MOPSAKEHHS JT03BOJISIE MMIJIJIETJIOMY OCOOOBOMY CKJIaay IOYaTH BIlacHE IUJIaHYBAaHHA Ta
MiArOTOBKY (IapaneibHe IUIaHyBaHHs) 10 TOTO 4Yacy, MoKu Oyne po3pobieHo boitoBuit Hakas. Konn
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KOMaHIUup OTpuMye Oinbiie iHdopmarii, To BuAaroTbcs oHoBIeHI I[lomepeani 0oifoBi
PO3IOPSKEHHSI, SIKI HaJJal0Th 0COO0BOMY CKJIaAy BCIO BIIOMY KOMaHAMPY iH(MOpMaILito.

[Tonepenne GoiioBe po3MOpsKEHHS Bianosizae 5 myHkram (opmary boifoBoro nakasy Tta
BKJIOYA€ HACTYIIHE: THUII OIepallii; Miclie NMPOBEJEHHs Omepalii; MEepBUHHUI PO3paxyHOK dyacy;
3MIMCHEHHST HEOOXIMHOI pO3BINKH; 3IIMCHEHHS HEOOXIJHMX TMEepeMilleHb; BKa3iBKH IIOJ0
IJIAaHYBaHHS Ta IMIITOTOBKHU (BKJIIOYAIOUN PO3PAaXyHOK Yacy); BUMOTH IIOJI0 3arajibHOi iH(OopMaIrii;
BUMOTH KOMaHAMpa U100 KPUTUYHOT iH(popMaItii.

3mict [HonepeaHb0ro 00MOBOI0 PO3MOPSIAKEHHS:

1. O6cranoBKa (30Ha 0COONMBOI yBaru; pailoH BEACHHs Iiif; Bificbka MPOTUBHUKA; JOAAHI 1
BHBEJICHI 3 1] TOPSIKYBaHHS CHIIH 1 3aCO0N).

2. 3aBnaHHs (XTO; 1110; KOJIH; JIC; YOMY).

3. Bukonanns (koHreniist 60t (omnepairii); 3aBaaHHs MAMTOPSAIKOBAHUX MAPO3I1JTiB; BKa31BKH
1010 B3a€EMOJIIT).

4. 3a0e3nedeHHs (MaTepialbHO-TEXHIUHE 3a0e3Me4eHHs; 00CIyroByBaHHs 0COOOBOIO CKIIany;
3a0e3neueHHs CHCTEMU OXOPOHH 370POB’ST).

5. YropaniHHs Ta 3B’S130K (YIpaBIliHHSA, KOHTPOIIb, 3B A30K).

Kpok 3 — Po3poOka momepenHboro miany. B curyarii koiu 4ac oOMeXeEHO, KOMaHIHUP
po3pobiste mmie oaue Bapiant aii COA — (Course of action). fkimo wac 103BOJIsIE, 3 METOIO
MOPIBHSTHHSI, BiH MOKE€ PO3POOJISITH SIKY 3aBI'OIHO KUTBKICTh BapiaHTiB Aiid. KoManaup mounHae Kpox
3 Tlopsaky ympaBiiHHS MiAPO3AiIaMU MICHS TOro, K BiH BiagacTh BiacHe [lomepenne GoiioBe
PO3TOPSHKEHHS 1 MICHISI TOTO, SIK BIH OTPUMA€ HACTYIHE TONepeaHe 00ioBE PO3MOPSIKEHHS Bij
CTapILIOro KOMaHIupa.

Etanu 3-ro xpoky:

1. Anani3 (yCBIZOMIICHHS) 3aBAAHHS.

2. 3aranpHa xapakrepuctuka METT-TC:

- a”aui3 3aBIaHHsA (MAPO3AUTIB OJHUM Ta JBOMA PIBHSAMH BHIIE, 33jaya CBOTO MiAPO3.LTY,
oOMexeHHsI Ta 3a00pOHH, OCHOBHI, JJOTIOMIXKHI, HallBaXxJINBIIl1, IepeopMyIbOBaH1);

- ominka nportuBHuka (IPB — information preparation of the battlefield, indopmariitna
MiITOTOBKA TOJI 0010; TAKTUYHUN aHaJI13; CHIIbHI CTOPOHH; MOKJIUBOCTI);

- ominka micuesocti i moroui ymoBu (OAKOC — obstacles, avenues of approach, key terrain,
observation, and cover and concealment, mepemkou, MUISAXH M1IX0Ty, KIOUYOBI TIJISTHKH MICIIEBOCTI,
CEKTOPH CHOCTEPEKEHHS Ta 00CTPiTy, 3aXUCHI Ta MACKYyBaJIbHI BJIaCTUBOCTI);

- aHaJIi3 BIACHK Ta HAsIBHICTH MMIITPUMKH,

- aHaJIi3 HasBHOTO Yacy;

- IUBUIBHI (haKTOpPH;

3. OuiHKa pU3HUKiB Ta pOo3po0OKa KIFOUOBHUX MOMEHTIB.

4. Po3poOka Ta BuOip BapiaHTy Aiil.

5. Po3po0Oka koHIentiii onepartii.

6. Po3noain 000B’SI3KiB.

7. Onmc BapiaHTiB Jiil Ta MATOTOBKA iX cxeMu (MakeTy). KomaHaupy HEBENUMKUX MigpO3IiIiB
JUISL ONUCY KOHIIENIii Micii B OCHOBHOMY BHKOPHUCTOBYIOTH ONHC BapiaHTy CBOiX il Ta Maker
micreBocTi. Li aBa enemenTH - ocHOBa Aist 3naparpady 6oitoBoro Hakazy (OPORD).

8. BapiaHT 1iit BU3Havae, K Migpo3/iia Oy/ie BUKOHYBAaTH MICIIO.

9. Anani3 BapiaHTiB /il (BOEHHA Tpa).

10. Boenna rpa.

11. TopiBHsAHHSA 1 BUOip BapiaHTa Jiil.

Kpoxk 4 — [louatok pyxy (BUKOHaHHS 3aBlaHb). KomMaHaupH 1HILIIOIOTE BUKOHAHHS 33aXO0/IIB,
K HEOOXiMHI 7S MPOJIOBXKEHHS MIATOTOBKU 10 BUKOHAHHA 3aBnaHHs. lleli kpok moxe OyTH
npoBeJeHuH y Oyap-skuii yac npotsirom ycboro TLP. Bin Moye BK/IIo4aTu nepemilieHHs 10 paiioHy
30CepeKeHHs, 10 0010BO1 MO3UIIil a00 1HIIOTO paifloHy onepaniiHol 30HH.
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[Tigpo3ainu MOXYTh 3AIMCHIOBATH TEPEMIIICHHS, 3aJIEKHO BiJ cuTyarii, 6e3 KoMaHIupa
MiIPO3AUTY i KOMaH010 cepkaHTiB. KoMaHnaup miapo3airy Oyae nepeMilnyBaTiCh 3 PEIITOI CHIT

JI0 IOYaTKy BUKOHAHHS 3aBaaHHs. Lle yacTo poOuThCs It MPOBEACHHS HAaCTyNmHOro Kpoky TLP.

Crpykrypa 60ii0BOro Haka3y

I. O6cTanoBka
Pation sionosioansnocmi (onepayii) —
MICIIEBICTh; TIOTOHI YMOBH
Cunu npomugHuxa.
OcTaHHi JaHi PO3BiAKH —

61aCHI 8iticbKa, Ha 2 PiBHI BUIIE; HA PIBCHD

BUIIIE;

CYCIJTHI T APO3IiIH
Jlooani abo eudineni nioposoinu —
Xto /Yomy.

I1. 3aBnanus
Xmo ?

Lo ?

e ?

Konu ?

Yomy ?

II1. BukonanHst
Hawmip (3a0ym) xomanoupa.
Konyenyis onepayiii.
Cxema nepemiwenns i Manespy —
MOSICHEHHS 3 TIOYATKY 70 KiHIISA.
3aoaui ons nioneanux nioposoinis.

Koopounyroui incmpyrxyii —
rpagik yacy; KpUTUYHI BUMOTH KOMaHIUPa 10
indpopwmartii FFIR (Friendly Force

Information Requirements); mpiopureTHi BUMOTH

1010 PO3BIJIKK; BiIOMOCTI PO APY>KHI CHIH 1
3ac00H 3aX01 KOHTPOJIIO 32 3MEHILICHHAM PU3UKY

IpaBujIa BeACHHS O0HOBUX Iiif CKlagoBa
HaBKOJIMIITHHOTO CEPEJIOBHUINA; 3aXUCT BIHCHK
1V. 3abe3neuenns
Jlozcicmuxa —

TEXHIYHEe 00CITyrOBYBaHHS; IEPEBE3CHHS,
MOJILOBE 00CTYTOBYBaHHS.
niompumxa 0cob08020 cknady —
BupimeHns mutans EWP — electronic warfare plan
MeouuHe 3a0e3neyenHs —

HaJlaHH MEAUYHOI TOTIOMOTH, €BaKyallis
MMOpaHEHNX, MEUYHI MPOQITaKTHIHI 3aX0H
V. KomanayBaHHs i curHaau
Komarnoysamnns — Miclie 3HaX0DKEHHS
KOMaH/IUPIB.

Koumpons — micue posramryBanns KI1 (KCIT).
Cuenanu — paiioyacToTH, MapoJi, CUTHAIIY.

Kpok 5 — IlpoBeneHHst po3Biaku (pekorHocuupyBaHHs). KoMaHaup MOBMHEH IPOBECTH
PO3BIIKY OCOOMCTO Ta MOPIBHATH ii 3 pO3BIAYBaJbHOIO 1H(OpMali€eo Bumoro mrady. fAkmo
MO’KJIMBO, KOMAaHAMPH TOBUHHI 3allydyUTH JUIS MPOBEAEHHS PO3BIAKM (PEKOTHOCHUPYBAHHS)
MiJIerTuX KoMaHaupiB. lle mae MOXIMBICTH OTJISHYTH OUTbIle TEPUTOPIi 1 OI[IHUTH CHIJIH
npoTuBHUKA. [IpoBeneHHS pO3BILAKM TaKOX JONOMAarae MiAJIerIMM KOMaHIUpaM 3pO3yMITH, SK
0auuTh omneparito (O1i1) IXHI KOMaHAUP.

ITpoBeneHHs pO3B1JIKM KOMaHIMPOM MOXe BKJIIOUATH MepeMIILIEHHsI 10 BUX1AHOTo pydexy (LD
— Line of Departure) a6o 3a ioro Mexi; po3BiIKy pailoHy OOHOBHUX JIii; BiJIXi/ BiJl IEPEIHHOTO KPAFO
BeJICHHs1 OOMOBHX JIilf Ha3a]l 10 paloHY 30Cepe/KeHHsI B3BOly a00 BHCYBaHHs Ha 0OMOBY MO3UIIIIO
Y3[IOBXK IIJISAXIB MIIX0y MPOTUBHUKA. SIKIIO 11€ MOKIIMBO, KOMaHAUPHU MTOBUHHI 00paTH TaKTUYHO
BaXJIUBI IIYHKTH 3 HAUKPAILIOI0 MOXKIIMBICTIO OTJISITY TOUKH BUPIIIAIBHUX JiH.

XapakTtep po3BiIKH, i 00CIT Ta TPUBATICTh 3AJICKUTH BiJl TAKTUYHOI 0OCTAHOBKH 1 HASIBHOTO
yacy. Pe3ynmpTaTh Ta BHUCHOBKHM 3 PO3BIJIKM KOMAaHAMp IIOBHMHEH BKJIIOUWUTH Yy CBIM aHaii3
(po3paxyHOK) 4acy. BiH Takok MOBHHEH PO3TIISTHYTH MUTAHHS PO T, K MOBIJOMUTH IPO 3MiHH Y
TJTaH1 CBOIM MIJIETJIMM 1 SIK 11l 3MiHU BIUIMHYTH Ha MOTO TUTaH, MAii MiJUIeTJIUX Ta 1HII MiAPO3ALUTH
M ITPUMKH.

Kpok 6 — 3aBepuienns miianyBanHs. [1ia yac nporo kpoky oOpanuii (260 yrouHeHuil) miaH Jii
KOMaHHp NEPETBOPIOE Y 00HOBUI HaKa3.

l'oTytoThCsl OBepiiei, YTOUHIOETHCS TeEpelliK Il AN ypakeHHS apTUIIEpI€l0 3 3aKpUTHX
BOTHEBHX IO3HUIIIH, 3aBEPIIYETHCS pO3pOOKa KOMaH/[ Ta CUTHAIIIB JJIs YIPaBIIHHS HiAPO3ALIaMu, a
TaKO>K OHOBIIIOETHCS MOTEPEIHIH MIaH Ha OCHOBI OCTAaHHIX JAHUX PO3BIJIKH.

Takox KOMaHIUPH TOTYIOTh MaTepianu s OpudiHry, sIKi MOXKYTh iM 3HAJAOOUTHCS, i Yac
JoOBeZIeHHs1 0010BOro Hakaszy miJuieryiuM. BUKopHucTaHHS HaBeleHOi HMXKYe CTPYKTYpH OOHOBOro
Haka3y JoloMarae TOsICHUTH yCl acmleKTu oreparlii (0010), BpaxyBaTH MiCIIEBICTh, MPOTHBHHUKA,
MiPO3IITH BUIIOTO PiBHSA 1 CYCIAHI MiIPO3IIIH, 3aBJaHHS CBOTO IMiPO3MALTY, MOPSA0K BUKOHAHHS
3aBAaHHs, MIATPUMKY 1 ISIIEHTpaTI3alliio yIpaBIiHHS B MIEBHI Tiepioau onepariiii (0010).
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Leit Gopmar TakoX CIyrye KOHTPOJIBHUM CIHCKOM, 1100 TapaHTyBaTH, IO OXOIUIEHO BCi
€JIeMEHTH oreparlii. BiH Takox J1a€ miyIeryiiM TOYHE PO3yMIHHS Aii BiJ CaMOTo MOYaTKYy 1 10 KiHIIA.

Kpok 7 — Bunanus 6oiioBoro Haka3sy. boiioBuii Haka3 TOYHO i CTHCIO TOSICHIOE HaMip
KOMaH/IMpa 1 KOHIICTIIII0 TOro, SK BiH Iepeadadae BUKOHAHHS MiAPO3JIIJIOM 3aBaaHHS. boioBuit
HaKa3 He MOBUHEH MICTHTH 3aiiBoi iH(popMartii.

BoiioBuii Haka3 MOBOAMTHECS IO BigoMa MiJIErNIMX IIBUAKO 1 TAKUM YMHOM, IIOO IMifierii
MOTJIM 30CEPEIUTUCH 1 3PO3YMITH 3aJyM KOMaHIUPa, a HE MPOCTO JOCTIBHO KOIMIOBATH TE, IO BiH
ckazaB. Komanaup, B CBOIO 4epry, MOBHHEH MMIArOTYBAaTH 1 JOMOBICTH OOHOBHIl Haka3 BIIEBHEHO 1
IIBUKO, IIIO0 BCEJIUTHU B MAJIETIINX BICBHEHICTh Y CBOIX JIisIX.

[Ipu BugaHH1 60OBOT0O PO3MOPSAKEHHSI KOMAHIUP MOBUHEH BIEBHUTHCS, 1110 HOTO MiJjIeri
PO3YMIIOTh 1 MPUTPUMYIOTHCS MOTO KOHIIEIIIii, [0 MOXe OyTH 3po0JieHO, KOJIM 1 sSIK came. BoHu
MTOBUHHI PO3YMITH, SIK YC1 B3BOAM MIOBHHHI MPAIIOBATH Pa30oM, 1100 BUKOHATH 3aBJlaHHs. BoHU Takox
MOBHHHI PO3YMITH, 3aB/IaHHS B3BOJY, XTO MiATPUMY€E, HAMIpH CTapIIOr0 KOMaHAMPA.

Koxen mijyernuii MOBHHEH MiATBEPAUTH, IO BIH PO3yMi€ 3aMHcCeN KOMaHIupa 1 Te, K
3aBJaHHS TOBMHHO OYTH BHKOHAHO 3 YypaxXyBaHHAM BHpimanbHOTO ¢aktopy. lLle kopotke
MIATBEPKEHHS 1a€ MOMJIUBICTh BU3HAUUTH, UM € SIKICh HEJOMIKU a00 HETIOPO3YMiHHSI.

Kpok 8 — Konrtpons Ta mepeBipka 1uiany. OcTaHHIM eTanm MOpSAAKY Aid KOMaHAHMpa 3
yIpaBIiHHS MiApo3AiIaMu € BupimansHuM. [licas BuganHa 60H0BOro Haka3zy KOMaHAMp Ta MiIerii
oMY KOMaHIUpH IOBUHHI 320€31MeunTH HeoO0X1/THi [Tii, a 3a/1a49i MOBUHHI OYTH BUKOHAHI 3a3/1aJIeT1/1b,
710 3aBeplueHHs 3aBnaHHs. | odinepu, 1 cepkaHTU MOBUHHI MEPEBIPATH BCe, IO € BAXKIUBUM JUJIS
3aBepIeHHs 3aBaaHHs. Lle Bkitovae, ae He 0OMEKY€eThCsI: IPOBECHHS YMCEIbHUX IHCTPYKTAXKIB 3
MPHUBOJIy BCIX acHeKkTiB 0O0; HAsSBHICTh 3aCTYNMHHUKA KOMaHAMpA Yy KOXXHOMY MiIPO3JALTL IS
BUKOHAHHS 000B’S3KiB KOMaHIUpa 32 YMOBH HOTO BIZCYTHOCTI; 3aCIIyXOBYBaHHSI OOMOBMX HaKa3iB
MiJUIETIMX KOMAaHJUPIB; TMepeBipKa IUIaHy [id; THepeBipka cTaHy 30poi 1 i TOTOBHOCTI 10
BUKOPHUCTAHHS; TIEPEBIpKa TEXHIYHOTO OOCIYroByBaHHS O30pO€HHA Ta BIMCHKOBOI TEXHIKU;
BUKOHAHHS 3aX0/1B 0€3MEeKH Yy BCIX BUAAX JISIBHOCTI.

Ilepesipka sionpayrosans. BinnpaitoBaHHs — 1€ IPAKTHUYHI 3aHATTSL, SIK1 IPOBOJSATHCS 3 METOIO
MIATOTOBKM MiAPO3AUIBIB A0 MailOyTHhoi omeparii. BoHM € nqyke BaXJIMBUMH, OCKIIBKU
3a0e3MeuyroTh MiArOTOBKY, KOOpAMHAIII0, PO3YMIHHS IUIaHy 1 HaMipy KoMaHaupa. Komannupu He
MOBUHHI  HEMOOIIHIOBATH BaXJIMBICTh  BIJMpalloBaHb. BiampaioBaHHd TOBUHHI  OyTH
IHTEpPaKTUBHUMH, T1JIETJII MAaHEBPYIOTh CBOI peajibH1 00i10B1 MallIMHK 00 BUKOPUCTOBYIOTh MOJIEN]
MamiH abo X iMITalio 3 03BydyBaHHAM il miapo3ainy. [1ix yac KoKHOTO BiANpAIIOBaHHS yBara
HAJa€TbCsd TOMY, K MIAPO3AUI, KUK JO3BOJIAE€ MIUIEVIMM MIJIPO3JijaM BIANPAlbOBYBaTH i,
nepeabdavae BIacHy cxeMy MaHeBpy [5].

KoManaupu MoXyTh IPOBOAUTH ACK1IbKA BU/IIB BIANPAIIOBaHb, SIKI BKJIIOYAaOTh: MIEPEBIPOYHI
IHCTPYKTaXi; 3arajJlbHOBIMCHKOBI BiANpAalfOBaHHS (TaKTUKO-CTPOMOBI 3aHATTS); BIANpALIOBaHHS 3
MIATPUMKH (BOTHEBHI CyHpOBiJ, 3a0e3Me4eHHs); BIANPAIIOBAHHSA B3a€EMOJIl TaKTUYHHMX 3aB/IaHb
00MOBUX IpyI Ta IMYHKTIB YIIPABIiHHSL.

Ha BigmparroBanHsSX HEOOX1THO JOTPUMYBATHCh METOIUKH «IOB3TH-UTH-OITTH», KOJH 1€
MO>HBO. Lle rorye oco0oBHii ckilaa 10 YMOB, MAaKCUMaJIbHO HaOIMKeHUX 0 OoioBuXx. PopmaMu
BIJIIIpallfoBaHb MOXYTh OyTu [3]: moBHe (reHepajibHE); Y HEMOBHOMY CKiajl (TUIBKH KIIFOUOBI
oco0un); MakeTy MiCLIEBOCTI; MaKeTy MiCLEeBOCTI Y u(poBoMy Gopmarti; CXeMH MICIEBOCTi; KapTH
MICLIEBOCTI; BIAMPAIIOBAHHS 3 KOMYHIKallIHHUMU MepexamHu.

30Kkpema, BiAMpPALIOBAHHS 3 KOMYHIKAIHHUMH MepeXaMu MiJIpo3JiUIn 3A1HCHIOIOTh 4yepes
riobanpHl ab0 JIOKambHI KOMI'IOTepHlI Mepexi. Komannupu 1 mTabu NpakTUKYIOTh I
BIJIMTPAIFOBaHHS, OOTOBOPIOIOYM HAWBAXIMBIII YacTHMHM omepailii (000) 3a JOMOMOTOK Mepexi
panio3B’si3Ky B TMOCHIIOBHOCTI, SIKy BCTaHOBIIOE€ KoMauaup. [ligposain BiampamnboBye TUIBKH
KPUTUYHO BaXJIMBI yacTWHU omepauii (060r0). YciM ydacHMKaM NOTpiOHI chpaBHI (peajbHi)
iH(popMalLliliHI CHUCTeMHU, BUJAHUN HamepeAoAHl OoioBuii Haka3z 1 oBepiyei. KoMmaHgH1 MyHKTH
MOBHMHHI CIIOCTEPITraTH 3a PO3BUTKOM OO0 ITiJT 4ac BiANpPaLIOBaHb 3 KOMYHIKallIHHUMH MEPEXKaMU.

BucnoBku. B cTaTTi, B 3araqpHUX pucax, BU3HAUYCHA MPOIEAYypa yIMPaBIiHHS Ta MPUHHSITTS
pimenns 3a crangapramu HATO — TLP. ABropu Harosjourytots, 1mo TLP He € xopcTkum 3Bo10M
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MIPaBUJI, SIKI BUKOHYIOTBCS Y TE€BHIN MOCHITOBHOCTI. JlesKi [ii MOXKYTh BUKOHYBATUCS OHOYACHO YU
B TIOPSIJIKY, SIKMI BiJIPi3HIETHCS BijI TOTO, 110 BKa3aHHWH y BUKJIAICHHI OCHOBHOTO MaTepiaiy.

[To-npyre, nmpu BukoHaHHI OoroBux 3aBaanb B CB 3C kpain HATO 3acTocoByrOThCS ABi
OCHOBHI IPOIEypH KOMaHIyBaHHS Ta YIPaBIIHHS BiCbKaMu (TiApO3a1IaMHN):

— Tpollec MPUHHATTS BiiChKOBUX pimiens (military decision making process — MDMP), sikuit
3aCTOCOBYETHCS Ha PiBHE BiJl OaTAIBHOHY 1 BUIIIE;

— Tpoueaypa yrnpasiiHHs Biicbkamu (troop leading procedures — TLP), sika 3acTOCOBY€ThCS B
MiIPO3/iIax Ha PiBHI Bl poTH Ta HIDKYE) [8,9] 1 came 1151 CTpYKTypa pO3KpUTa aBTOPAMH B CTATTI.

[To-Tpete. Cix BiAMITUTH, 110 TPOLIETYPH YIIPaBIIiHHS BilicbkaMu (IIiApO31iIaMu) OMMCaHi He
TUIBKM B CTaTyTaxX, KEPIBHMIITBAX IS MEXaHI30BaHUX IiIPO3ALTIB 1 peHHXkepiB, aige 1 B
«Omneparniitnomy mporeci» (ADP 5-0), «KepiBHuuTBi At komanaupa i mradnoro oginepy» (ATTP
5-0.1) Ta iHmmMX HactaHoBaX. BukopucranHs ocHOB mpouenyp TLP mpakTudHO y BCiX KepiBHHX
nokymeHntax BoeHHOro BimomctBa CIHA, kpain-uneniB HATO minTBep/pkye B3a€MO3B’SI30K Ta
3aJICKHICTh MK METOJIOJIOTIEI apMIMCHKOTO MPOSKTYBaHHS, BIHCHKOBHM IIPOIIECOM MPUHHSTTS
pimenass MDMP ta nponenypoto ynpasminas TLP.

I octanne, HeoOXimHO BHECTH 3MIHM (KOPUTYBaHHsI, JOMOBHEHHS) B poOOYl MIporpamu,
MOTOJUTH 1X 13 3aMOBHUKAMH Ta B TEMATHYHI IUIaHM HABYAIBHUX MOJIYJIB. 3MIHM IOBHHHI
TOPKHYTHUCS BCI€T TEMATUKH, L0 Nepeidadyae BUBYCHHs €TalliB MiArOTOBKU 0010 (aiif) Ta 11 OCHOBHO{
CKJIaJIOBOT — OpraHi3allii B JIaHIlI POTa-B3BO-BIIIJICHHS.
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PhD Zaitsev D.V., PhD Prohorov O.A., D.Sci.Tech. Sieliykov O.V., Semeha S.M., Solodeeva L.V.
GENERAL PROVISIONS OF THE DEPARTMENT OF MANAGEMENT (TLP)

The article reveals the basics of unit management and substantiates the systematic planning and
preparation for the tasks assigned by the commanders of mechanized units according to NATO standards.

The procedure for managing units, the beginning of management functions (activities) of the platoon
commander after receiving a previous combat order, combat order or combat order from the senior
commander until the end of the task. After receiving a new (updated) task, the process of managing units
begins from the beginning, according to the identified and justified 8 steps of the procedure of managing
units. At the same time, the general algorithm of actions of the platoon commander - planning, calculation
of time, assessment of the situation, preparation of the unit, task execution, etc. remains stable and will be
disclosed in the main part of the article.

It is emphasized that the order of management of units includes a sequence of actions that helps
commanders to effectively use the available time to issue orders and perform assigned tasks. The TOP (troop
leading procedures) procedure is not a rigid set of rules that are followed in a certain sequence. Some
actions may be performed simultaneously or in a different order from that specified in the presentation of
the main material. The unit management procedure is a procedure applied according to the situation,
tactical situation, combat experience of the platoon commander and unit commanders, availability of time
for decision-making, weather conditions, etc. Tasks related to certain actions (such as starting the task,
maintaining a preliminary order, conducting reconnaissance (reconnaissance)) in the process of execution
may be repeated several times.

Decision-making, as the final choice of action by the unit commander from the list of possible, is
usually carried out at the nearest place to conduct hostilities - control point (command and observation
post) after a clear, unambiguous awareness of the situation. The process of unit management begins when
the platoon commander is notified of the future task by the relevant order of the senior commander and is
carried out constantly from a stationary or mobile control point (CP) (command and control post — CCP).

The final stage - control and verification of the plan takes place during the task by the commander.
Current information on the order of management of units is processed in a limited time. All steps must be
performed, even in abbreviated form. Thus, the proposed steps of the unit management procedure are aimed
at helping the commander to quickly develop and issue a combat order.

Keywords: the order of management of divisions; management of units according to the TLP
procedure; preliminary combat order; steps of the unit management procedure; battle order.
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IMPOIT'HO3YBAHHSI CKJIAY TA PECYPCY YI'PYIITYBAHHS OF €EKTIB
BIMCBKOBOI TEXHIKH TA AHAJII3 MOI'O BAPIAHTIB

B pobomi nposedeno npozrHo3ysanHnsa cKkiaoy ma pecypcy yepyny8aHHns 00 €Kmie 8ilicbKo8oi mexHiKu
(OBT) ma 3pooneno ananiz itozo eapianmie. Moxcnueumu 3axo0amu no NONOGHEHHIO CKAady i pecypcy
Y2PYROBAHHA MOXMCYmb 0ymu nocmaexku 6 yzpynoeauusa nosux OBT, a makoyc epexmusne mexuiune
oocnyzoeyeanns i pemonm. /s mozo, ui00 yepynysanns Mozio 6UKOHYE8AMU 6CI 3A60AHHA Y 810N0GIOHOCMI
00 6020 NPU3HAYUEHH, 60HO NOGUHHO 3A0080bHAMU 6CHIAHOETIEHUM 6UMO2AM 3d KITbKICHUM Ma AKICHUM
cxknaoom. Kinvkicuuii cknao yepynyeannsa euznauaemuca Kinokicmio OBT piznux munie, Haaenux é oanuil
MOMeHm uacy i 20mosux 00 He2anHozo éuKonanhus 3aeoans. Ilpu yvomy Kinekicme munie 06'ckmis i ix
PO3ROOIN 34 MUnAMU NOBUHHO @i0nogidamu 3a0aHuM eumozam. /Jlna niompumku HeooXioHot
ehekmuenocmi YyHKYioHy8aHHA YZPYNYBAHHA HEOOXIOHO 3aMiCHb CHUCAHUX NOCHAGUMU HOBI 00'cKmu
6i0N0GIOHUX MUNIE, YU NPUHYUNOE0 HOGUX MUNIE, 8 MOMY YUC/II 3AKOPOOHHUX.

Ilpoananizoeano ocmanHi 00cnioxceHHA 6 OAHill npeoMemHiin 00aacmi, AKi HABeOeHO 8 GeNUKIll
KilbKOCmi HAYKOGUX POOIim, ui0 po36 a3yioms nPoodaIemy RPOZHO3Y8AHHA CKAA0Y Ma pecypcy YZPYnyGaHHs
00°€kmie 8ilicbK060i mexHiku. Ananiz iiozo eapianmy KomnjeKci, 8 no6Hiil mipi pakmuuno ne icnye. Ile
00yM061110€ He0OXIOHICIND D036 A3AHHA HAYKOBUX 3A0ay NPOZHO3Y6AHHA CKA0Y MA Pecypcy yZpyny8anHs
00°ckmig 6ilicbK060i mexHIiKU ma anai3 iiozo eapianmis.

Mamemamuuna moodenb npoyecy sumpauanus ma nonosnenus pecypcy (IIBIIP) yzpynysannus
DPo3podaeno memooom iMimauitnoz0 MOOenIV6anHa i3  3ACHMOCY6AHHAM  YHIGEPCANbHOI MO6U
npozpamyeannsa npouedypnozo muny. Ile 003eonsne, 3 00H020 60Ky, peanizyeamu 6 mooesi 6ci icmomHui
MOHKOWI M00eni0104020 npoyecy i 3podumu npozpamy KOMRAKMHOI0, 3PYUHOI0 014 NPAKMUYHOZO0
3acmocyeanns.

Ilpogedeno npoznosysanns cknaoy i pecypcy cysacnux 3acooie OBT ma ix yepynysanv. Pozenanymi
PexHCUMU HOPMAMUBHO20 NAAHYBAHHS MEPMIHIE PEMOHMIE MA CRUCAHHA 00EKMIE, W0 MOOENIOIOMbCS 6
Momenmu yacy eumpauenns pecypcy. Illocmaeku nosux 00'ekmie MoOen10l0msvca 6 MOMEHmMU 4acy, 6 aKi
3aIUWIK08A KINbKiCMb Npaue30amuux 00'€Kmie 6 y2pyny8amHi 3HUNCYEMbCA HUINHCYE OONYCHMUMOZO
3Hauenu. /na Hoeux 06'ckmis, wio naoitwinu ¢ yzpynysauns, IIBIIP mooenioemoca 36udaiinum YuHOM,
MOYHO MAK dice, AK i 0114 6CiX inmux 06'ckmie. Po3pobdneno zenepysannusn eapianmie yepynysanus OBT ma
Hopmamuene nnanyeanus. Haiimenysanmns 3bdepesicenozo eapianmy aemomamuuno Qopmyemovca 3a
HACHMYRHUM RpAGUNOM: IM'A YZPYNYGAHHA- HAUMEHYB8AHHA MUny o00'ckmig-KinbKicms 00'ckmie 6
yepynyeanHti (8 OyycKax) - nopaokoeuil Homep eapianma. B nooanvuiomy ye im'sa mosnce 6ymu 3mineno
3pYUHUM 0J151 KOPUCMYBAUA YUHOM. /|15 KOIHCHO20 3i 30eperrceHux aapianmis MoHcHaA 6UKOHAMU NOGMOPHE
MOOeneanns.

Kniouosi cnosa: npocno3yeannsa cknady ma pecypcy yzpynyeanHs, 00 €Kmu @ilicbKo8oi mexHiKu,
mexHiune 00Cny208y8anHA i pEMOHM, MAMEMAMUYHA MOOeTb, NHOCMABKA HOBUX 00'€Kmis, 2eHePyBAHHA
eapianmie yepynyeamnns.

Beryn Tta anamiz ocranHix gocaimkennb. CxmanHi o0'extu BiiicbkoBoi Texniku (OBT)
3aCTOCOBYIOTHCS 32 IPU3HAUEHHSM 3a3BUYail B CKJIaJ/l yrpylnoBaHb (BIMCHKOBUX YaCTHH, 3'€/IHAHb,
o0'ennans). [Ipuknagamu cknagaux OBT Hanmpukian y mpoTHUIOBITPsIHINA 00OPOHI € paiooKalliitHi
CTaHIlli, 3€HITHO-PAKETHI KOMIUIEKCH, CTAHI[l PaJioeIeKTPOHHOT OOPOTHOM, CHCTEMH 3B’SI3KYy Ta
yrpaBIiHHSA. MOXKIMBUMHU 3aX0JIaMH TI0 TIOTIOBHEHHIO CKIIAAY 1 pECypCy YrpyMoOBaHHS MOXKYTh OyTH
MIOCTaBKHU B YTPYIOBaHHS HOBUX 030poeHHs 1 BilickkoBa TexHika (OBT), TexHiuHe 006cIyroByBaHHs
i pemonTH pizHEUX BUIB [1]. YrpynyBanus OBT cTBOPIOIOTHCS THMYACOBO, 00 Ha MOCTIHHINA OCHOBI
JUIS BUPILLIEHHS [TEBHUX 3aBJIaHb Ha JESK1l TepUTOPIi, Y1 oOKpeMux O6oioBux aii. g Toro, mod BOHO
MOTJIO BUKOHYBAaTH BCi 3aBJaHHS y BIJMOBIAHOCTI 31 CBOIM NpPHU3HAYEHHSM, BOHO TOBHHHO
3aJ0BOJILHSATHA BCTAHOBJIEHUM ISl Hel BUMOraMm 3a il KUIBKICHUM Ta SIKICHUM cKiiamoM. KinpKicHUH
CKJIaJl YIpyIyBaHHS BU3HAYA€ThCs KUTbKICTIO OBT pi3HHX THUIIIB, HASSBHUX B JaHUH MOMEHT 4acy i
TOTOBHX JIO HETAWHOTO BMKOHAHHS 3aBJaHb 10 iX mpusHaueHHIO [2]. [Ipy nboMy KiJIBKICTh THIIIB
00'€KTIB 1 iX pO3MO/LT 32 TUITAMH TTOBUHHO BiJIMOBIATH 33JaHUM BUMOTaM.
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SIKicHMIA CKJaJ] BU3HAYA€ThCs 3aMMIIKOBUM pecypcomM OBT, HasBHUX B yrpymyBaHHi. Uum
OUTBIIMIA B CEpeIHBLOMY 3ATTUIIIKOBUNA pecypc 00'€KTIB, TUM SKICHIIIKM € ii CKJ1a/, TUM OLIBIIOK Oyie
TPUBAJICTh Yacy iCHYBaHHSI YIpyIyBaHHS B CTaHi, IPH SKOMY BCi IOCTaBJeHI 3aBIaHHS OyIyTb
BHKOHYBAaTHCS 3 HEOOXiMHOW e(deKTuBHICTIO. B mporeci ekcruryarallii yrpymyBaHHS pecypc
OKpEeMHX OO0'€KTIB BHTPAYAETHCS B I[IJIOMY BHUIAQJKOBHM YHWHOM, BHACTIAOK IBOTO SKICHHA HOTO
CKJIaJ] 3 4aCOM IOTIPIIY€ETHCS, TOOTO CKOPOUYEThCS «3arac MiHocTi». [licas BuuepnanHs pecypey
OKpeMHUMH 00'€KTaMH, X eKCIUTyaTallisi MoBuHHA OyTH npunuHeHa. O6'ekTu, M0 BUYEPIAIN pecypc,
MMOBHUHHI OYTH MiJiIaHI PEMOHTY JJI BITHOBJICHHS pecypcy, ad0 CIHCaHHIO, TOOTO 6€3MOBOPOTHO
BUJIYYEHO 3 HOI0 CKJIaNy.

Jlnst miarpuMku HeoOXiaHoT epeKTUBHOCTI (DYHKIIIOHYBaHHS yIrpyITyBaHHSI HEOOX1THO 3aMiCTh
CIHCaHUX 00'€KTiB MOCTaBUTH HOBI 00'€KTH BIAOBIAHUX THIIIB, UM IPUHLIUIIOBO HOBUX THIIIB, B TOMY
YHCIIl 3aKOPAOHHHUX.

Taxkum 4yMHOM, IS BULIMX OpraHiB (mTaliB), BIAMOBINANBHUX 32 €KCILTyaTallilo yrpynyBaHHs
BHHUKA€E BAKIIMBE 3aBJIaHHSI CBOEYACHOTO TUIAHYBAaHHS TeXHIYHOTro 06ciayroByBaHHs (TO) 1 peMOHTY
OBT i nmocraBok B yrpymnyBaHHs HOBHX 00'ekTiB [1,2]. BoueBub, 1110 BUPIICHHS TAKOTO 3aBIaHHS
MOJKJIMBE JIMIIE Ha IMIACTaBl 3aCTOCYBaHHS MaTeMaTW4YHOI MOJEJ IpoLecy BHUTpauyaHHs Ta
nornoBHeHHs pecypcy ([IBIIP) 06'exTiB, 32 JONOMOT0I0 SIKOT MOXKHA 1 IOIIIBHO TPOTHO3YBATH CKJIa]l
1 pecypc yrpynyBaHHs.

B naniif npenmertHiii o0nacti 6arato pokiB MpaOBaIM 1 MPANIOIOTh Taki BYeHI bap3nioBiu
€.10., I'nigenko b.B., Kamranos B.O., Kpenenuep b.I1., Jlanenpkuii 5.M., Ymakos 1.O., [llumanos
M.O. Ta neski iHmm.

Tax B po6oTi [3] aHamni3yr0ThCs 0COOTUBOCTI 3€HITHOT KEPOBAHO1 PAKETH Ta PAKETHUX JABUTYHIB
tBeproro manuBa (PITII), 3enitHoi kepoBanoi pakern (3PK), sk o00'ekTiB excruryararii
IIPOJOBKEHHS IPU3HAYEHUX IIOKa3HUKIB, a TaKOXX METOAM OLIHKHM IIOKa3HUKIB 3aJHMILKOBOIO
pecypcy. 3amponoHOBO /IS OIIHKM MOKa3HUKIB 3anunikoBoro pecypey PJTII BukopucToByBatn
METO/I ,,JOJIaMYBaHHA 1 IMOBIPHICHY MOJIeJIb HAKOTIMYEHHS MOUIKoKeHb B enementax PJTII, 3KP
y 4daci. Po3risiHyTa iMOBIpHICHA MOJENb y SIKIA MPOILIECH HAKONMUYEHHS MOUIKO/IKEHb OMHCYETHCS
MapKiBCbKUMH BUIAIKOBUMH MPOLIECAMH, TIPUBOIATHCS OCHOBHI PO3pPaxyHKOBI CITIBBIAHOIIEHHS.

VY pob6orti [4] bopMyTIOIOTECS OCHOBHI HayKOBO-METOJMYHI TMOJIOKEHHS 100 OI[iHIOBAaHHS
MOKa3HUKIB 0€3BiIMOBHOCTI 1 3aJIMIIIKOBOI JOBTOBIYHOCTI MPU €KCIUTyaTallii CKIaQJHUX TEXHIYHUX
cucteM (CTC) 3a TexHIUHUM cTaHOM. Po3ruisiatoTbes OCHOBHI (PakTOpH, L0 BU3HAYAIOThH MOHATTS
IPaHUYHOTO CTaHy 1 3anumkoBoro pecypcy anst CTC 11X cki1agoBUX YaCTUH, MTOJOKEHHS KOHIIETI i
OLIIHIOBaHHS (IIPOTrHO3YBAaHHS) 3aJIMILIKOBOTO PECYPCY 1 TEPMIHY CITYOU 1 METOAM iX OLIIHIOBAHHS 32
pe3yabTaTaMH eKCILTyaTallifHuX CIOCTEPEk EHb 1 BUIPOOYBaHb.

VY po6oTi [5] hopmyntoeThes 3a1aua BUSHAYSHHS [IEP101y IPOBEJACHHS KOHTPOJIIB TPAHUYHOTO
crany (KI'C) 3a TeXHIKO-eKOHOMIYHUM KpPHUTEPI€EM, IPOMIOHYETHCS METON 11 BUpileHHs. HaBoasTbes
OCHOBHI PO3paxyHKOBI CIIBBIAHOLIEHHS /111 PI3HUX BaplaHTIB 3aB/IaHHS PErpeciiiHUX 3aleKHOCTEN
MOKa3HUKIB  OE3BIAMOBHOCTI  BiJf KaJEHOApHOI TPUBAJIOCTI  eKCIUTyaTamii  (cymMapHOro
HarpaitoBanHs). [IpormoHyroThCs pekoMeHaaIlii o0 o0rpyHTyBanHs nepioay nposeaeHHs KI'C.

VY poGori [6] HaBeIleHO METOAMYHI PEKOMEHaLlli 11010 PO3MOALTY arperatis, OJ0KiB 1 CHCTEM
KepoBaHMX aBlamiiiHux 3aco0iB  ypaxeHHa (KA3Y) wna rpynum 3 ypaxyBaHHAM ix
KOHTPOJICMIPUIATHOCTI Ta BIUIMBY Ha O€3MeKy 3acTOCyBaHHsS. Y 3B’A3Ky 3 IIMM BBaXKa€TbCs
nouineHUM npeactaButd KA3Y y Burisai 6araTopiBHEBOT KOHCTPYKIIIT B3aEMOJIIOYMX €JIEMEHTIB,
mo o0’eTHaHi B MiJICUCTEMU Pi3HUX piBHIB. BUKOpHUCTaHHS MpoLeaypH AEKOMIIO3UIIT JO3BOIUTh
MOJIaTH X y BUTJISAI J€SKOT CTPYKTYPH, L0 BKIIIOYAE IeK1IbKa PIBHIB, Ta IPOBECTHU PO3IOILT CUCTEM,
arperaris, OJIOKIB TOLIO (AaJli — CKJIaJIOBUX YacTUH) Ha TPYIH 32 AEIKMMU BU3HAYCHUMHU O3HAKAMHU.
MaTtemMaTuyHOIO OCHOBOIO  (OpMai30BAaHOIO BHpINIEHHS Ii€i 3amadl € arperaTuBHO-
JEKOMIO3UIIMHUHI MIAX1, CYTh SKOTO MOJIATae B MOAaHHI CTPYKTYPH CKJIAZHOT CUCTEMHU CYKYITHICTIO
B3a€MO3B’3aHUX €JIEMEHTIB PI3HOTO PIBHS.

IcHye 11e nexinbka poOiT, HAOLIBII IKABUMH 3 HUX, HapHKIaz Taki [7-11].

AHaJi3 IHUX Ta IHIIUX HAYKOBUX POOIT M03BOJSE 3POOMTH HACTYIHI BHCHOBKH: JOBOJI
JIETAJIbHO Ta IOBHO BUBYAJIACh Ta PO3B s3yBajlach IOCTaBJIEHA 3aa4a 11e B yacu koauiHboro CPCP,
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OCKIJTbKM BOHa Oyja CrIpsiMOBaHA Ha TMiJBUIICHHS OO€rOTOBHOCTI PaJSHCHKOI peTpo BiHCHKOBOT
TexHikd. HaykoBux po0iT, 1m0 po3B's3yl0Th NpoOIeMy NPOTHO3YBaHHS CKJIaly Ta pecypcy
yrpyIyBaHHS 00 €KTiB BiiICBKOBOT TEXHIKM Ta aHajli3 HOro BapiaHTIB KOMIUIEKCHO, B MOBHiil Mipi
chorofHi (akTuyHo He icHye. lle oOymoOBIIO€ HEOOXINHICTh PO3B S3aHHS HAYKOBOI 3aaadi
MIPOTHO3YBAaHHS CKJIQJy Ta Pecypcy YIpyIyBaHHS 00 €KTIB BiiCBKOBOI TEXHIKM 1 aHaji3y Horo
BapiaHTIB.

OcHoBHi pe3yabTaTHm gociaiikeHb. Marematuuna wmoxens [IBIIP  yrpynyBanHs
PO3pO0IIAETHC METOIOM IMITAIITHOTO MOAeOBaHHs. e n1o3Bossie, 3 ogHOrO OOKY, peantizyBaTu B
MOJIeNIi BCl ICTOTHI TOHKOIII MOZETIOI0YOro Mpolecy i, 3 1HImOro OOKy, 3pOoOMTH Mporpamy
KOMIIAaKTHOIO, 3pYYHOIO Ul IPAKTUYHOT'O 3aCTOCYBaHHs. ABTOP € OJHHUM 13 pO3pOOHUKIB IPOrpamMu
ISMPN [12-14], npusnaueHoi s mojentoBanHs mporeciB TOIP ckimagHux 00'€KTIB TEXHIKH.
BusBunocs 3pyunum peanizyBatu imitamiiiny monens (IM) IIBIIP yrpymyBaHHS HUISIXOM BBEICHHS
B niporpamy ISMPN nonatkoBoro pexxumy po6otu. BBenenuii pesxum OyB Ha3BaHUil Yepynoeanns
OBT. Ilpozno3ysanns cknady i pecypcy. llporpamue 3a6e3neuyenns (I13), peanizoBane B pamkax
[IBOTO PEKUMY, TO3BOJISIE BUPIIIYBATH 3aBIAHHS ABOX THIIIB!

1). BupoOGusatu gociimkenns moaeii [IBITP ajis pisHUX THIIB YIpyIyBaHb 3 METOO BUSIBICHHS
HaNOIIBII BAKIIMBHUX BIACTHBOCTEH MOJIEINI Ta MOAATBIIOT0 BUKOPUCTAHHS X 3HAHb HA MPAKTHIII,

2). BUpIlIyBaTH KOHKPETHI 3aBlIaHHS IUIaHyBaHHsS eKciutyartaiii yrpynyBane OBT, 1o
3aJJal0ThCS KOPHUCTYBAYEM.

Hns Bukiagy MoxxiauBocteil pospobiienoro I1IO mopeni IIBIIP yrpymyBaHHS, crioyaTKy
PO3TIISTHEMO BCI MOYJIMBI PEXUMH HOTO pOoOOTH. € Ba OCHOBHI peXXUMHU pOOOTH:

- BBEJICHHSI JaHUX JJ1s1 HOBOTo yrpymnyBanus (Reg=0);

- poborta 3i 30epexenumu yrpynyBanusmu (Reg=1).

VYci yrpynyBanas OBT (mani npocto yrpymnyBaHHs), 3 SKUMU MOKE IPALOBaTH KOPUCTYyBaY,
OyzeMo pO3AUISATH HA [BA THIIH - YTPYIYBaHHS, sIKI TEHEPYIOTHCS MporpaMHo (OyZeMo Ha3uBaTH ix
BIPTYaJIbHUMH), 1 YIpYyIyBaHHs], IO 33Jal0TbCs KOPUCTyBaueM (Ha3BeMO iX AJIsi KOPHUCTYyBadya).
[TapameTpu TreHepyBaHHS BIpTyaJbHHX YIpPYyIyBaHb 3aalOThCS KOPHCTyBayeM, BipTyaslbHi
yrpyIyBaHHS iICHYIOTH TIJIBKM B MaMm'siTi koMmm'toTepa. [Ipu3HaueHi [uis KopucTyBada yrpynyBaHHS
BIJIOBIAAI0Th KOHKPETHUM YIPYIYBAHHSM, K1 ICHYIOTh Y PEaJIbHOCTI, /1aH1, 10 MPEACTaBISIOTh Ll
yrpymnyBaHHs (iX CKJaJl, pecypc KOXHOro 00'e€KTa, 1 T.1.), BBOAATHCS KopucTyBayeM. [Hdopmartis npo
BCIX yrpynyBaHHsX 30epiraetbes B 0a3i nanux (bJ1).

Bnacue monemoBanHsa [IBIIP 3miiicHIO€TBCS TUIBKH B peXHMi poOOTH 31 30epekKeHUMHU
yrpynoBaHHsMu. [lpu npomy 30epexeHa yrpynyBaHHS MOXe OyTH SIK BIpTyalibHOI, Tak 1 JUid
kopuctyBada. [Ipu poboTi 31 30epe’keHUMHU YIpyIOBaHHAMH MOKJIMBI 1BA pedcUMU MOOENI0BAHHS.

- TCHEpYBaHHs HOBOTO BapiaHTy BipTyalibHOI yrpynyBanus (Reg_m=0);

- mogentoBanns [IBITP (Reg_m=1).

MopemoBanns [IBIIP moxnuBo, sik Juist 3reHEPOBAHOTO TUIBKH 10 (1€ HE 30€epe eHOro)
BapiaHTH yrpylyBaHHS, TakK 1 JJIs1 CTBOPEHOI paHille 1 Bke 30epekeHoi yrpynyBaHHs (BipTyalabHOT
ab0 KOpUCTYBAJIbHULIBKOI).

besnocepennbo mozaemtoBanHs [IBIIP mMoxe mpoxXoIuTH B OJHOMY 3 HACTYIHUX PEXHUMIB
(Ha3BeMO X peKuMaMH MPOTHO3YBAHHS):

- HopmaTuBHe TianyBanHs (Reg_p=0);

- HOpMaTHBHE TUIaHyBaHHS + moctaBka HOBUX 00 ekTiB (Reg_p=1);

- IUTaHyBaHHs KopucTyBada (Reg_p=2);

- IUTAHYBAaHHS KOPUCTYyBaya + mocraBka HOBuX 00 exTiB (Reg_p=3).

VY pexumi HOPMATHBHOTO IUIAHYBAaHHS TEPMIHM PEMOHTIB 1 CIUCaHHA O0'€KTiB, IO
MOJIETIOI0ThCA (IMITYIOTBCS) B MOMEHTH 4acy BUTPau€HHs pecypcy 00'eKTIiB. Y peknMi IUIaHyBaHHS
KOpUCTYBaya BIJIOBIIHI TEPMIHM BHM3HAYAIOTbCA JAHWMH, IO 33Jal0Tbcid KopucTyBadeM (i
30epexenuMu B BJ1).

VY pexumax MOCTaBOK HOBHX O0'€KTIB MOMEHTH 4Yacy HAaIXOKEHHsS B YIpyNyBaHHS HOBUX
00'€KTIB BHU3HAYAIOTHCS 1O 33JIaHOMY KPHUTEPII0 HEOOX1THOI KUIBKOCTI 00'€KTIB JaHOTO THUITY B
yrpynyBanHi. [TocTaBku HOBHX 00'€KTIB MOAETIOIOTHCSI B MOMEHTH 4acy, B sIKi 3aJIMIIKOBA KiIbKICTh
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Mpame3gaTHUX O00'€KTIB B YIpyMyBaHHI 3HIDKYEThCS HUXKYE JOMYCTHMOTO 3HaueHHsS. [ HOBHX
00'exTiB, 10 HaaiiILIK B yrpynyBanHs, [IBITP MmonentoeTses 3BU4aitHUM YMHOM, TOYHO TaK XK€, 5K
1 JUIS BCIX 1HIINX 00'€KTIB.

[To-nepire, 7OMiIBPHO OUTBIN AETATBHO BU3HAYUTH BUXIAHY iH(popMaiiro s moxaeni [IBITP
yrpyInyBaHHs, sika Oyna omucana aBtopom y [1,12,14]. Lle HeoOXigHO TOMY, IO CKJIaJ BHXIIHOI
iHdopmartii Moxke BIApi3HATHCS B pi3HUX pekumax poboru 1O moxpenmi. MaremaTndHa MOACIb
[IBIIP B 3aranbHOMY BUTJISIII IPEICTABISIETHCS HACTYITHAMH CITiIBBITHOIICHHSAMH (HaBEIEMO iX TYT
e pas):

N, (t) =N, (t/P"

peci !

R (t) = Rzi(t/PH

peci !

S,(t,), 7, 1L, 11, 11, );
S.(t,), 7,0, T, TL,,), (1)

e NZi(t) Ta RZi(t) noka3Huku sikocti TIBIIP, mo npencraBisioTe BUXiAHY 1H(MOpMAaILito

pi?

pi?

MoJIeni (cepeHsl KUTbKICTh 00'€KTIB I-ro THITY, HasiBHE B CKJIaJIl yTPYILyBaHHS B MOMEHT 4acy t, Ta ix
CyMapHHI pecypc);
" _
Ppeci ’Si (to)’ . I1

IT,, IT ,— napamerpu moneni ITBIIP.

pi! ci?

ITapamerpu P;eci , S,(t,) ta 7, € ocHOBHMMY BUXiTHHMH TAHHUMH MOJEN, CMECIOBHIA 3MiCT

1X HACTYIIHE:

H
Ppec i

— pecypcCHi XapaKTepPUCTHKH 00'EKTIB;

S, (t,) — cran pecypcy 06'ekTiB B mouaTKOBHMIi MOMEHT uacy I, ;
7], — cepenHi 3HAUEHHS IHTEHCUMBHOCTI BUTPAYaHHs PECYPCY 00'€KTIB.

H . . . . .
[Tapamerp F’peci B po3risiHyToi Bumie (y po3ain 1) MareMaTnyHoOi MOJieni BU3SHAUABCS TaKUM

YHUHOM:

PH

peci

[R" TN P 20N} (=IN,) 2

HI o . . .
ne R — HopmaTuBHUMIi pecypc 06 €kTa i-ro THITy, 3aIOBHIOBATH B Pe3y/IbTATi BAKOHAHHS [-T'0
BHJly TUTAHOBOTO peMOHTY [1nP;
HI o N . .
T."" — HopmaruBHuit cTpoK ci1yKGH 06 €KTY i-ro THITY MiC/Is IPOBEICHHS I-TO BUIY PEMOHTA;
HI . . N
N;" — kinpkicts [P r-ro BuAy 10 CIIMCAHHS 06 €KTY;

N  — xinekicts BumiB I[11P;
B D

N, — xinekicTh TumiB 06'ekTiB B yrpymyBanHi. B omucysanomy Tyt I10 moku peanizoBaHa

MOYCUTHBICTh MOJIEIIOBAHHS TibKH st oproro Ty TP (N, - =1).
3 yanyBaHHﬂM IIOT O HapaMeTpI/I PpHeci HpC}ICTaBJISIIOTLCSI HaCTyHHI/IM YUHOM:
H (0] u0 (0] ul ul - 1 N1
Ppeci:{<Ri TN, >’<Ri T >}’ (I1=LN,_,) 3

0 0 0 . . 1 1
e <RiH TN >f HOPMATHMBHI MapamMeTpH IS HOBOTO 00'€KTa i-ro THILY; <RiH T >f

HOpPMAaTHBHI IapaMeTPH 3allOBHEHHsI pecypcy micis nposeaeHHs [1P, skuif 3a mpuiHATOIO MPaKTULI
JIOMOBHMOCSI Ha3UBaTH KamiTaibHUM peMoHTOM (KP).
Kpim napamerpiB (3) B sikocti xapakrepuctuku KP 3amaeTbes Takox BeTMUMHA TPUBAJIOCTI

H

pemonty 7, . Ilapamerpn P

peci

MOBUHHI OyTH 3a/1aH1 B Oy/1b-IKOMY BUMAJIKy, HE3AJIEKHO B1J LJIei

i 3aBaHp MosemIoBanHs. [1apaMeTp mouaTkoBoro crany 06'ektis yrpymysauns S, (1) 3rizxo (1.6)
Ma€ Take ysBICHHS:

S.(t) = {R, (), T, (), 1, t,)); § =10, @)
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ne R (t,) Ta T, (t,) — samumkoBuii pecype i 3anMUIKOBUIT TePMiH CIyk0H ij-T0 06 €xTy Ha
mMomeHT vacy 1 ;

N (t,) —3anmMmKOBa KUIBKICTH PEMOHTIB, K€ IOBMHHO OyTH BUKOHAHO 10 CIIUCAHHS 00'€KTa;
‘Oi‘ — KUIBKICTh 00 €KTIB I-r0 TUIY B OCHI/PKYBaJIbHOMY YTPYITyBaHHI.

Hapamerp S,(t,) B 3amexsocti Bix pexumy poGOTH IIPOrpaMH MOXE 31aBaTHCSA JBOMA

criocodamu:

- TIpu poOOTI 3 BIpTyaJIbHUM YIpYIIyBaHHSIM 3HA4YEHHS [apaMeTpiB I'eHepyeThCsl BUIIAAKOBUM
YMHOM B 33JJaHMX Jliana30Hax ixX 3HAYCHb;

- Ipu poOOTI 3 MpHU3HAYEHOI ISl KOpHCTyBaya YrpyHOBAaHHSAM Ii NapaMeTpu 3a/Jar0ThCs
KOPHCTYBa4yeM HUITXOM Oe3rocepeTHhOro BBEACHHS iX 3Ha4eHb B b/1.

VY pospobneniit Bepcii [10 reHepyrOThCs TIIBKH IMMapaMeTpH Rij (to) Ta TJ ('[0), JUTSL HAX
3aJaf0ThCS MEX1 IHTEPBaJIiB BapilOBaHHS:

Rl ta R2, — mexi inteppany BapitoBaHHs 1y1s mapameTpa Rij (to) ;

T1 rta T2, —wmexiinTepBany BapiroBaHHS 115 MApaMeTpa T, (t,).

3HaueHHs Rij ('[0) Ta Tij (to) IpHU IIbOMY TE€HEPYIOTHCS SIK BHIIAIKOBI YHCIA, PIBHOMIPHO
pO3MOIiNeH] BiNOBIIHO B iHTEpBaTax [Rli, RZi] Ta [Tli ,T2i].

[apamerp N ; (t,) He BapiroeTbesl, 1yt HBOTO 3a1A€ThCs HIKCOBAHE 3HAUCHHS n; (t,) = NiHO .
ITapametpu 77, ={77ij} (1€ 77— IHTEHCHBHOCTI BMTpa4aHHsS PeCypCy ij-X 00 €KTIB) paBilOIOTHCS
TUIBKH B PEXKUMI pabOTH 3 BIpTyalbHUM YrpymnyBaHHsM. 3rijHo (1.7) 3HaYeHHsS 77”. BHU3HAYAIOTHCS
gyepes JIMIT BUTPadaHHs pecypcey:

;= Ly / T,
ne LRij — JIIMIT BUTPATH PECYpCy, BCTAaHOBJIECHHUH [UTs ij-T0 00 €kTy; T — mepioj eKkcIuryarartii,

JUISt IKOTO BCTaHOBJIEHO JIiMIiT L. . 3 ypaXyBaHHSM bOro BapilOIOTHCA HE IHTEHCHBHOCTI 77ij , A JTIMIT

Rij
BUTPAYEHHsI peCypcy LRij. s reHepyBaHHS MOro 3Ha4eHb 3a/al0ThCS HMXKHA 1 BEPXHS Mexi

miamasony BapitosamHs L1 Tta L2 . JIna xoxHOro 06'exry smauemns L. remepyerhcs sk

pi!? H Hni

— 1€ TUTAHH 3alIOBHEHHS PECYPCY: MJIaH PEMOHTY, TIJIaH CIMCAHHS 1 TUTaH MOCTAaBKU HOBUX 00'€KTIB B
yrpynyBaHHs. BiAmoBiIHI TIaHU MOXKYTh OYTH SIK BUX1THUMU JaHUMH (337aBaTHCS KOPUCTYBAYEM),
TaKk 1 pe3ylbTaTaMd MOJICIIOBAHHS B 3aJIe)KHOCTI BiJ pexumy pobotu Mmoxeni. Hampuknaza, B
pexxumax HopmaTuBHe NJIaHYBaHHSI 111 TUTAHU TEHIPYIOTCS B pe3yJIbTaTi MOJEIIOBAHHS HE3alIeKHO
Bl TOTO, € yrpylyBaHHS BIpTyajdbHOI a00 KOpUCTyBaJIbHULBKOI. Y pexumax IlnanyBaHHsA
KOPHCTYBAa4a IUIaHU 33Jal0ThC KOPUCTYBAueM LUIIXOM 0€3M0CcepeHbOr0 BBEICHHS BIAMOBIIHUX
nanux B BJI.
VY BUXIIHUX JIaHUX MMOBMHHA OyTH BBE/I€HA TAKOK HACTYITHA iH(hOpMAITis:

Rij

BUI14/IKOBA BEJIMYMHA, PIBHOMIPHO PO3MO/IiIeHa Ha iHTepBal [Lli , L2 ] . IMapamerpu I1

ci!?

P ™ . . ' .. F . .
N, R.” — HeoOXixHi 3HAYCHHSI YHCIIa 00'€KTIB i-ro THITY i iX CyMapHOTO pecypcy, siKi HOBHHHI

MiATPUMYBATHCS IPOTITOM YChOTO Yacy eKCIUTyaTallii yrpymyBaHHS,
DO — nara, sika BU3Ha4Yae MOYATOK IHTEpBaly €KCIUTyaTallil yrpymyBaHHs (JaTa, BiIOBigHA

MomeHTy vacy 1 );
N, — kinekicTe iTepariii MOmeTIOBAHHS TIpH BU3HAYCHHI CEpEHIX 3HAYEHH PE3yJbTYIOUMX

nokasunkis N (t) Ta R, (t);
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. . P o , . —
A’l_ IHTCpBaAJl BaplrOBaHHA CCPCAHIX IHTCHCUBHOCTCU BUTpPAYAHHSA PCCYPCY 00'exTIB 77ij'

Bennunna A,} 3aJ]a€ThCS y BiJICOTKAx. BapitoBaHHS 3Ha4YeHBb 77”. 3IIACHIOETHCS BiJl peastizamii 10

peamizanii mporecy MOJENIOBaHHS NUIIXOM T'€HEpYBaHHS iX 3HAUCHb SK BHIIAQJAKOBUX YHCEN,
PIBHOMIPHO pO3MO/IIEHUX B JIiana3oHi

e BV oy P
W\t 2200 ) (T 20100

Huxde po3rnsgatoTeesi MPHUKIAAW, B SIKUX JOKJIAJHO MOSICHIOETHCS TEXHOJIOTiS BBeJIEeHHS
JAAHUX i MOJEJIOBAHHS B PI3HUX PEXKUMAaX 3aCTOCYBAHHS IPOTPaMHU.

JlJis CTBOpPEHHSI HOBOT'O YTpYIyBaHHS MICIs 3aIlyCKy IMpOorpaMu HeoOX1JHO BHOpaTH pexum
BBeneHHs1 TaHUX /1JIsl HOBOTO YTPYNYBaHHS 32 JIOTIOMOTOIO CITUCKY BuOopy. [licnst BuOopy mporo
pexxumy Bug ekpany [1K Oyzne Takum, sik 1ie moka3zaHo Ha puc. 1.

M| ISWPN: [lporHoaHpoBalye cocTasa H pecypca rpynnHpoBEH @

Pesicam paboTbi: |B|m;1I JAaHHBIX ANA HOBOH MPYNNUPOBKM j |
FpynnuposKa: |
MapaMeTpbl FIPYNNAPOBKY é

HHCAD THNOS 00 bEKTOR!

Thn oA beKTOE:

KonMuecTeo obbekTos!
MapamneTpel Tvna ofibekTa
HauaneHeli pecypc (4}
HauankeH. cpok cays, (r

Pecypc nocne MP {u):
,_

Cpok ciyxw. nocne NP (r):

JaKpeITE |

i

Makc. urcno MNP | |
,_

MNpoaon#MTENEH. NP (Mec)

MapaMeTpbl rEHEPUPOBEaHUA |
OETATOMHBIA pecype (4

ot An |
OCTATOUHEIA Cpok cymbel (roa)

or ,— a0 ,—

TMMT pacx. pecypca (4/roa):

ot A0 ,— NMapaMeTpbl MO ENMPOBaHWA

Nephoa skennvat.iroal: (20
TpebyemMble COCTAE W pecypc MHTepsan anckp.(mech 1

Tpeh. uvcno ofverTos: ’_ TekylWlaa AaTa! |07,12,2016 +

Tpeh. cyrm, pecype (Yol ’_ Havano akcnn,  |30.12.1699 -«
KonmdecTeo HTepaumi: |1
HTEpE. BapEMp. Lim (3]0

Pucynok 1 — Buxinnuii Bun expany I1K npu BBeeHH1 1aHUX AJ1 HOBOTO YTPYIyBaHHS

Jlns mpuKiaty BBEJIEeMO HACTYIHI BUXIHI JIaHi:
AAA - HallMEHYBaHHs YIpyIlyBaHHS;

N, =3 — KinbKicTh THIIB 00'€KTIB.
icns Beemenns N__ aBTOMaTHYHO 3aMOBHUTHCA CIMCOK THIIB O0'€KTIiB, SKHM OYIyTh

npucBoeHi ymoBHI iMeHa Tun-0, Tun-1, i T.1. Ha puc. 2 nokazanuii pparMeHT Gopmu 31 meperikom
BUOOPY «THn 00'€KTiB» B pO3rOPHYTOMY CTaHi.

MapamMeTpbl rpyYnnyMpoEKH

YMcno THNOE obbeKTOE: 3

THn ofbeKToE: |T|.-1n—l] - |

KonMiecTEo obLEKTOE:!

Pucynoxk 2 — [Nepenik BHOOpY THITYy 00 €KTIB
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VY po3MilleHHI HMXKYE €JIEeMEHTaxX BBEIEHHS / penaryBaHHs 3aBXAM BioOpakaeTbcs
iHopmartis, 1Mo BIAHOCHTHCS JO 3aJ1aHOi B IIBOMY CHHUCKY THUIy 00'ekTiB. KinbKicTh 00'€KTiB

CTBOPIOBAHOT yTPYIMyBaHHs ISl Pi3sHUX THIIB 06'ekTiB BBememo Hactymme: N, =3, N, =10

ta N, _,=30. Ilicna uporo ans xoxmoro THmy 06'exTiB B maneni Ilapamerpm Tumy 06'ekTa
BBEJIEMO HACTYIIHI JaHi (B pO3TISHYTOMY IIPHUKJIAAl IJIsl BCIX THITIB BBEJEMO OJTHAKOBI JIaHi):

Ri""= 1000 rox — pecypc HOBOTO 00 €KTY;

Ti"® = 10 pokiB; — cTpok ciyx0u HOBOro 06 ekty 0 1-ro IT1P uu 10 cnucanus;
Ri"! = 8000 rom — pecypc, 3 AKHii 3aMOBHIOE Mic/s poBeeHHs 11nP;

Ti"! = 8 pokiB — TepMiH cry6H 06'€KTa, AKUIA 3AMOBHIOE TIics poBeaeHHs I1P;

u0 . . . o
Ni = 2 — KUIBKICTH HJIP, SIKC IIOBUHHO 6YTI/I BUKOHAHO Ha 00'€KTI J0 UOr'o CIIMCaHHA,

7,; =1mec — tpusanicts nposesenns [1nP.

Hwxue, B naneni [lapameTpu reHepyBaHHs BBEIEMO HACTYIIHI JIaHi:

R1 =100 rox ta R2 = 10000 rox — Mexi iHTepBaly BapirtoBaHHS IOYaTKOBOIO pecypcy 00'eKTa;
T1 =T2 =10 pokiB — Mexi iHTepBaTy BapitOBaHHS [TOYATKOBOTO TEPMIHY CITYKOH,

L1 = 1000 roa/mic ta L2 = 1500 roa/mic — Mexi iHTEepBajdy BapifOBaHHs JIIMITY BUTpATH

pecypcy.

B maneni HeoOxinni ckian i pecypc BBeaeMo Taki gaHi:

N® =2 NP =852 N” =28

Twn-0 Tun-1 Tun-2

R” =R® =R"_ =50%.

T -0

B nanenu IlapameTpnl MoeJIMPOBaHUS BBOISTCS JaHHBIC:

T,= 20 pokiB — nepioJ eKCIuTyaTalii yrpyrnoBaHHs (1HTepBaJl IPOTHO3YBaHHS);
At = 1 Mic — iIHTepBaJl JUCKPETHOCTI 3MIHU MOJIEIBHOIO Yacy;

D0 =1.01.2018 — nara movatky nepiofy eKCIulyaTalii yrpyrnyBaHHs;

N, =100 (1) — kinexicTs iTepariii MomemOBaHHS;

A,] = 10 (0) — IHTCPBaJI Bap1rOBaHHA CCPCAHIX IHTCHCUBHOCTCH BUTPAYaHHA PECYPCY.

ITicna BBeneHH wi€l iHpopMallii MOTPiOHO HATUCHYTH (KJIallaHHSAM MMILI) KHONKY «30epertu
naH1». Bes BBenena ingopMmaiis 6yne 36epexena B bJI. [Iporpama aBToMatuuHo niepeiiie B pexxum
PoGora 3i 30epesxeHumu yrpynyBaHHsiMu. HaliMeHyBaHHS HOBOTO yrpylyBaHHS 3'SIBUTHUCS B
cnucKy 30epexkeHi yrpynmyBaHHs, SIK II€ IT0Ka3aHo Ha puc. 3. [Ipu oMy 3HaAXOAUTHCSA MPABOPYY
cnicok 30eperkeHi BapiaHTH MOPOXHIM, Tak K JUIS IOWHO CTBOPEHOI yrpynyBaHHS ii BapiaHTH
(peamizariii) 1me He TEHEPYBAJIUCS.

Jlami y KopucTyBaua € MOKJIMBICTh HACTYITHUX JIiHi:

- BUPOOJIATU JOCTIAHE MOJENIOBAHHS 13 30€peKEeHOI0 YIrpyNyBaHHAM - JIJIs bOTO MOTPIOHO
reHepyBaTH BapiaHT (peasizalliio) YrpynyBaHHS 3 33JaHUMHU IapamMeTpaMmi, 30€perTd CTBOPEHHM
BapiaHT B b/] 1 moTiM BUKOHYBaTH U1 HHOTO MPOrHO3HI PO3paXxyHKHU (B LIbOMY BUIAJAKY CTBOpEHA
YIPYIyBaHHS Ma€ CTAaTyC «BIPTyalIbHa»);

- 30eperTu BBeJCHE YIrpyIOBaHHS 31 CTaTyCOM «IIpU3HAYEHA [T KOPUCTYBa4ay i MPOJAOBKHUTH
BBEJICHHA HEOOXIHMX BUXITHMX JaHMX, 110 BHU3HAYalOTh IepeOyBarouu-Hs OO'€KTIB peanbHOi

YTPYILyBaHHS.
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M| [SMPN: [MporHoauposaHHe coctasa M pecypca FpynnHpoBERH E

Pexum pafioTer: |Paﬁo1'a € coxp rpynn1p j |

FpynnvpoBKa: AAA
¥ AanHTE PYMNHPOBKY

SaKpeITE |

MapamMeTpbi rpy

C BapHaHTBL

YWCNO THOE OfibekTos: 3

Thn ofiberToE: Twan-0 ~
Konwuecteo ofibextos: |3

MapamMeTphbl THna obbexkra
HauaneHeA pecypc (40 10000

HauaneH, cpok cays, () |10

Pecypc nocne MP {4); 5000

Cpak ciyxe, nocne MP (r): |8

Matc. wmcna MNP 3 leHepupoBaTh FPYNNUPOBKY ‘ COXPaHHTE KaK MRyNMHMPOBKY NONL30E3TENA |
1

MapamMeTpbl FreHEPYPOBaHHA |
OCTATOUHEI pecype (4]

ot |1 Ao |10000 |

QCTaTOMHEIF Cpok cnys#el (roa):

oT |10 Ao |ig

TNimMAT pack, pecypca (ufrog):
oT W A0 W MapaMeTpbl MOAENMPOBaHKA
Meproa akcnnyar.(roal ’20—
TpebfyeMble COCTAB W pECYpC VIHTEpBEN AMCKP. (MEC): ’1—
Tpeb, 4Hcno obbeKTos: ’3_ flara cosaanma:: 28.11.2018
Tped. CyMh, pecypc (%] ’507 Hauvano akcnn,  |02.02.2018 -
KOMM4ECTED HTEPALHA: W
MHTEepE. Bapskp. Lim (%):W

MpodonsKTensH, NP (Mec)

Pucynoxk 3 — Burmnsan expany IIK micist 30epexeHHs JaHUX HOBOTO yrpyIyBaHHS

TI'enepysanns eapianmie yzpynyeanns. J|Jis TeHepyBaHHS BapiaHTU YIPYITyBaHHS HEOOX1THO
BUOpaTH MOTpPiOHE YrpyNOBaHHA B CIUCKY 30epeikeHi yIrpynyBaHHs 1 IOTIM HaTUCHYTH KHOIIKY
«["enepyBatu yrpynyBanHs» (puc.3) SIKmo B JaHWH MOMEHT KHOIIKAa HE aKTHBOBaHA, HEOOXiTHO B
cnucKy 30epeskeHi yrpynmyBaHHSl KJIAIHYTH MUILICIO0 Ha BUOpaHoMy yrpymnyBaHHIo. Ilicis mporo
aKTHUBI3YEThCS KHOIKA «MoOJeNoBaT», a MOTIM, MICIs KJallaHHS Ha I KHOIII, aKTUBI3YETHCS
CIMCOK JOCTYHHHX PEKUMIB MpOrHo3yBaHHs (puc.4). [lyis 31iCHEHHS MOJENIOBaHHS MOTPIOHO B
LbOMY CIUCKY KJIALIHYTH MULICI0 HA 0OpaHOMY PEKUMI.

BbIOEpUTE pEMMM NPOrHOZHWPOBAHWA

1. HopMaTHBEHOE NNAaHHPOBAHHE
2. + NOCTAEKa HOBLIXK 00 BLEKTOB

Pucynok 4 — Criucok BUOOPY peXHMMiB TPOrHO3YBaHHS

Ha puc. 5 nokazana popma expany I1K. ogepayBana miciis 3aBepIieHHs Ipolecy MOJISTIOBaHHS.
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ISMPN: PeayiibTars moae/inpoBaHHA

Pexim pafioTor:  HopMaTwsHOE nnaHvposanve
TpynnHpoBKa: AAR-Tun-0 (3)-5
Thn oBbEKTOB: Tun-0 AaTa Ha4ana nepHoaa akcnnyataunk;  01,01,2018
Yhcno ofberTos: 3 A3Ta CeaHca MoASNHPOBAHHA 26.11.2018
RTah = 30000,0 4 CYMMARHEIR DECYRG 0,5645
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250004 -

20000 4N

MnaH peMoHTa H

15 000 CMMCaHMRA
S0% = 15000,0 4 H \ H

10 000 4 - - ---- N

5000 - -

18 18 20 21 22 23 24 25 26 27 25 29 30 31 32 33 34 35 36 37 33

roa
01.2018
KonuHecTE0 0OLEKTOE B IPYTMMPOEKE 0,8187
4
RO=3r5mec
3 Rl =167 0wec
N Tpef = 2 2 . - g U]
; MHos =0
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18 19 QD 21 22 23 24 25 28 27 QE 29 SD 31 32 33 34 35 EE 37 38 ron
01.2018 2028 2038
Konmuecteo nrepaumi: 1
Koadd. BaperpoBaH: 0
a) omna peamizamis (N, =1, KV, =0)
m
ISMPN: Peayinrarsl Moge/1HpoBaHHe
Pesr pafioTel.  HOPMATHBHOE NAAHWPOBaHWE
Mpynmvpoeka:  AAA-Tun-0 (3)-5
THN ofLEKTOE! Tun-0 AaTa Ha4ana neprioda skonnyaTaund:  01,01.2018
Yucno ofberToB! 3 AaTa ceaHca MoAEMHPOBaHHA 26.11.2018
RTaf = 30000,0 4 CynmapHbi pecype 0,5490
30 000
25000 f ---
20 000 § M,
MnaH peMoHTa K
135 000 CNUCaHHRA
0% = 15000,0 4
10 000
5000+ ---
18 18 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 I ron
01.2018
KonuHecTen OBbEKTOE B MOyNNMpOE e 0,8021
4
[ RO =31 4 we
3 1 1 ‘VW‘ Rl1=15r 8 nec
MNTpei=2 2 : : : : :
: : A NHos =0
1....'. .......... L P S M erme = 3
0 fq\( e SN .Mﬁnu,\.
18 19 ZU 21 22 23 24 25 26 27 28 28 30 # 32 33 34 35 35 37 38 o
01.2018 2028 2038
KonMYecTeo HTEpauMA: 100
Koathd. Bapemposar: 10

6) 100 peanizaniii (N, =100, KV, =10%)
Pucynox 5 — Burnszg ekpany 1K micns 3aBepiieHHS MOJE/IIOBAHHS B PEeXKUMI

Hopmamuene naanyeanns. Ha pucynKy HaBeIcHO 1Ba BapiaHTH PE3YJIbTaTiB MOJIETIOBAHHSL:
w1 wis 100 peanizauiii. opisusmmas rpadixis dymkuiii N (t) ta R, (t) ms max msox

BapiaHTIiB J103BOJISE OLIHUTH NMPHUOIM3HO BILIMB Ha BUJ TpadikiB 3amaroThest 3HaueHr N, Ta A”

Sxuio Ha dopMi 3 pe3ynbTaTaMi MOJETIOBAaHHA (pHC. 5) KIAHYTH MU-IIKI0 Ha KHomi «Iloka3atu
IUTaH», BIIKpHEThCS ¢Gopma 3 Tabiuuero. Y TpboX KpaiHIX copaBa IImanbTax TaOIMIli
B1J100pakaroThCsl OTPHUMaH1 B pe3yJbTaTl MOJIEIIOBaHHS HOPMATHBHI IJIAHOB1 AAaTH BIANPABJICHHS B
peMoHT 1 cnmcaHHS 00'exTiB. MOXHa JIeTKO MNEpeBIpUTH, IO OTPHMaHI IUIAHOBI JaTW TOYHO
BI/IMOB11at0OTh TpadikaMu, MoKa3aHUM Ha puc. 6.
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[Tpu GaxkanHi 30eperTu 3reHepOBaHUIl BapiaHT yrpymyBaHHS MOTPIOHO HATUCHYTH KHOIKY
«36epertu B B/I». Y mpomy Bumangky micisl 3akpuTTsa (GopmMu y cnucky 30epeskeHi BapiaHTH
3'AIBUTHCS PAJOK 3 HAlIMEHYBaHHAM 30€peKEHOT0 BapiaHTy, SK L1€ IIOKa3aHO Ha PUC. 5.

B [SMPN: TporHoaupoBanHe cocTana M pecypca fpynnHpoBRH El

Pescin paBoTor: |Pa6m'a € COXPAHEHHBIMU TPYNINHPOBKAMU ﬂ ‘

YaaNHTE rpynnHpoBKy
MapaMeTpbi rpynnvpoBKY C rpy C BapYaHTBE

Uncno ThHnos obberTos; 3 aaa AAA-THN-O0 (3)-1
THn oBBERTOE: Tun-0 _~ ALA_L
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E—
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ot |1000 Ao |10000 |

OCTaTouHBIA cpok crykdel (rog):

oT 10 40 10

Tt pac. pecypea (4froa):
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MNapaMeTpbl MOAENHPOBAHWA

MepHoa akcnnyat.(roak [zq

I (mec):
Tepoan anckp.(wec): || TpefyeMbie COCTaE W pECYPC
AaTa C03A3HHA: 28.08.2018 TpefyeMoe YMCNO OBLEKTOR:! |2

Hauano skenn, [02.02,.2018 _» TheByemoi oy, pecype (%6: [50

Pucynoxk 6 — 30epexeHo BapiaHT yrpynyBaHHs 3'sBuBcs mif iM'sm AAA-Tin-0 (3) -1

HaiimenyBaHHs 30epeXeHOro BapiaHTy aBTOMaTHUYHO (OPMYETHCS 32 HACTYIHUM IPABUIIOM:
IM'S yrpynyBaHHs- HalilMEHYBaHHSI THITY 00'€KTIB-KUIBKICTh 00'€KTIB B YIpylyBaHHI (B JIy)KKax) -
NOpSAAKOBUI HOMep BapiaHTa. B mopanbimoMy 11e iM's Mo>ke OyTH 3MiHEHO 3pyYHHM JUIsl KOpUCTyBaya
YUHOM. J[J151 KO>KHOTO 31 30€pe’KeHUX BaplaHTiB MOKHA BUKOHATH MOBTOPHE MOJIEIIOBAaHHS.

Jlis 1bOoro JOCUTh BUOpaTH y CHHMCKY 30epekeHHX BapiaHTIB MOTpiOHUI BapiaHT, MOTIM
HAaTUCHYTU KHONKY «MojentoBati» 1 BUOpaTH MOTPIOHUN pPEXUM NpOrHO3yBaHHS. PesynbTaTu
MO/IEJIIOBAHHS B10OPA3AThCS B TAKOMY K BUTIIAAI, SIK 1€ OyJI0 BXKe MMOKa3aHo Ha puc. 6.

BucHoBku

1. B po6oTi npoBeieHO MPOTHO3YBAHHS CKIIAJly Ta pecypcy yrpynyBaHHS 00 €KTiB BIHICbKOBOI
texHiku (OBT) Ta 3po6ieHo aHaii3 HOro BapiaHTiB.

2. lnsa Toro, mo0 yrpyrnyBaHHS MOTJIO BUKOHYBAaTH BCl 3aBJaHHS y BiJMOBIAHOCTI JO CBOTO
MPU3HAYCHHS, BOHO MOBHHHO 33J0BOJIGHATH BCTAHOBJICHMM BHUMOTaM 3a KiJbKICHUM Ta SKICHUM
CKJIaJIOM.

3. KimpkicHMIA CKJTaJl yTpyIyBaHHS BH3HAYA€THCS KUTbKICTIO OBT pi3HHMX THIIIB, HasBHHUX B
JaHUH{ MOMEHT 4acy 1 TOTOBHX JI0 HETaHOTO BUKOHAHHSA 3aBJaHb.

4. TlpoananizoBaHO OCTaHHI JOCJIDKEHHS B JaHIA TpeAMeTHIH 005iacTi, SKI HAaBEICHO B
BEJIMKIN KIIBKOCTI HAYKOBHUX POOIT, 110 PO3B SI3YIOTh POOIIeMy MPOTHO3YBAHHSI CKJIAy Ta PECypCy
yTpyIyBaHHsI 00 €KTIB BIMNCHKOBOI TEXHIKHM, BU3HAYEHO, 110 €JUHOTO KOMIUIEKCY AOCHTIIKEHb HE
icHYE.

5. MarematruyHa Mojiesb Ipoliecy BUTpadaHHs Ta nonoBHeHHs pecypey (IIBIIP) yrpynyBanus
pO3pO0JIEHO METOJOM IMITALIHHOIO MOJIENMIOBaHHSA 13 3aCTOCYBaHHSM YHIBEPCAJIbHOI MOBHU
porpaMmyBaHHs MPOLEAYPHOTO TUITY.

6. IIpoBeneHO MPOrHO3yBaHHA CKIaay 1 pecypcy cydacHux 3aco0iB OBT Ta iX yrpymyBaHHIO.
[TocTaBku HOBUX 00'€EKTIB MOJEIIOIOTHCSI B MOMEHTH Yacy, B SKi 3aJIMIIKOBA KUTbKICTh Mpale3JaTHIX
00'€KTIB B yrpyIyBaHHI 3HUKYETbCS HIDKYE JOMYCTUMOTO 3HAUEHHS.

7. Po3poOneHo reHepyBanHs BapiaHTiB yrpynyBanHs OBT Ta 3po0jeHO HOpMaTHBHE
TUTAaHYBaHHS.
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PhD Lenkov E.S.
FORECASTING THE COMPOSITION AND RESOURCE OF THE GROUP OF MILITARY
EQUIPMENT OBJECTS AND ANALYSIS OF ITS OPTIONS

The paper forecasts the composition and resource of the grouping of military equipment (weapons)
and analyzes its variants. Possible measures to replenish the composition and resources of the group may
be the supply of new weapons to the group, as well as effective maintenance and repair. In order for the
group to be able to perform all tasks in accordance with its purpose, it must meet the established
requirements for quantitative and qualitative composition. The quantitative composition of the group is
determined by the number of weapons of various types available at the moment and ready for immediate
execution of tasks. The number of object types and their distribution by type must meet the specified
requirements. To maintain the necessary efficiency of the group, it is necessary to replace new ones with
new objects of appropriate types, or fundamentally new types, including foreign ones.

The last researches in the given subject area which are resulted in a large number of the scientific
works solving a problem of forecasting of structure and a resource of grouping of objects of military
equipment are analyzed. Analysis of its version of the complex in full does not actually exist. This
necessitates the solution of scientific problems of forecasting the composition and resource of the grouping
of military equipment and analysis of its options.

The mathematical model of the process of spending and replenishing the resource (PVPR) of the
group was developed by the method of simulation modeling using a universal programming language of
procedural type. This allows, on the one hand, to implement in the model all the essential subtleties of the
modeling process and make the program compact, convenient for practical use.
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Forecasting of the composition and resource of modern weapons and their groups has been carried
out. The modes of normative planning of terms of repairs and write-off of objects modeled at the time of
resource consumption are considered. Deliveries of new facilities are modeled at times when the residual
number of operational facilities in the group falls below the allowable value. For new objects received in
the group, PVPR is modeled in the usual way, just as for all other objects. Generation of options for
armament grouping and normative planning have been developed. The name of the saved variant is
automatically formed according to the following rule: name of grouping - name of type of objects - number
of objects in grouping (in brackets) - ordinal number of variant. In the future, this name can be changed in
a user-friendly way. You can re-simulate for each of the saved options.

Key words: forecasting of composition and resource of grouping, objects of military equipment,
maintenance and repair, mathematical model, delivery of new objects, generation of variants of grouping.
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AHAJII3 ICHYIOUMUX CUCTEM IMACUBHOI JIUCTAHIIIMHOI PO3BIJIKA HA
OCHOBI CEUCMOAKYCTUYHOI'O MOHITOPUHI'Y

Poboma nos'azana 3 npogedenHaM ananizy iCHyIO4UX CUCHEM NACUGHOI PO3BIOKU W 000 RIOBUUIEHHA
mounocmi 6u3HaAUeHHs KOOpOuUHam 06'ekmie (yineii) npomusHUKa ma cCKOPOUeHHA uacy nepeoaui OaHux.
Y menepiwniit yac 3nauno eupic oocaz 3aeoans, Axi eupiuiye posgioka. Iliosuwunuca eumozu w000 vacy
nepeoaui 0anux i mouHOCMi 6U3HAUEHHA KoopouHnam 00'ckmis (yineii) npomuenuxa. Ha nepuiuit nnan
6ce zocmpiuie UCYBAEMbCA (PAKMOP Hacy, Modmo KpaiHe CKOPOUEHHA UYUKITY “BUAG/IEHHA — 00N0GI0b —
6ionoeiov”. Ilpu ybomy eumazacmovca maxa MoOYHICIMb GUIHAYUEHHA MICUENOSI0MHCEHHA NPOMUBGHUKA, AKA
0 0036013114 8i0pA3y HAHOCUMU NO HLOMY YPadiceHHA. B Oinvuocmi eunaoxis, 0131 OucmanyiitHoi po36ioKu
GUKOPUCMOBYEMBCA OEKiIbKA DPI3HOMUNHUX CUCHEM, MOMNCIUGOCHI AKUX OONOGHIOWMb O00HA OOHY.
ITiomeepostceno wio na oanuil yac wWupoKe 3acmoCy8anHs 3HAUWIU CUCHEMU, W0 NOOYO06AHI HA OCHOGL
GUKOPDUCMAHHA CEUCMIYHUX MA AKYCMUYHUX Oamuukie ompumannsa ingopmauii. Ilposeoenuit ananiz
PI3HOPIOHUX cucmeM PO3BIOKU 0038071A€ GUOLTUMU CElICMOAKYCMUYHI cucmemu, AKHAUOIIb ehekmueni
01 GUPIWEHHsA 3a0ay NO GUAGIEHHIO ma nejieHzauii no3uuiii cmpinaruoi apmunepii ma 3adaui
GU3HAUEHHA (haKmy nopyuieHHs KOPOOHY 3 ROOAIbULON i0enmudgikayicro, 3a yMoeu 6e0eHHs GilicbK06oT
Ppo36ioku. QOrpyHmosyemuvca HeoO0XiOHICHb KOMNIEKCHO20 GUKOPUCHAHHA PIZHOMAHIMHUX CUCHIEM
OUCMAHYINHOI PO36iOKU 3 PI3HUMU QI3UUHUMU G1ACMUBOCMAMU 00360J1A€ pPO3wiupumu ix oodnacmop
GUKOPUCMAHHA, G MAKOMC 3MEHWUMU 6NJIUE NPUPOOHUX 6/1ACIMUEOCHeEll HA AKICMb pe3yibmamis
GUMIpIOGAHD.

Jlna eupimienna nocmaeienux 3a60ansb po3eioKU RPONOHYEMbCA CIEOPUMU THMEZPOBAHY NACUGHY
cucmemy MOHIMOPUHZY HABKOTUUWIHBLO20 NPOCMOPY 3i CYKYHHICHIO CRIIbHO (PYHKUIOHYIOUUX CelicMOo-
AKyCMUYHUX MA ONMUKO-e/IeKMPOHHUX O0AmMUUKI8, 3Ac00ié 36'A3Ky, 00UUCIOBANbHUX | HPOZPAMHUX
3acobie, 3acobie ynpaeninua i iHOuKauyii, NPUIHAYEHUX 011 OMPUMAHHA THHOpmayii npo piznozo pooy
00'ekmax, 00'cOnanna ingopmauii, w0 nocmynae, 6i0 Ooamuuxie i 6i000padsceHHA pe3yAbLMYUoT
ingpopmauii.

Kniouoei cnoea: nacuena po3eioka, cucmemu, ceiicCMOAKYCIUYHUIL MOHIMOPUH2, OAMYUK.

Beryn. I1ig yac akTUBHOTO PO3BUTKY CHCTEM JUCTAHIIIHOT PO3BIIKM POJIb JFOAUHU 3BOJUTHCS
MIPaKTUYHO 10 MiHIMyM. Ha 3aMiHy JTI0AMHYM IPUXOJATh CYy4acHI, Ha/l1iH1 3aCO0HU 1 CUCTEMU OXOPOHH
1 poBiJIKM HeOEe3MEeYHUX TEXHOTCHHUX Ta BINCHKOBUX 00’€KTiB. Taki CMCTEMH BUMAararoTh MiHIMyM
00CITyrOBYIOUOTO TEPCOHATY Ta MIHIMYM MPOBEJEHHS POOIT 1O 0OCITYTYBaHHIO Ta HAJIAITYBAHHIO.
AKTyaJbHICTb POJII CHCTEM IMCTAHIIIHOT PO3BIAKHM MiJBUILYETHCS B MEPIOJ BEACHHS JIEPKABOIO
OoMoBUX il Ta aKTUBI3alil 11 PO3BIAYBAIbHO-IUBEPCIMHUX MiAPO3ALIiB. B OUIbIIOCTI BUNIAAKIB,
JUI AMCTAHIIIMHOI PO3BIAKM BUKOPHCTOBYETHCS JEKUIbKA PI3HOTUIIHUX CHCTEM, MOKJIMBOCTI SKHX
JOTIOBHIOIOTH OJTHA OJIHY.

Bce 1e Bumarae mmpokoro BIPOBaJKEHHS Yy Bificbka HOBHX TEXHIYHUX 3aC00IB PO3BIAKH.
3pocTaHHs 00cATY 3aBIaHb PO3BIAKH, 3 OTHOTO OOKY, 1 CKOPOUEHHS Yacy Ha iX BUKOHAHHS, 3 IHIIOTO,
BHMAraroTh MOCTIHHOTO yI0CKOHAJIEHHs 3ac001B Ta CrlOoco0iB 31iICHEHHS PO3BIIAKH.

3aBJaHHA CBOEYACHOTO BUSBIIEHHS Ta TOYHOI Kiacuikaiii pyxoMUX Ha3eMHHUX O00'€KTIB
BXOJUTh B YMCJIO NPIOPUTETHUX 3aJad IS CHJ PO3BIAKH, OXOPOHM BAXKIMBUX OO €KTIB Ta
3a0e3neyeHH1 Ha/lIHHOT Oe3MeKH 00’ €KTIB OXOPOHU Ta CYXOMYTHUX KOPIOHIB.

Merta crarTi. [lonsirae B npoBeneHH] aHai3y ICHYIOUMX CHUCTEM TUCTAHIINHOI PO3BIAKU Ta
OOTpYHTYBaHHI CTBOPCHHS I1HTETPOBAHOI TMACHMBHOI CHCTEMH MOHITOPHUHTY HABKOJIMIITHBOTO
IPOCTODY.
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OcHoBHa yacTHHA. PO3BiIKa € HaMBaKJIMBIIIUM BHIOM 3a0e3meueHHs OOMOBUX il BIHCBHK,
BOHA € CYKYIHICTIO 3aXO[iB YCiX KOMaHIWpPiB 1 ITa0iB i3 METOI0 CBOEYACHOTO OTPHUMAHHS
iHpopMarii mpo MPOTUBHHUKA, MiCLEBICTh, KIIIMATHYHI 1 TOTO{HI YMOBH B pailOHI MaltOyTHIX O0HOBHX
i 3 METOK HaWOUIbIT e()EeKTHBHOrO 3aCTOCYyBaHHS CBOIX CHJI 1 3ac00IB IMOJO0 ypaKEHHS
MPOTHBHUKA. Y TEMEPIlIHIN Yac 3HaYHO BHpPIC 00CAT 3aBIaHb, sIKi BUpIlIye po3Biaka. Pazom 3 Tum
TEPMIHHU iX BUKOHAHHSA CYTTEBO CKOPOTHJIUCH. [11IBUIIMIIMCS] BUMOIH LIOJI0 Yacy Nepejadl JaHuX 1
TOYHOCTI BU3HAYEHHS KOOPAUHAT 00'€KTiB (1iJIeil) MpOTHBHUKA. 3aCTOCYBaHHS IPOTUBHUKOM HOBHUX
JANeKOOIHMX, BHUCOKOTOYHHX, BCEIOTOJHHMX 3acO0IB ypa)K€HHs, BHCOKAa PYXOMICTb BIHCHK,
MOOUTBHI ¥ pimryui ix aii mig 9ac ©00 CTaBIATH A0 PO3BIAKM MiJBUINEHI BUMOTH, (PaKTHUYHO
po3mupioroun Gazy akTUBHOI i po3BIIKH 10 11J101000B01. [ 1-3] HuHI HeqoCcTaTHBO TIIBKU BUSIBUTH
npoTuBHMKA. Ha mepmuii nmian Bce rocTpimie BUCYBAEThCA (DaKTOp Hacy, TOOTO KpaliHE CKOPOUYEHHS
IUKITY “BUSIBJIEHHS — JIONOBib — BiimoBiaAb”. [Ipy 11b0My BUMaraeTbcs Taka TOYHICTh BUSHAUCHHS
MICIIETIONIOKEHHS IPOTUBHHUKA, IKa O JO3BOJISLIA BiZJpa3y HAHOCHUTH [0 HbOMY ypaxkeHHs. OTHOUacHO
1 caMm mpoliec BHUSBIJICHHS INPOTHBHUKA 3a3HaB 3MiH BHACIHIJOK 3aCTOCYBAHHS HUM PI3HOMaHITHHUX
3aco0iB, SIK TACHBHUX — TPUXOBYBAaHHS CBOIX Jiif, TaKk 1 AaKTHBHUX — IIPOBEJCHHA
KOHTPPO3BIyBaJIbHUX 3aXO/IB.

Ceiicmiuni cucmemu po3eioku. Ilin ceficmiunoro posinkoro (CP) posymierbest moOyBaHHS
iH(hOopMalii NIITXOM BUSBJICHHS 1 aHaTi3y JedopMalliiHUX Ta 3CYBHHUX IOJIB B 3¢MH1i MOBEPXHI, 1110
BUHUKAIOTh i BIUIMBOM pi3HUX BHOYXiB [1]. CP BH3Hauae: KOOpAMHATH EIILEHTPY BUOYXY,
HOTYKHICTb 1 4ac BUOYXY, KUIbKICTh BUOYXIB B IpyIli. CelicMiuHUI MeTOA BUSIBIICHHS 1 11eHTHDiKaLii
SIEPHUX BHOYXiB OTPHMMAaB 3arajbHEe BH3HAHHS SK OJMH 3 OCHOBHHUX, KpIM BHOYXiB B KOCMOCI 1 B
MOBITPI HAa BEJIMKHX BHCOTAaX (MOHAJ JEKUIbKA JeCATKIB KiomeTpiB). CeWCMiYHMA METO.
3aCTOCOBHH JUUIsl BUSIBJICHHSI SIICPHUX BHOYXIB SIK Ha MalliX, TaK 1 HA BEIUKHX BIJICTaHSX, IO
nocsiraroTh 70 17 000 kM [2].

CeiicmiuHa pO3BiJKa € CKJIaJHOIO BHCOKO IHTETPOBAHOIO Ta JAWHAMIYHOIO CHCTEMOIO. Y Hil
BiIOYBarOThCS MIPOLIECH MPUIOM 1 3alUC NMPYXKHUX KOJIMBAHb B TOUKAX CIIOCTEPEXEHHs, 00poOKa i
IHTEepIIpeTallis CeHCMIYHUX 3aIMCIB, HAMBAKJIMBILINMHU 3 SIKUX € 30y/DKEHHS CEHCMIYHUM JHKEPEIOM
NEPBUHHUX XBHJIb, MOIIKUPEHHS X B F€OJIOTTYHOMY CEPEOBHUIII 3 YTBOPEHHSIM HA HEOJAHOPITHOCTSIX
BTOPUHHHX XBUJIb.

IcropuyHi  ycmixu 3acTOCyBaHHS CEMCMOJATYMKIB B PO3BIAYBaJIbHO-CUTHANI3AIMHUX
npuiagax (PCII), npuzHadeHux st po3BIAKY HA3eMHUX PYXOMUX 00'€KTIB B MEPIY YEPT'Y HAIEKATh
CIIA. Bucoka edextuBHicth 3actocyBaHHs PCII mpuBena 10 OCHaIleHHS LUMH HpUiIaJamMH
30poiinnx cui coro3HukiB CIIA, a Takox 10 po3poOKH iX aHAJIOTIB Y psi/il IHIIUX KpaiH. TunoBuMu
3pa3KkaMu TaKMX aBTOMATUYHHUX CUCTEM SIBIISIOTHCS:

Cucrema CLASSIC 2000 (¢pipma Thales, ®paniis). Cucrema BUKOPUCTOBY€EThCS B 42 KpaiHax
CBITY, BKIIO4arouu 12 kpaiH, mo BxoaiaTh 1o ckinany HATO. CeiicMiuyHMI [aT4MK CHCTEMH
3a0e3neuye BUSBIICHHS JIIOJMHU B 1ana3oHi BiJ 1 10 80 MeTpiB, a 1erkoBoi MainHu — 110 250 MeTpiB;

Cucrema REMBASS II (pipma L - 3 Communications - East, CIIIA). Cuctema 3HaX0JUTHCS
Ha 030pO€HHI CUJI CTIELiaIbHUX OIepalliil, CyXOMyTHUX BIMCHK 1 BilicbKOBO- moBITpsiHUX cuil CIIIA 1
I3painro, ycninmHo 3acrocoByBainacs B Ipaky 1 Adranictani. KoMriekcHUI 1aTYMK CUCTEMH, 110 Ma€e
CEeHUCMIYHUHN 1 aKyCTUYHUN KaHalu, 3a0e3euye BUSABJICHHS JIOJWHUA Ha JAIbHOCTI 0 75 METpiB,
BaHTa)KHOT'O aBTOMOOLIA - 10 250 MeTpiB, T'YCeHMYHOI MaInHu - 10 350 MeTpiB;

Cuctema Improved Air Delivered Sensor (IADS) (dipma Northrop Grumman Electronic
Systems sector - ATE/Simulation, CIIIA), 3a0e3neuye BUSIBICHHS K Ha3eMHHX, TaK 1 MOBITPSIHUX
o0'extiB. Hactynuuii Bapiant cuctemu [ADS Il nomatkoBo 3a0e3nedyBaTvMe BUMIp KOOpAMHAT 1
poO3mi3HaBaHHA 00'€KTiB;

Cucrema SEMAG (dipma Hirtenberger AG, Asctpis). Cucrema BKIIIOYae CEHCMIUHI 1
MarHiTOMETPUYHI JAATYMKH 1 3aCTOCOBYETHCS JJISi BUSABICHHS TAaHKIB 1 ympaBiiHHA MiHamu. Ls
crcTeMa € TPUKJIIAIOM IIHPOKOTO KJIacy CUCTEM YIPaBIIiHHS MiHAMHU 1 MIHHUMHU 1TOJIsIMHU [ 3].

AKycmuuni cucmemu po3eioku. 1lin aKyCTUYHOIO PO3BIAKOIO PO3YMIETbCS OTPUMAHHSA
iHopmarllli mIIAXoM TPHHOMY 1 aHami3y aKyCTUYHUX CHUTHATIB 1H(Pa3BYKOBOTO, 3BYKOBOTO,
yIBTPa3BYKOBOTI'O Jlialla30HiB, 1110 MOIIUPIOIOTHCA B MOBITPSHOMY CEPEOBHUIII BiJl 00'€KTIB PO3BIIKU
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[4]. AkyctruHa po3Binka (AP) 3abe3neuye otpumanHs iH(OpMAIIii, IO MICTUTHCS 0€3MIOCEPETHBO Y
BHUTOJIONTYBaHIA a00 BiATBOPHIN MPOMOBI (aKyCTHYHA MOBHOI PO3BIJIKH), @ TAKOX B IMapamMeTpax
aKyCTUYHUX CUTHAIIB, SIKI € CYIMyTHIMHU MPH POOOTI 030pOEHHS 1 BIHCHKOBOI TEXHIKM, MEXaHIYHUX
o0JlamTyBaHb OPITEXHIKY 1 IHIIUX TEXHIYHUX CUCTEM (aKyCTHYHA CUTHAJIbHA PO3BiaKa) [4].

CyxomyTHi Bilicbka 3apyODKHUX KpaiH IIUPOKO BHUKOPHUCTOBYIOTH B3a€EMOJOIOBHIOIOU]
(KOMIIJIEKCHI) CUCTEMH, IO JI03BOJIsI€ €(hEKTUBHO BECTH PO3BIJIKY 1 CIIOCTEPEKEHHS y OYIb-SIKUI Yac
100U Tipu OYIb-sIKiid BUTUMOCTI 1 TOTOII.

[Tonpu Te, mo aeski 3 icuyrounx PCII 37aTHI BUSBIATH JIITAIBHI anmapaTty, OCTAaHHIM 4acoM
MiABUILEHUHA 1HTEpPEC TMPOSBISAETECA O HOBUX CHUCTEM, CHEIialbHO CKOHCTPYWOBaHMX ISt
BHSIBJICHHSI BEPTOJIBOTIB 1 JIITAKiB HA MajJuX BHUCOTaX. Taki CHCTEMH B)Ke 3'SBHIIMCS Ha 030pOEHHI
cyxonytHux Bilicek CLIA, ®@panii i [3paimto. Jlo Takux cuctem BiTHOCATHCS:

Awmepukanceka cuctema MANPAC - 100. 3aGesnedye BUSABICHHS, pPO3Mi3HABaHHS,
BU3HAUCHHS a3uMyTa 1 KyTa MicCIsl BEPTOJBOTIB, IO JIETATh HHU3HKO, TBUHTOBHUX JITaKiB 1
JTUCTAHIIMHO KepoBaHUX O0e3ninoTHUX JdiTanbHuX arnapatTiB (BJIA). s cucrema y kinmi 1990-x pokis
MIPOXO/MJIa TONIBOBI BUIIPOOYBAHHS 1 MPU3HAYCHA JUII BUKOPUCTAHHS CYXOIyTHUMH BIHCHKaMH B
MepeOBUX IIAPO3JLIaX MPOTHIOBITPSIHOT OOOPOHHM, 030pPOEHUX TEPEHOCHUMHU 3EHITHUMH
paketHuMu Komiuiekcamu "Ctunrep" [3, 5].

Opannyspka cucrema HELISPOT (Balise Acoustique Classification Helicoptere). Cuctema
MOJKE€ 3aCTOCOBYBATHCS SIK OKpeMa aKyCTHYHa cucTema abo B rpymi mis yTBOpeHHsS "Oap'epy"
BUSBIICHHSI B IIMPOKOMY ceKTopi. BoHa dopmye neneHru Ha BUSIBICHI O0'€KTH 1 3 BIPOTiIHICTIO
3a0e3neuye aBTOMATUYHE PO3IMI3HABAHHS JECATH THUIIB BEPTOJBOTIB, aKyCTUYHI MOPTPETU SKHUX
3aKiajeHi B oOnamTyBaHHsS cucTeMu. [Hdopmallis Mpo TUMN 1 MENEHT BUSABICHOTO BEPTOJIHOTY
nepelaeTbcsi BOYAOBaHMM B CHUCTEMY YJibTpakopoTkoxBuwiboBUM (YKB) mnepenaBauem Ha
LEHTPaIbHUI MpPOLEeCop, L0 3HAXOJUTHCS HA IOCTY CIIOCTEPEKEHHS, KU MOXE OJHOYACHO
npuiiMaTe i 00po0OssaTH naHi Bix 16 cucrem. Crucrema 3a0e3nedye BUSABICHHS JIETKUX BEPTOILOTIB B
HOpMaJIbHUX MOTOJJHUX YMOBAaX Ha BiACTaHi 2 - 5 KM, BaXKHX, - 10 12 KM (TIpu CUIIBHOMY BITpPH - 10
4 kM), a TaKOXK iX MeJIeHralisd 3 TOUYHICTIO Bij 2 10 20 rpaf., 3ajIeXHO0 Bl BiJICTaH1 1 yMOB [5].

I3painsebka cucrema HELISPOT. Bona Bkitoyae akyCTUUHHMM TpUiIaj, 0 pO3MIILyeThCsl Ha
3emuti a00 TpaHcmopTHOMY 3aco01l. Cuctema 3a0e3neuye BUSBICHHS, PO3IMI3HABAHHS 1 TIEJICHTAIlI0
BEPTOJIBOTIB, 110 JIETATh HU3bKO, Ta BJIA Ha nanbHOCTI 10 3 KM 3 TOYHICTIO 710 3 rpaa. AKYCTUYHUN
Mpuiiaj, BKJIIOYae MIKpO(OH 1 KiIacu(ikaTop, 110 BHU3HAYAE THUI LI MO CIEKTPY aKyCTHUYHOTO
CUTHaJly, 1110 npuiiMaeThes. [HGopmarltis npo BuABIeHY 1ib nepeaaeThes no YKB paniokanamy ado
JPOTSHIM JiHIT 3B'13KYy Ha MOCT 300py po3BiAaHuX [5].

I3painbsebka cucreMa ROAD BUKOPUCTOBYE aKyCTHUHUM Mpuiaj, 1o 3a0e3nedye BUSBICHHS
CEpeIHIX BEpTOJIHOTIB Ha BiACTaH1 | - 2 KM, BEJIMKUX BEPTOJBOTIB - 0 2,7 KM, a TAKOK BEPTOJIbOTIB
110 3aBUCAIOTh Ha MAJIUX BUCOTaxX - 110 2,5-3 kM [6].

Po3rnsinyTi cucTeMu BUKOPUCTOBYIOTh TUIBKHM aKyCTHYHI XBUJI1, IO TOIIMPIOIOTHCS B TIOBITPI.
B Toli ke yac excrepuMeHTalbHI JOCHTIKEHHS MTOKa3yI0Th, 110 HAPIBHI 3 aKyCTUYHUMH XBHIIMU
MOKHa €(DEeKTUBHO BUKOPHUCTATH 1 CEMCMIYHI XBWII, 110 MOIIMPIOIOTHCA B 3eMil. KombiHOBaHa
00poOKa aKyCTUYHMX 1 CEHCMIYHMX XBHJIb MOXKE ICTOTHO MiJBUIIMTH €(EKTUBHICTH PO3BIJIKH.
AKYCTHYHI XBWJII, 110 TOUIMPIOIOTHCS B MOBITP1, MPUIMAIOTHCS aKyCTHUHUMHU MiKpodoHaMH, 1110
NEPEeTBOPIOIOTh AKYCTUYHUHA THUCK B EJIEKTPUYHMNA CUTHaJ. AHAIOTIYHO CEHCMIUHI XBHII
MOIIMPIOIOTECS B IOBEPXHEBOMY IHIapl 3eMJl 1 MEPEeTBOPSTHCS CEUCMIYHUMH JaTYMKaMU B
€JIEKTPUYHHI CUTHAI, 1110 B1JIMOBIIA€ KOJIUBAHHAM IPYHTY.

[TommpeHHs aKyCTUYHUX XBWJIb 3AJICKHUTH BiJl CTaHy atMoc(hepH, a MOMHNPEHHs CeHCMITHIX
XBHWJIb - BiJl CTPYKTYpH, CKJIa/ly 1 CTaHy IIOBEPXHEBOI'O IIapy 3EMIIL.

Ceitcmoakycmuyuni cucmemu po3eioku. Y cyxomytHux Biickkax CIHIA Ha 030poeHHI
3HaXOIAThcs po3BimyBanbHe-curHamizaniitni npudopu (PCII) "Pembacc" (REmotely Monitored
BAttlefield Sensor System - REMBASS) tpbhox nokosinb [5]. BoHu mpu3sHadeHi st paHHBOTO
BUSIBJICHHS, BU3HAYCHHS MiCLs pO3TAILllyBaHHA 1 1IeHTH(IKAI] HA3eMHHUX PYXJIMBHUX 00'€KTIB 1 LIEH,
B IIepIIy Yepry MOOITbHUX MTYCKOBUX YCTaHOBOK ONEPATHBHE-TAKTUYHUX PAKET, 3eHITHUX PAKETHUX
KOMILIEKCiB 1 OoioBux mamuH. Cucremu "Pembacc" ycix MOKONIHb pO3rOpTAlOTHCS B TaKTUYHIN

54



ruOuHI 60HOBUX MOPSAIKIB CYIPOTHBHMKA, @ TAKOXK y OOHOBHX MOPSIIKAaX Ta THITY CBOIX Biiichbk. 1o
ix ckimany Bxonate PCII, pagioperpaHcisiTopu, 3aco0u mpuitomy 1 00poOku nanux. Po3BimyBaabHO-
CUTHAJI3alliiHI MPWIATU PO3ropTaroThes Ha Biacradi 50-350 M OoIMH B OJHOTO HA HAWOLIBII
BIPOTIIHMX HampsiMax pyxXy MOOUIbHHMX OO'€KTiB (IIOpOTrH, ImepenpaBu Ta 1H.). BoHH MOXYTh
BCTAHOBJIIOBATHCS SK BPY4YHY, TaK 1 3a JomomMororo asiamii, i aptuiepii. Koxen PCII Bxirouae
JATYMK, pajionepenaBad, eJICKTPOHHUA OJIOK 1 aKkyMyJIATOpHY OaTapero. [[eski mpuiagym MOXYTh
OyTu 3a0e3redyeHi MPUCTPOSIMU CaMOJIIKBifamii i GoToeneMeHTaMu JUIsl X BKIIIOYCHHS TUIBKH B
TEMHHUH yac 10o0u.

CeilicMiuHI JaTYUKW YJIOBIIOIOTH KOJMBAHHS IPYHTY, PYXU JIIOJAMHHM, IO BiOYBalOTHCS B
pe3yibTaTi Horo pyxy - 10 75M. Ta TpaHCIIOPTHOTO 3aco0y - 70 350M. B SIKOCTI 4YyTIMBUX €IIEMEHTIB
B HUX BUKOPUCTOBYIOTHCS 3ariauOiieHi y IpyHT reodonu. JanpHICTh Ail IMX NMPUIIALiB 3aJI€KHUTh BiJ
piBHS 1 XapakTepy (OHY HaBKOJUIITHBOTO CEHCMIYHOTO IIIYMY 1 TUITY TPYHTY.

Ha 036poenni 3C Pocii 3HaX0qUTbCs KOMIUIEKCH pPO3BidyBalbHE-CUTHANI3ALIMHUX 3ac00iB
1K18 "Peanis", sskuii mpu3HauYEHUN IS TUCTAHIIITHOTO BUSBICHHS MEPECYBaHHS 0COOOBOIO CKIIaay
(o 70 M.) Ta TexHiku (70 500 M.) y THITy CYIPOTHBHHKA 1 HAa TPAHUIISIX BIPOT1IHOTO 3ITKHEHHS 3 HUM
Ta repenayi BiIOMOCTEH MPO BHSBIIECHI 00'€KTH MO padiokaHaly B MaciiTadl yaci, OJU3bKOMY A0
peasbHOrO.

ManorabaputHa po3BilyBalbHO-CUTHaMI3al1iHOT anapaTypa 1K124 " TabyH" npu3HaueHa s
JMCTAHIITHOTO BHUSIBIICHHS ITEpPECyBaHHA 0CO00BOTO CKiIaxy - 10 50 M. Ta TexHiku - 10 200 M.

BbpuTancbka nepeHocHa cuctema AUCTaHLIMHOTO criocTepexeHHs Tobias mae Bary 6e3 6arapei
xuBJIeHHS 6,35 Kr 1 80 ceficMiuHMX naT4yrKiB (Bara Ko>xHoro 0,075 Kr), 0 CHOMYYarOThCs APOTAMH.
JlanbHicTh BUSBICHHS JIIOJIUHU, 10 pyXaeTbesd, 10 300 MeTpiB, a cama cucTeMa IepeKpruBae MpocTip
paxiycom 2,4 xm [7].

[TomanbmvM pO3BUTKOM MPUHIUIIB 00'€THAHHS JaHHUX, [0 XapaKTEPU3yIOTh OKpeMi 00'€KTH
CIIOCTEpEKEHHS, € ifes "moeananHs qaryukiB". TepmiH "moeTHaHHS AaTYUKIB" BU3HAYAETHCS TAKOK
AK "31MTTA po3BigyBanbHUX qaHux" (intelligence fusion).

[ToennanHs AATYMKIB MPUIYCKAE IHTETPAIlI0 1 aHANI3 JaHMX BiJl 3aCO0IB BUSIBJICHHS 1 €
mporecoMm 300py 1 y3araidbHEHHsI JaHUX 32 BHU3HAYEHHSM MICIS PO3TallyBaHHS 1 ideHTH}IKaIii,
OTpUMaHMUX BIJl PI3HUX AAaTyuKiB (BUIOBIM iHQopmarii, PJIC, po3niznaBanHsa curHanis (Signal
Intelligence SIGINT), BusBIeHHS pyXy), B LIIIX OTPHUMAHHSA €IUHOI KOMIUIEKCHOI KapTUHU
HaBKOJIMIIIHBOTO OTOuYeHHsA. [loeqHaHHS MaTYMKiB, B TIPOIECI SKOTO OOPOOISIOTHCS J1aHi, M0
MOCTYMAIOTh B PI3HUX JIKepelsl, CIpsSMOBaHE HAa OTPUMAHHS TOYHILIIM, HaAIMHINIK 1 TOBHIIIH
1H(popMallii B TOPIBHAHHI 3 1HOPMAIIIEIO, 110 OTPUMYETHCS B1J] OKPEMOTO JIXKEpesia 1HAUBIAYaJIbHO.
ITin inTerpoBanoto cucreMoro MOHITOPUHTY (ICM) HaBKOJIHMIIHBOTO MPOCTOPY PO3YMIIOTh
CYKYIHICTh CHUIbHO (DPYHKITIOHYIOUMX JTATYMKIB, 3aC00IB 3B'SI3KYy, OOYHCIIOBATIHHHUX 1 MPOTPaMHUX
3aco0iB, 3ac00iB YHpaBIiHHA 1 IHAMKALIl, MPU3HAYEHUX Ui OTpUMaHHA iH(opMarii mpo pi3HOro
pony o0'exTax, 00'eqHaHHS 1HPOpMaIlii, 10 MOCTYIAE, BiJl JaTUYUKIB 1 BITOOpaKeHHS Pe3yJIbTYH0UOi
iHpopmanii. HaitBaxxnusimy pons B ICM rpatoTh iH(opmariiiHi AaT4WKM, TaKTHKO-TEXHIYHI
XapaKTePUCTHKU SIKUX BU3HAYAIOTh MOXKIIMBOCTI BUCOKOE(EKTUBHOTO (DYHKI[IOHYBaHHS [8].

[HmIa cuTyallis MOXe CKJIagaTHCs 3 OTPUMaHHSIM BiJOMOCTeH mpo ctaH 00'ekTiB ab0 mpoIieciB
Ha BEJIMKIM TepUTOpii Mpu oOMexeH1i nambHOCTI Aii iHpopMamiifHuX AaTyukiB. B 1ipoMy BUManky
JIOBOJIUTHCS 00'€HYBaTH 1H(OpMaIlilo, 10 MOCTYNAE BiJl MPOCTOPOBO PO3HECEHUX JATUHUKIB,
CYKYITHa 30Ha OISy SIKMX 3a0e3rneuye MepeKpUTTS YCiel MOl TePUTOPii, 0 KOHTPOJIOETHCS.
HaiiGinpm ckmagHUM € MOE€IHaHHS MaTYMKIB B CHCTEMaxX reompocTopoBoi po3Bimku (Geospatial
Intelligence Systems - GIS), 1o npeacTaBIsAOTh BaXIWBUN IHCTPYMEHT BEICHHS OOHMOBHX JIiid.
[Tpuknagom Takoi cHCTEMH € MepexeBa po3BigyBaibHa cuctema Imilite i3painbebkiii KommaHii
Rafael Advancend Defence Systems [9]. Cucrema mnpu3HadeHa i BUKOPHUCTAHHS JICKIIBKOX
BUJIOBUX JaT4YMKiB, OTPUMaHHA 1 OOpOOKM JaHMX B YHI(QIKOBAaHOMY BHJI JJs IOLIUPEHHS
KOpHUCTyBavaMm 1 KJII€HTaM.

[MoenmnanHss AAaTYUKIB CHpusie 30UTBIIEHHIO YITKOCTI 300pakeHb. 30Kpema, KOJIU
BHKOPHUCTOBYETHCS TIILKM OJWH THIN JAaT4yWKa, TO MPH WOro (yHKIIOHYBAaHHI B YMOBaxX MOTaHOI
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noroau abo il HECHPUATIMBUX YMHHUKIB, OOYMOBJIIEHHUX BEICHHAM OOHOBHX [ili, OTpUMaHHs
YiTKOTr0 300paKeHHS MOKE BUSBUTHCS HeMOkauBuM [10].

[IpoBeneHuit anamiz Pi3HOPITHUX CUCTEM PO3BIIKU JO3BOJISE BUAUTUTH CEHCMOAKYCTUYHI
CUCTEMHU, K HaWOLIbII ePEeKTUBHI IJIs BUPIIICHHS 3a7a4 IO BUSBJICHHIO Ta IEJCHTAIll MO3UIIIN
CTpinsitouoi apTwiiepii Ta 3amadi BU3HAYCHHS (DAKTy TOPYIICHHS KOPJOHY 3 TOJAIBIIOI0
imeHTu(iKaIi€ero, 3a YMOBH BEJICHHS BIHCHKOBOI po3BiJiKkH. JlaHe TBepHKEHHS 0a3y€eThCs HA TOMY, 110
CeiCMOAKYCTHYHI CHCTEMH BOJOIIIOTh HACTYIHHUMH I€peBaraMu, BOHU 3a0e3MeuyloTh CTiike
aBTOMaTH4YHE (YHKIIOHYBAaHHS: B CKJIaJHUX METEO YMOBax (JIOIL, CHII, TyMaH); B yMOBaX IOIraHOi
ONITUYHOI BUIUMOCTI (HiY); B HalIpsIMKax Ha JDKepelia ICKpaBoro CBiTJa (COHIIE); B yMOBaX CHIIbHOI
33JIMMJICHOCTI 1 3amWJICHOCTI, B yMOBaxX IIOpi3aHOro penbedy MicleBocTi (maropOu, TipchKi
MepeBalv, YIISIUHU, Pyciia pidok Ta iHme). CelicMOaKyCTUYHI CUCTEMH MalOTh MIOBHY CKPUTHICTIO,
TakK sIK He (POPMYIOTh 30HIyIOUUX CUTHAJIIB, 116 BUKJIIOYAE 1X 3aBYacHe BUsABICHHA. HaliBaxunBimmm
AKICTIO IIMX CHUCTEM € 30epeXeHHs Mpale3laTHOCTI B YMOBaX CYYacCHOTO PadiOeleKTPOHHOTO
npuaynieHHs. Taki cucTeMH MarooTh Mani rabapuTd, HM3bKE EHEProclo)XHMBaHHS 1 Kpaie Yy
MOPIBHSHHI 3 1HIIUMHU CUCTeMH (PaioIOKAI[IHHUMH, ONTHKO-CJIIEKTPOHHUMH Ta 1H.) BIJOBIIAIOTh
KPHUTEPIAM «ePEKTUBHICTB - BapTicTh» [11].

Bukopucransas TpboX pi3HOpiAHUX iH(QOPMAIITHUX MOTOKIB 3HAYHO 3MEHIIYE MOXUOKY MpH
BHU3HA4YE€HHI KOOPAMHAT 11iJ1l. 30KpeMa, BUKOPUCTAHHS PECYPCIB TAKOi CUCTEMH JIa€ CYTTEBY OCHOBY
JUTSL pO3pOOKH HOBHX CITOCOOIB 3aCTOCYBAHHSI SIK 030POEHHS, TaK 1 Miapo3aiTiB. TakuM YuHOM, JIJIst
BUPILLIEHHS IOCTaBJIEHUX 3aB/IaHb PO3B1JIKH IPOTIOHYETHCS CTBOPUTH IHTETPOBaHY NACUBHY CUCTEMY
MOHITOPUHTY HaBKOJHIIHBOTO TPOCTOPY 31 CYKYHHICTIO CHUIBHO (DYHKIIOHYIOUHX CeHcMo-
aKyCTUYHUX Ta ONTHUKO-EJIEKTPOHHUX JATYMKIB, 3aC00IB 3B'I3KY, OOUMCIIOBAIBHUX 1 MPOrPaMHUX
3aco0iB, 3ac00iB ynpaBiiHHS 1 iHAMKALIl, MPU3HAYCHHUX I OTPUMaHHA iH(opMaIii mpo pi3HOro
pony o0'exTax, 00'eqHaHHs iHGOpMaIIii, 0 MOCTYyMAaE, BiJl JATUYUKIB 1 BiTOOpaKeHHS PE3yIbTYIOUOi
iHpopMmarii.

P03BUTOK CyyacHHX TE€XHOJIOT1H, 3ac001B 00pOOKH 1H(OpPMAILlii 103BOJISAIOTH 3POOUTH 111€ OAUH
KPOK y BJIOCKOHAJEHHI MPAaKTHUKUA 3aCTOCYBaHHS CHUCTEM O30pOEHHS, 30KpeMa BHPOOUTH HOBI
KOHIIENITyaJIbHi MiJIX0/U, II0JI0 CTBOPEHHS €IMHOI iHpOpMaLiiHOi pO3BiyBaIbHOI CUCTEMHU.

BucHoBku

1. V naniil craTTi NpoBeIeHO aHali3 ICHYIOUMX PI3HOPIIHUX CHUCTEM MACHBHOI PO3BIIKH Ta
BH3HAYECHI1 ONTUMAJIbHI, HAOUIBIN €()EKTHUBHI CUCTEMH, ISl BUPIIICHHS 3a/1a4 BEJCHHS BIMCHKOBOT
PO3BIIKH.

2. PO3TisHYTO CeiicMOAaKyCTHYHI CUCTEMH, SIK HAWOUThII e()eKTUBHI /ISl BUPIIICHHS 33134 110
BUSIBJICHHIO Ta MeJIEHTallil NO3ULIN CTPUIsIouoi apTuiiepii Ta 3aa4i BU3HaAUEHHs (akTy NOPYIISHHS
KOP/IOHY OXOPOHH 3 TIOJAJIBIIO0 11eHTU(DIKALIIETO.

3. 3amponoHOBaHO CTBOPUTH IHTEIPOBAaHY MACHBHY PO3BilyBalbHO-1H(GOpPMaLIHHY CHCTEMY
MOHITOPHUHTY, 110 BOJOJI€ HIIUPOKUMHU MOXJIMBOCTSMHU JUIsl BUPIIIEHHS PI3HOMAHITHUX 3aB/IaHb
BICbKOBOT'O IPU3HAYEHHSI.
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PhD Nikiforov M.M., PhD Popkov B.O., PhD Loza V.M.,
PhD Kulsky O.L., PhD Krykhta V.V.
ANALYSIS OF EXISTING PASSIVE REMOTE INTELLIGENCE SYSTEMS BASED ON
SEISMOACOUSTIC MONITORING

The work is related to the analysis of existing passive intelligence systems to improve the accuracy of
determining the coordinates of objects (targets) of the enemy and reduce the time of data transmission. At
present, the volume of intelligence tasks has grown significantly. The requirements for data transmission
time and accuracy of determining the coordinates of enemy objects (targets) have increased. The time factor,
ie the extreme reduction of the “detection - report - response” cycle, is becoming more and more acute. This
requires such accuracy in determining the location of the enemy, which would immediately defeat him. In
most cases, several types of systems are used for remote reconnaissance, the capabilities of which
complement each other. Itis confirmed that currently built systems based on the use of seismic and acoustic
sensors to obtain information. The analysis of heterogeneous reconnaissance systems allows to identify
seismic acoustic systems that are most effective for solving problems of detection and direction finding of
firing artillery positions and the task of determining the fact of border violation with subsequent
identification, subject to military reconnaissance. The necessity of complex use of various systems of remote
reconnaissance with various physical properties is substantiated allows to expand their field of use, and also
to reduce influence of natural properties on quality of results of measurements.

To solve the tasks of intelligence, it is proposed to create an integrated passive system for monitoring
the surrounding space with a set of jointly functioning seismic-acoustic and optoelectronic sensors,
communications, computing and software, controls and indications designed to obtain information about
various types of information. projects, combining incoming information from sensors and displaying the
resulting information.

Key words: passive reconnaissance, systems, seismic acoustic monitoring, sensor.
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METHODS OF THE PUBLIC-KEY BASED AUTHENTICATION IN THE
INTERNET OF THINGS

The Internet of Things (l1oT) is a modern paradigm where everyday objects are interconnected and
communicate with each other over the Internet. 10T facilitates the direct integration of physical objects with
the cyber world through intelligent sensors, RFID tags, smartphones and wearable devices. 10T networks
offer a variety of application areas, covering environmental monitoring, healthcare, smart cities, military
aviation, and intelligent transportation systems. The number of devices open to the public network is
gradually increasing; devices have a direct interaction with the physical world to collect data. Currently,
one of the most debatable problems in the development of post-NGN communication networks is the
problem of identifying the Internet of Things devices. Modern anonymization methods and the supposed
large number of Internet of Things devices connected to the public communications network make modern
communication systems vulnerable to intruders. The vulnerability of security consists in the impossibility
of authentication of the Internet of Things devices, which opens the possibility for attackers to manufacture
counterfactual physical and virtual products.

This situation requires secure solutions to prevent private information leakage and malicious
activation through peer-to-peer authentication and secure data transfer between 10T nodes and servers.
However, the existing structure and IP-based loT primitives are not fully developed with resource-
constrained 10T devices (such as power consumption, computational resource, communication ranges,
RAM, FLASH, etc.). As a result, lighter solutions are needed to ensure security on 10T devices with limited
resources.

Obijective is to create a public-key based authentication method for 10T system that will be more
optimized and secure than methods which already used for the Internet of Things. During the work process
most of the existing methods of the public-key based authentication have been analyzed. Based on this
analysis was proposed an authentication method that combines existing methods with improved
cryptography algorithm.

Keywords: 10T, Interent of Things, authentication, cryptography, public-key, internet.

Introduction. The Internet of Things (IoT) is a modern paradigm where everyday objects are
interconnected and communicate with each other over the Internet. IoT facilitates the direct
integration of physical objects with the cyber world through intelligent sensors, RFID tags,
smartphones and wearable devices [1]. 10T networks offer a variety of application areas, covering
environmental monitoring, healthcare, smart cities, military aviation, and intelligent transportation
systems. The number of devices open to the public network is gradually increasing; devices have a
direct interaction with the physical world to collect data.

Currently, one of the most debatable problems in the development of post-NGN communication
networks is the problem of identifying the Internet of Things devices. These problems are stipulated
by the impossibility of detection and control of IP devices by modern methods used to find devices
in the public communications network (PCN). Modern anonymization methods and the supposed
large number of Internet of Things devices connected to the PCN make modern communication
systems vulnerable to intruders. The vulnerability of security lies in the impossibility of
authentication of the Internet of Things devices, which opens the possibility for attackers to
manufacture counterfactual physical and virtual products.

This situation requires secure solutions to prevent private information leakage and malicious
activation through peer-to-peer authentication and secure data transfer between 10T nodes and
servers. However, the existing structure and IP-based 10T primitives are not fully developed with
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resource-constrained 10T devices (such as power consumption, computational resource,
communication ranges, RAM, FLASH, etc.) [2]. As a result, lighter solutions are needed to ensure
security on loT devices with limited resources.

Formation of the problem. There are several types of public-key based authentication methods
that can be used for 10T devices but we should relay to the fact that 10T devices are really resources
limited. The methods of authentication with large mathematical operations can cause the 10T device
or sensor to malfunction. And it’s a really big problem since the sensor needs to do a high resource
loading operation before each data sending to the server and while it will be doing this the main data
processing will be blocked which leads to losing data.

By analyzing existing public-key based authentication methods we need to find the best solution
that can be applied to IoT devices depending on the limitations. This method should have a high
security level and be lightweight.

Analysis of previous studies. One of the first examples of symmetric cryptography is presented
in [3]. A symmetric-key system is used to provide confidentiality of messages in transmission,
storing, and processing. The symmetric-key algorithm performs the operations of
encryption/decryption based on a single key that is shared by two or more parties. Unlike [3 - 4]
argues that there is a difficulty in symmetric cryptography; unsecure delivery of the key from the
encoder to the decoder(s) can introduce a security risk. Anyone who gains access to the symmetric
key can access/modify/send the message without the recipient’s knowledge that the message has been
modified.

Authors in [4] argue that the symmetric key algorithms are quite efficient, but the key
distribution is difficult to IoT end devices. The key distribution requires a secure connection between
the key distribution server and the loT nodes. Public-Key Cryptography (PKC) and asymmetric
cryptography are two effective ways of providing confidentiality and authentication.

The author of [5] has also found that this method of cryptography is difficult for loT end
devices. However, researchers have concluded that the RSA is a relatively slow algorithm for
encryption however it is commonly used to pass encrypted shared keys for symmetric key
cryptography. Since RSA encryption is an expensive operation, in 0T it is rather used in combination
with symmetric cryptography.

As we know from [6] in the loT environment, the general public-key problem is the requirement
of an authenticated exchange of public keys. The PKI consists of components to securely distribute
public keys and is widely used in the traditional Internet. The most important aspect of the PKI is a
trusted third party who signs the identifier of an entity with its private key.

But PKI also has cons, as reported by [7] and [8], when PKI comes to very resource-constrained
devices in the 10T, for most current deployments there is either no security at all or security that is
based on shared keys or pins/passwords. It means that the risk of hacker attacks and eavesdropping
is huge. As we are getting more and more dependent on the 10T, this risk is not acceptable.

Security in 10T implementations must be a critical component either during the device design
and manufacturing phase or during the initialization phase or a product update. Previous studies
indicate that there is no method of public-key-based authentication which will fit best in all situation,
it depends on the performance of the devices. All of these methods, presented in the review, have
pros as well as cons. The purpose of the study is to find a way to combine symmetric and asymmetric
cryptography in order to achieve the best results, so that we can compensate for different method’s
shortcomings. Theoretically, this combined method will have good security enough in most cases and
will fit most Internet of Things end devices.

Main part. Symmetric encryption (Fig. 1) is used to ensure the confidentiality of the message
during its transmission, storage, and processing [3]. The symmetric key algorithm performs
encryption/decryption operations based on a single key used by two or more parties. The difficulty in
symmetric cryptography is the secure delivery of the key from the encoder to the decoder, which can
create a security risk. Anyone who accesses the symmetric key can access/modify/send the message
without the recipient knowing that the message has been modified. To address these issues, public-
key encryption has been developed.
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Figure 1 - Authentication method with symmetric cryptography

In symmetric-key encryption, the secret key S, the text message T and the encrypted text E of
have the same length. For example, in AES 128 (Advanced Encryption Standard), the length of S, T,
E is 128 bits (16 bytes), and encryption and decryption operations consist of XORing, permutations,
bit offset, and linear mixing functions, which are performed in a known order. In general, the original
plain text is divided into several blocks of fixed length:

E; = Encrypt (S,T;) €Y

The weakness of symmetric cryptography is that the same blocks of plain text lead to the same
cipher blocks. This is especially important for packages with a known format and a repeating pattern
in the payload. To introduce randomness into cipher blocks and make decryption attacks difficult,
you can use a Cipher Block Chaining (CBC), where before encoding each block of plain text is an
exclusive operation (XORed) with the previous cipher block [9].

Asymmetric encryption or Public-Key cryptography (Fig. 2) always uses two different keys -
private and public [10]. However, they are always generated as a linked pair. The private key always
remains with the sender, while the public key is transmitted over an insecure channel to the receiving
party [4]. The public key can be used to encrypt messages that can only be decrypted with the
associated private key. The private key can generate an electronic signature that allows the recipient
to uniquely identify the sender using the associated public key.

0

Public key

A

v

Encrypted message ﬁ
IoT device Server
Private key
— +
—
Encrypted message Public key Message

— +
—

Message Private key Enerypted message

Figure 2 - Authentication method with asymmetric cryptography
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Symmetric key algorithms are quite efficient, but key transfer is quite complex for 10T end
devices. Key distribution requires a secure connection between the key distribution server and the
loT nodes. Public-key cryptography (PKC) is an effective way to ensure confidentiality and
authentication [4]. Unlike symmetric encryption, asymmetric encryption is based on the idea of using
one-way mathematical functions. They should be as simple as possible to calculate, but it is very
difficult for them to do the reverse calculation. Since the constant increase in computing power
improves the ability of computers to compute complex reversing functions, keys must be of
appropriate length for proper security. Currently, 2048-bit keys such as RSA 2048 are classified as
secure. Since encryption and decryption rates decrease as key lengths increase, asymmetric methods
are only practical for processing small amounts of data.

As we see from [5] it also has been found that this method of cryptography is difficult for 10T
end devices. It's because of a relatively slow speed of The RSA algorithm for encryption and that’s
the reason why it is commonly used to pass encrypted shared keys for symmetric key cryptography.
Since RSA encryption is an expensive operation, in loT it is rather used in combination with
symmetric cryptography.

The problem with using public-key cryptography is the certainty/proof that a certain public key
is genuine. It is correct and belongs to the declared person or legal entity, and has not been changed
or replaced by an attacker or a third party. The usual approach to solving the problem is to use a PKI
in which one or more third parties, known as a Certification Authority (CA), certify ownership of the
key pairs.

A Public-Key Infrastructure (PKI) (Fig. 3) is a set of roles, policies, and procedures required to
create, manage, distribute, use, store, and revoke digital certificates, and manage public-key
encryption [11]. In the 10T environment, a common public key problem is the requirement for
authenticated public key exchange. PKI consists of components for reliable public key distribution.
The most important thing in PKI is a trusted third party that signs the entity ID with its private key.

Certification authority Verification authority

I

Public key

Private key Encrypted message Message is OK

v

Encrypted message
IoT device Server

+
—
Encrypted message Private Key Message

Figure 3 - Authentication method with public-key infrastructure

As we know from [6] in the loT environment, the general public-key problem is the requirement
of an authenticated exchange of public keys. The PKI consists of components to securely distribute
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public keys and is today widely used in the traditional Internet. The most important part of the PKI is
a trusted third party who signs the identifier of an entity with its private key.

But PKI also has cons, as reported by [8] and [12], when PKI comes to very resource-
constrained devices in the 10T, for most current deployments there is either no security at all or
security that is based on shared keys or pins/passwords. It means that the risk of hacker attacks and
eavesdropping is huge. As we are getting more and more dependent on the loT, this risk is not
acceptable.

Proposed solution. We already know that symmetric cryptography has very good performance,
which is exactly what we need to use it with resource-limited devices and sensors of the Internet of
Things, but there is a drawback in the form of an insecure transmission of a single symmetric key.
On the other hand, we have asymmetric cryptography, which has very good protection against
hacking, but has algorithms that are difficult to calculate, which limits its use with devices of the
Internet of Things. We propose a solution to combine these methods for maximum performance and
security.

In the proposed solution, asymmetric cryptography is used only once when communicating
between 10T devices in order to encode a symmetric key. For asymmetric cryptography, the Elliptical
curve cryptography (ECC) algorithm was chosen, which provides the smallest key size, which
provides good performance for loT devices. Symmetric cryptography will be used for the main
communication between devices and the server, using asymmetric cryptography to encrypt the
symmetric key, we get rid of the most important disadvantage of symmetric cryptography, namely,
the secure transfer of the key from the device to the server. The general scheme of work of my solution
is shown in the Fig 4.

O

Public key

)

v

E Encrypted Symmetric Key D
IoT device Server

Symmetric Key Private key

h =0 + 0

Encrypted Symmetric Key Symmetric Key Public key

N =0 + 0O

Private kev

Symmetric Key Encrypted Symmetric Key

Figura 4 - Proposed solution, work algorithm

Conclusions. The proposed solution has good performance and is suitable for use in resource-
limited devices and sensors of the Internet of Things, which is achieved by using asymmetric
cryptography only for encrypting the symmetric key, as well as using the EEC algorithm, also the
solution has required level of security, since the main drawback of symmetric encryption has been
fixed. This solution can be used both for home devices and sensors as well as for industrial devices
of the Internet of Things.
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) Hdyas 0.0., K.T.H., ¢.H.c. MiHOouKiH [I.A.
METOAN ABTEHTU®IKAIIII HA OCHOBI BIAKPUTOI'O KJIIOYA JJISA CUCTEMHA
IHTEPHETY PEUEHN

Inmepnem peueir (10T) — ue nosa napaoucma, 0e NOECAKOCHHI 00°€KMU 63AEMONO0S’A3AHI MaA
CRIKyIomuvca 00uH 3 00Hum uepes Inmepuem. 10T nonecuwye npamy inmezpauito Qizuunux 06’ckmie i3
Kibep-ceimom 3a 0onomozoio inmenexkmyanvhux oamuuxie, RFID-mimox, cmapmgponie ma nocumux
npucmpois. Mepesci 10T npononytomo piznomanimui cpepu 3acmocyeanHs, 0Xoni0w0UU MOHIMOPUHL
HABKOJIUWHDBOZ0 CEPEO0BULLA, OXOPOHY 300p08’°A, PO3YMHI Micma, 8iliCbKO8Y asiauilo ma inmeneKmyaibHi
mpancnopmnui cucmemu. Kinoxicmo npucmpoie, 6iokpumux 0,11 3a2a1bH000CHYRHOT Mepedici, nOCHYR060
30ibULYEMBCA; NPUCMPOT MAIOMb 0E3n0CEPEOHI0 83AEMO0II0 3 (hizuunum ceimom 01 360py oanux. Hapasi
O0Hi€I0 3 Haubinbw OuUCKycilihux npooaem pozeumky mepedxc 36'a3ky nocm-NGN € npobnema
ioenmudbixayii npucmpoie Inmepnemy peueit. Cyuacni memoou anoHimizayii ma nepeodayuyeana eeauKa
Kinbkicmb npucmpoie Inmepnemy peueil, niOKI0UEeHUX 00 3A2ATTbHOOOCMYNHOT KOMYHIKAUIIHOT Mepedici,
PoonaAms cyuacHi KOMYHIKauiiini cucmemu 6paziueumu O01s 37106MUCHUKIE. Ypa3znugicmpv 0Oe3nexu
nonsnzace é Hemodcaueocmi aymenmudpixayii npucmpoie Inmepuemy peueil, uio 8iOKpUBAE MOMCIUBICHD
371086MUCHUKAM 8U20MOGAMU KOHmMpaghakmui hizuuni ma eipmyanvui npooykmu.

Ia cumyauin eumazae 6e3neunux piwiens 011 3anodizanna empamu npueamuoi inghopmayii ma
37108 MUCHOT AKMUBAYIT 30 00NOMO2010 00HOPAN2060i aymenmudikauii ma de3neunoi nepeoayi Oanux mixe
eyznamu Inmepnemy peueii i cepeepamu. Oonax icuyroua cmpykmypa ma npumimueu 10T na ocnogi |P ne
noeHicmio po3poodnieHi 3 ypaxo8amHam modcaueocmeit npucmpoie 10T 3 odmexncenumu pecypcamu
(makumu K eHepP2oCnONCUBAHHS, 00UUCI08ANIbHUIL Pecypc, Jiana3on 368 °a3Ky, RAM, FLASH mowo). Ak
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Hacniook, nompioni oinbw 1e2ki pileHHs 0na 3abe3neuennna Oeznexku npucmpoie 10T 3 odmedrcenumu
pecypcamu.

Mema nonszae 6 momy, ug06 cmeopumu memoo aymenmugikayii Ha OCHOGI 8IOKPUNM 020 K1I0Ya 01
cucmemu 10T, sakuit 0yoe o6inbw onmumizoeanum i 0Oe3neuHUM, HIHC MemoOOU, AKi 6xice
euxopucmogyromusca ona Inmepuemy peueii. Y npoueci pooomu 6yno npoaunanizoeano oinbuticms
icuyrouux memooie aymenmudpikauyii Ha ocnoei eiokpumux knwouie. Ha ocnoei yvozo ananizy 0ys
3anpPONOHOGAHUTI MEMOO aymeHmuUpiKayii, AKUI NOCOHYE ICHYIOUI MEMOOU 3 NOKPAUEHUM A120PUMMOM
Kpunmozpadgii.

Kniouosi cnosa: 10T, Interent of Things, aymenmudbikauia, kpunmozpagis, éiokpumuii Kirou,
Inmepnem.
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OCHOBHI NPUHIHUIIN CUHTE3Y HAB‘IAJII)HO-"IHd)OPMAI_[IfIHI/IX
CUCTEM JJUIsd OPTAHI3ALII BE3IIEPEPBHOI OCBITHU

Ilocmanogyrouum Kpumepiem eghekmugHocmi 1100020 RPOEKMYSAHHA € ROOYOo8a il apximekmypu,
wo 3anexcums 6i0 3acodie i memooie peanizauii uici cucmemu. YOOCKOHANEHHA CUCMEMU OP2AHI3auil
0e3nepepenoi oceimu y @ilicbKoGill HABUANbHIN cUCHeEMI CbO20OHI € 6eNUUe3Ha KINbKICmb npozpam, aKi
ne@HOI0 MIPOI0 RIOGUUYIOMb epheKMUGHICIb HAGYAHHA 3A 00NOMO2010 OP2AHI3AUIT A0ANMUEHO20 0iA102y
3 Kopucmyesauem (AK 3 yuUHeM, CHYOCHMOM, KYPCAHMOM, A0 FOHKHLOM, CTIyXaiem, mak i 3 6uKiaoauem).

B uiii cmammi npoananizoeani 0CHO8HI NPUHWUNU CUHME3Y HABYANbHO-IHPOPMAYUITIHUX cUCTmeEM
ona opzauizayii oe3nepepeHoi oceimu. Po3zenaHymi OCHO8HI YUHHUKU, AKI 6NAUGAIOMb HA AKICHb
HasuanvHo-ingopmauiitnux cucmem (HIC), a came: mema hynxkuyionyeannsa; ymosu (hyHKUionyeanHs;
mononozia 06'ekma 00cniOHCeHHA, 83AEMO38 A30K MIMNC 3A80AHHAMU, WO PO36'A3VIOMbCA; (hopmanbHuil
OnuUC npouecié HAGUAHHA NEPCOHANLY; MOOeNi (QYHKUIOHY8AHHA; Kpumepii yXeaneHHA PIUeHHA npo
MOMNHCIUGICMb GUKOPUCHIAHHA OMPUMAHUX Pe3yabmamie 011 euOOpy eapianma cucmemu; y3azaabHeHi
napamempu (xapaxmepucmuxu) HIC i oomesxicennsa; cmpamezii (moodeni) naguanna gaxieyie ¢ ymosax
HegusHaueHocmi GUXIOHUX OaHUX [ nepioouyHocmi po3e'azannsa 3aedansv. Cunmesosana (yHKyia aka
nOoGUHHA Oymu 2nA0KOI0 1[I MOHOMOHHOIO; ¥ KPUMUYHUX GURAOKAX NOGUHHA GUPAXNCAMU NPUHUUN
MIHIMAKCA; y MUNOBUX YMOGAX NOGUHHA OOMPUMYBAMUCA NPUHUUNY THMEZPATbHOT ONMUMATbHOCHI; Y
RPOMIICHUX 6UNAOKAX NOGUHHA NPUCOOUMU 00 RAPEMO-ORMUMATLHUX P036'A318, W40 0alomy Pi3Hi mipu
YacmKo6020 3a00801enHusa Kpumepiie. Ilokazano, wo modxccaueocmi mpaouyitHux mMemoouK HAGYAHHA
o0mednceni i He MoNCYymp 3abe3neuumu HANeHcHol inmencupikauii nio2omoeKu mMaildymHuix 6ilicbKoeux
¢axisuie. Buxio nonszac y npuHyunogomy nogopomi 6i0 eKCMeEeHCUBHUX 00 IHMEHCUBHUX MeEmOOUK
HaguaHHA 3 eukopucmanuam nepcnekmugnux HIC inmencuenoi niozomoexu. I'0106n010 nepesazoro
makux cucmem niozomoeku ¢haxieyie ¢ moycaugicmes 3a oonomozor imimayiiinux HIM, wo exnouac
DPO36UmMOK ma HAcHiOKU eupiwiennusa 06a3 3HAHb, OWIHUMU epeKMUEHICMb NPUIMATbHUX piuieHb
axisyamu npu piznomanimunux eapianmax ix oiil.

Koncmanoesano, wo cmeopennsa HIC inmencuenoi niocomosxku ma opzaunizayis ix (pynkyionyeanns
Y eu2naoi 080xghaz060i mooeni iHmencueHo20 HAGUAHHA 3a0e3neuye npogheciiiny niozomoeKy axisuyie 0o
Heo0XiOH020 (MAKCUMAIBHO MOMCIUGO20) PI6HA HAGYEHOCHI NPU GU3HAYEHUX (hinancoeux i uacoeux
eumpamax.

Kniouoei cnosa: naguanvhno-ingpopmauiitni cucmemu, nodyoosa apximexmypu, 3a60aHHs CUHME3Y,
eudip cxem Komnpomicie.

Beryn Ta anagiz ocranHix xociaigkeHb. [lodyatkoBuM etamom npoexmysanHs 0yOb-sKOi
CKIAOHOI cucTeMU € o0y 10Ba ii apXiTeKTypH, 110 3aJIeKUTh Bij 3aC00iB 1 METO/IB peanizallii i€l
CUCTeMHU. 3apa3 € Belu4e3Ha KUIbKICTh Iporpam, siKi MEeBHOK MIpOI0 MIJBUIIYIOTH €(PEKTHUBHICTh
HaBYaHHS 3a JIOMOMOIOI0 OpraHizamii aJanTHBHOIO [iaJlory 3 KOPHUCTyBayeM (AK 3 YYHEM,
CTYIEHTOM, KypCaHTOM, aJi FOHKTOM, ciyxadeM, Tak 1 3 BukiagaueM). [lepmni (HIC) GynyBanucs
BIJIMTOBIHO JI0 TBEPJIOTO CIIEHAPIIO MOJaHHs HaBYAIbHOI iHpopMaIlii i mianory 3 kopucryBaueM. /o
TaKAX CUCTEM HaJIe)KaTh, HANPUKJIA, MPOrpaMOBaHi HaBYAbHI CHCTEMH, a TaKOX EJEKTPOHHI
NiAPYYHUKH, K1 i 3apa3 He BTPAvyaloTh CBOET aKTyaJIbHOCTI i mpuBabnuBocTi. IIpore Ha cyuacHOMY
eTami, Koiau oOcsru iHdopmalii CTpIMKO 3pOCTal0Th, BUHHKA€ HEOOXIIHICTb CTBOPEHHS TaKHUX
3ac00iB MIATPUMKH €JIEKTPOHHHUX MIJPYYHUKIB, sIKI O Janu 3MOry KOpPHUCTYBadeBi HE TIJIbKU
neperisiiaty iHGopMaIlito, U0 MiKaBUTh HOro, HUIIXOM HaBIralliil o TinepcTpyKTypax, a i 3aaBaTu
pi3Hi Ol cknanHi nutanHs [1-4]. Ile npuBoANTH 10 PO3MIMPEHHS THIIOJIOTI MTUTaHb KOPHCTYBAYa,
3aBASKH YOMY KOPHUCTYBau 3a0Ia/Ky€ Yac Ha MOIMYK Tiel abo iHmoi iHpopMalii. Y CcKiIagHeHHs
HOMEHKJIATYpHU ¥ 3MiCTy, oTpeba BIOCKOHAJIIEHHS 3ac00iB ONMMCY HAaBYAJIBHOIO Marepiany, TOOTO,
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KpIM CTPYKTYpH H 3MICTy, HEOOX1THO TaKOX YpaxOBYBaTH CEMaHTHYHI 3B'I3KM MK ONHMCYBaHUMHU
MOHATTSAMH. BHKOPHUCTaHHS TaKOro MiAXOAY JO3BOJIIE PO3POOUTH IHTENIEKTYalbHI JOBIJIKOBI
cucremu abo ekcreptHi cuctemu (EC), sxi HeoOxinHi He Tiutbku B ckiani HIC, a it y Oynab-skii
koMmm'roTepHiit cucremi. EC € pi3HOBHIOM KOMMI'TOTEPHUX CHUCTEM i €()EKTUBHOI IiJArOTOBKH
¢axiBLiB TYMaHITapHOTO 4 TeXHIYHOTO npodimo. Crenudiunoro ocobmuBictio EC € HasBHICTH
0a3u 3HaHb, Je 30epiraloTbcs PO3B'A3aHHS MHOKMHU 3aBJlaHb, Y TOMY YHCIi MPU BUKOHAHHI
1a00paTOPHUX Ta MPAKTUYHHUX POOIT, sIKI BXOAATH y Mporpamy HaBuaHHs. ba3a 3HaHb 0€3ynuHHO
MTOMTOBHIOETHCS 1 MOJU(DIKYETHCSI BIJIOBITHO /IO JIOCBIlY 3aCTOCYBAaHHS i BUMOT CIIO’KMBAYiB.

Po3po6aroBadi HIC mpornoHyroTh pi3Hi BapiaHTH apXiTEKTyp CUCTEM JaHOTo Kiacy. CIijibHUM
y BCIX IIUX apxiTekTypax € Te, mo HIC cknamaeTbes 3 KUTbKOX IMIJICUCTEM, Y pe3yJbTaTi B3aEMOIIT
SAKHX KOPHCTYBaueBi TMOBMHEH 3a0e3MeuyBaTUCS ONTHMAJIbHUNA pEXHM HaBYaHHS 3 0OpaHoi
npeameTHoi obmacti. Bei mincuctemu B ckiani HIC ticHO B3aemoniroTh Mik coboro, Tooto HIC 3
MOBHOIO BIIEBHEHICTIO MOYKHAa BBA)XKaTH KOJIEKTUBOM IHTEJIEKTYaJbHHX CHUCTEM, LIO MiITPUMYIOTh
pi3Hi acrniekTu mporecy HaBuaHHs [1,5].

Opnwun 3 BapianTtiB apxitektyp HIC ommcano B po6oti [6]. Koxkna 3 migcucrem y ckmani HIC
OyayeThCs 32 TUMU CAaMHMHM MPUHIIMIIAMH, 110 i Oyab-sKa OKpeMa eKCIepTHa cucTteMa, ToOTo Mae
cBoro 0a3y 3HaHb (b3) i Mmexani3mu 11 nepepobaeHHs. [Ipu mboMy b3 K0XHOT 3 TiIcCHCTEM BXOJUTH
no ckiany 3aranbHoi b3 HIC 1 30epiraerbes B OAHINM 1 Tl camiil mam'siTi, 110 3HAYHO MOJIETTIIYE
nporec B3aemonii migcuctem [6]. [Ipu upomy b3 HIC 3100yBae ckiagHy CTpYKTYpy i BEIUKHiA
o0csr, a MexaHi3MH ii 00poOJIeHHS MalOTh PI3HY TUIOJIOT0, TOOTO € 3MimanuMu. [t po3pobneHHs
CHCTEMH 3 TaKOIO CKJIAJHOI0 CTPYKTYpPOIO HEOOXiIHI MOTYXHI 0a30Bi iHCTpYMEHTaIbHI 3aco0H,
pO3p0o0JIEHHS IKUX € OJHHUM 13 3aBAaHb JIaHOI pOOOTH.

Ilocmanoeka 3a60anna cunmesy agmoMamu308aHUX HAGYANbHO-IHQOPMAYITIHUX CUCTEM
I opradizauii Oe3mepepBHOI ocBiTHM. BaxxnuBum 3aBnanHsm npoektyBaHHa HIC € 3aBpanus
ONITUMAJIFHOTO CHHTE3Y, CIPSIMOBAHOTO Ha BHOIp Takoro Bapianta noOynosu HIC, sxuii Halikpaie
MIPUCTOCOBAHMM ISl BUKOHAHHS 3alaHuX (QYHKIIH. Sk mpaBuio, GyHKIII CHCTEMH BU3HAYAIOTHCS
BUXOJSYM 3 TIepeniky 3aBiaanb, mnokiageHux Ha HIC. Peanizamiss ocHoBHux ¢ynkiin HIC
3NIACHIOETBCS 3 ypaxXyBaHHAM IEBHUX OOMEXEHb, MOJAHUX y BUIVIALI NMPUIYCTUMOTO yacy M
BapTOCTI HaBYaHHS, a TAKOX OOMEXKEHb Ha 4ac MiATOTOBKM, MOBHOTY Ta SIKICTh BIATBOPEHHS
HaByabHO-iHopMmariiaux Momeneit (HIM) Ha poOouYux MiCIsIX THX, XTO HaByaeThest [7-9].
Bianmosiano, BuOip paiionansHoro Bapianta mooynoBu HIC moBuHEH 37ificHIOBATHCS Ha OCHOBI
y3arajibHEHOr0 KpUTEPio e(pEeKTUBHOCTI, IO XapaKTepu3ye (piHAHCOBO-4aCOB1 BUTPATH, sIKi TOTPiOH1
JUISL JOCSTHEHHSI HEOOX1/THOTO PiBHS MiATOTOBKH (paxiBiiB (TIEpCOHAITY) 10 BAUKOHAHHIO TOCTABJIEHUX
3apaanb. [Ipu 1mpomy, sik mapamerpu (xapaktepuctuku) HIC, BHKOPHUCTOBYIOTHCS Y3araibHEHi
napaMmeTpH, 10 XapaKTepU3ylTh MOBHOTY Ta sKicTh iMiTyrounx HIM, 006'eKTMBHOrO KOHTpOJIO I
iHIi. Buxoasum 3 nux BiIOMOCTEH, HEOOXIJHO BU3HAYMTU CTPYKTYPY pPalLliOHAJIBHOTO BapiaHTa
nodynosu HIC (cknmax pobGounx Miclib 1 3B'I3Ky MK HUMH) Ta CTPATEril0 KEpyBaHHS IMPOLIECOM
HABYaHHS, SKi MOBHUHHI 33/I0BOJILHATU 33/JIaHUM OOMEKEHHSM Ha XapaKTepUCTUKU (y3araabHEeHi
napameTpH) 1 OyTH ONTUMATLHUMH 32 33JJaHUM KpUTEpieEM e(heKTUBHOCTI.

VY po6oti [7] aBTopamu Oynau pO3IJISHYTI OCHOBHI 3aXOIM Ta PE3yJNbTaTH JOCHIHKEHHS 1
po3Buty. IlpoBemeHo anHami3 HaBYAIbHO-1HQOPMAIIHHUX CHCTEM HOBOTO TIOKOJIHHS IS
Oe3mepepBHOi MIATOTOBKM  BiiicbkoBHMX (axiBuiB. Po3rnmsHyra Kkiacudikaiis HaBYalbHO-
iH(OopMaIlIfHOT CHCTEMH HOBOTO TOKOJIHHS, a CaMe€ CHCTEMH: KOHCYIJbTallliiHa, J1arHOCTHUYHA,
Kepyloya, CynpoBojKyroua. [IpoaHanizoBaHi CTUMYJISTOPH MPOILECY Mi3HAHHA: 1HTENEKTyalbHe
CepeIoBHILIE, TIepcepeOBUILE, MIKPOCBITH, CHELialIbHI OKYJISPH TOILIO.

Sxicte HIC 3HayHOIO MipoI0 3aJeKUTh BiJ PO3POOKH MAaTEMaTUYHOIO, MPOTPaMHOTO,
TexHIYHOTO ¥ munmakTuaHoro 3abe3nedenHs HIC [8,11]. [ns po3B'si3aHHs naHWX 3aBAaHb MOBUHHI
OyTH BU3HAYEHI:

1). mera dpynkuionyBanns HIC y nporieci miarotoBku ¢axiBiiiB i 3aBJaHHs, 10 PO3B'SI3YIOThCS
3a JIOIIOMOTOXO II€T CUCTEMH;

2). ymoBu ¢yukmionyBanus HIC y mporieci miaroToBKu nepcoHaty;

3). Tomosoris 00'eKTa JOCIIIKCHHS, B3aEMO3B'130K MK 3aBJJaHHSIMH, 110 po3B's3ytoThest HIC;
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4). 6e3iiy HaBYAIbHUX 3aBaHb 1 HIM, 3icTaBlieHHs MO3HAYEHUX PIBHIB 3 IXHIMH CTPYKTYPaMH,
1o peanizytots HIC;

5). hopmanbHUI ONKC TPOLECIB HABYAHHS TIEPCOHATY;

6). mozeni dyukionyBanus HIC;

7). KpuTepii yXBaJICHHS PIlICHHS PO MOXKIIMBICT BUKOPUCTAHHS OTPUMAHUX PE3yJIbTaTiB IS
BHOOPY BapiaHTa CUCTEMHU,

8). yzaranbHeHi napameTpu (xapaktepuctuku) HIC 1 oOMexeHHs, 110 HAKIaJalOThCS Ha
nporiec opranizanii GpynkiionyBanas HIC;

9). crparerii (mMojeni) HaBYaHHs ()axiBIIB B yMOBaX HEBHU3HAYCHOCTI BUXIIHUX JaHUX 1
MePIOIMYHOCTI PO3B'sI3aHHS 3aBJaHb, HEOOXIIHI y3araJlbHEH1 IMapaMeTpu CUCTEMH JJISI KOHTPOJIIIO
MOBO/DKEHHSI Y4YHIB 3 ypaxyBaHHAM AuHaMiku ¢yHkuionyBanHs HIC, crany, BiporimHocti i
OTIEPATUBHOCTI MPUUHATHX PIIICHb.

JlocnipkeHHsl TOBUHHI Oa3zyBaTucs Ha BUBUEHHI iH(OpMaIiitHO-(yHKIIOHATBHOI CTPYKTYpH
CUCTeMHM MiAroTOBKU (haxXiBI[iB, IXHI pe3yJbTaTH MOBUHHI 3a0€3MEUUTH TaKy JEKOMIIO3MIIIO IIi€l
CTPYKTYpH, SIKa JO3BOJHUTH CHOPMYITIOBATA BUMOTH JI0 PAlliOHATHHOTO (i3 CHCTEMHOI TOYKH 30DY)
opranizanii cTpykTypu i @pynkuionyBanss HIC y mporeci miaroroBku ¢axisiiiB.

HaiiBaxmMBilmMMy ~ e€TamamMu  CHCTEMHOTO CHHTE3Y € 3aBJaHHS CTPYKTYpPHOTO |
napamerpuuHoro cuntedy HIC Ha 3amaHiii MHOXHMHI HaBYaJIbHUX 3aBJlaHb CUCTEMHM IiJrOTOBKU
(daxiBIiB.

VY nmincymky cuntedy HIC noBunH1 OyTH OTpUMaHi HACTYIIHI pe3yJIbTaTH:

1) moxumBi Bapiantu ctpykrypu HIC i miamazonu 3minu ii mapameTpis, ae 3a0e3medyeThes
BUKOHAHHS BCIX KpUTEpiaJIbHUX, PYHKIIOHATBHUX 1 BAPTICHUX OOMEKEHB;

2) 3HavyeHHs kepoBaHux napametpiB HIC, nms sikux 3a oOpaHHMU MOKa3HUKAMH JTOCATAIOThCS
iXHI eKCTpeMaJIbHI 3HAYCHHS;

3) pamXupoBaHi MOJIETI 32 CTYIIEHEM IXHBOTO BIUITMBY Ha 00paHi IOKa3HHUKH;

4) npunycTUMi BapiaHTH, sIKi BUAAIOTHCS 0c00i1, 110 TpUHMAaE pillleHHs.

[IpakTruHMii HaMPsSMOK JOCIHIJKEHHS — 3a0e3MeueHHs HEOOXIHOTO PIBHS IMiATOTOBKH
¢daxiBLIB 3a paxyHOK ONTHMAaJbHOro MpoekTyBaHHs ¥ BukopuctanHs HIC. Peamizauis mporo
HanpsIMKy BUMarae oOTrpyHTYBaHHSI CUCTEMH MOKa3HUKIB epexkTuBHOCTI HIC.

OcCHOBHiI pe3ybTaTH AOCTIKeHb. Y 3arajbHOMYy BHIIAAKy MIpOl0 e(eKTUBHOCTI il
KYpCaHTIB, CTY/ICHTIB € MMOBIPHICTh CBOEYACHOTO W OE3MOMMIIKOBOTO PO3B'sI3aHHS MOCTABICHUX
3aBaaHb (P), 1110 BKIIOYAIOTh BUKOHAHHS 71 TUITIB OTepaliif

n
P==% p,
ném, 1)

7€ p; — UMOBIPHICTh CBOEYACHOTO i OE3MOMUIIKOBOTO BUKOHAHHS i-T'O THUITY OIepalliif;
n — KUIBKICTh TUITIB BUKOHYBaHUX OMepariil.
PiBeHb MiArOTOBKM NepcoHay 3a N eTamiB TPEHYBaHHS MOJKE OLIHIOBATUCS 32 HACTYITHOIO
hopmyroro:

P:—ZPj, )

ne Pj — NOCSATHYTHH piBeHb HABYEHOCTI NIEPCOHATY B MPOILECI MPOBEICHHS J-TO €Taly TPEeHYBaHH:
(abo 3a BUKOHAHHS 3aB/IaHb J-TO THITY).

OcHoBHOto MeTow (dyHkuionyBanHs HIC e migroroBka @axiBmiB 10 HEOOXiTHOTO
(«BIIMIHHOTOY) PiBHS HABYCHOCTI (P;) TPU MiHIMaJIbHUX BUTpaTax 4acy i 3aco0iB (komrTiB) (C). [Tpu
IIbOMY y3arajabHeHuH nokazHuk C TOBUHEH CKJIAaTHCS 3 MOKa3HUKIB, 1110 BPAXOBYIOTh BUTPATH HA
po3pobky (C1), cepiitHe BUTOTOBIEHHS (C,) 1 BpoBamkeHHs (C3) KoxHOro x-To (X € X ) BapiaHTa
HIC, Tumuacosi (Cs), a Takox ekcrutyaTamniini BuTpatu (Cs), HE0OXiJH1 JIs1 MiArOTOBKU IIEPCOHAITY
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no HeoOXxigHoro piBHsA (P). KpiM Toro, y3aralibHeHHWH TIOKa3HMK IIOBUHEH BpaxOBYBAaTH
TPYIOBUTPATH JJIsi CTBOPCHHS W BeleHHs 0a3 AaHuX 1 06a3 3HaHb PO HaBYAIBHO-1H(GOpMAIiiiHI
MoJieni mpeaAMeTHOI AismbHOCTI (axiBiiB (Cs), oprasizamii 00'€KTHBHOTO KOHTPONIO i KepyBaHHS
npouecoM TtpeHyBaHHs (C7). Y 3araipHOMY BHIIQJKy B y3araJlbHEHWH MOKa3HUK C MOXKYTb
Bkitoyatucss Butpatu (Cg), HEOOXigHI Ul MiJBUINEHHS CTIMKOCTI (PyHKI[IOHyBaHHA 3aco0iB
OOYNCITIOBAIBHOI TEXHIKHM, MPOTPAMHOTO 3a0€3MeYeHHs], aJamnTepiB CIHONYyYCHHS Il CHUCTEMH
nepeaayi naHux Koxxkuoro x-ro Bapianta HIC (posnozinenoi mepexi HIC). Ilpu ubomy 3naueHHs K-
ro (K= 1, ..., S) moKa3HWKa BUTpPAT HE IOBHHHE MEPEBHIIYBATH MaKCHMAJIBHO MPUILYCTHMOTO
3Ha4YeHHA C« . BUX0Js4M 3 TOTO, 110 YaCTKOBI MOKAa3HUKU BUTPAT 33Jal0ThCS B PI3HUX OJMHHUIISLX
BUMIpY ¥ HOCSTH CyNEpEWIMBHHA XapakTep Ui PO3B'A3aHHS 3aBIaHHS BUOOpY paIliOHAIBHOTO
BapianTa nodynosu HIC, ckopuctaeMocs KOHIENITIEIO HENTHIHHOT CXEMHU KOMITPOMICIB.
MaremaTiuHa MOJIeITb 3aBJIaHHS BUIIIAJA€ HACTYITHUM YHHOM:

P>P,;
C(x) — min;
Y, €Y

don!

(3)

ne P—piBeHb HABYCHOCTI NIEPCOHATY 3 BUKOHAHHS TIOCTABJICHUX 3aBIaHb;

PH — HEOOX1HHI PiIBEHB MiATOTOBKH;

C(x) — y3arajpHeHHIi TOKA3HUK BUTPAT, HEOOXIIHKX I CTBOpeHHs x-ro Bapianta HIC;

YX — y3arajibHEeHI apameTpu (xapaktepuctuku) x Bapianta HIC;

Yaon — IOMyCTHUMI 3HaYeHHS y3aranbHeHux napametpis HIC.

3po0KMO CKasipHY 3TOPTKY 3a HEJIHIHHOI CXEMOI0 KOMIIPOMICIB 1 MpoaHami3yeMo HOro
MOYKJIMBE 3aCTOCYBAHHSI ISl PO3B'SI3aHHS TIOCTABICHOTO 3aBiaHHs. Hexaii 3a1aH0 06€31114 MOXKIINBUX

. \Y . v . .
PO3B'A3KIB X c B, mo cxnapaerses 3 BEKTOpIB X = {Xi }i=1 V -MipHOTO €BKJI1JOBOIO IPOCTOPY,
KOMIIOHEHTH SIKAX MOXYTh HaOyBaTH TUTBKH JUCKPETHI 3HAYEHHS:
X, = Xi(J), Je [1, Ji], J. 22 i€ [1, V]. Po3B's3aHHA NPUIAMAETHECA 32 YMOB, SIKI ONUCYIOTHCS
BEKTOPOM ¢, 3aJJaHUM Ha 0e3J14l MOKIMBUX (pakTopiB @. CUTyalis, 10 CKJIAAAE€ThCSA B pe3yibTaTi

OPUNRHATTS OaraTOKpUTEpiaIbHOIO PO3B'A3KYy X Yy 3aJaHUX yMOBax @, XapaKTepHU3YyeTbCs
JNEKapTOBUM A00YyTKOM S=X*®. SIkicTb pO3B'si3aHHS OLIHIOETHCS 33 CYKYIHICTIO CYIEpEeUIMBUX

o s . .
YaCTKOBHUX KPUTEPIiB, 1110 YTBOPATH S-MIPHUI BEKTOP C(X) = {Ck (X)}kzl’ BHU3HAUEHUH Ha Oe3niyi
X. BeKTOp 4acTKOBMX KpHUTEpiiB 0OMekeHui jomycTumoro obnactio Cy (X) € Coon, 1 B fKiH yE

Yoon.-

CraBUTbCs 3aBIAHHA: BU3HAYUTH TaKMH PO3B'I30K x * € X, AKMH NMpH 33aJaHUX yMOBaXx i
0OMeKEHHSAX MiHiMi3ye y3aranpHenuii nokasuuk sutpat C(x). BusHaueHHs 6araToKpuTepiaabHOTo
PO3B'SI3KY 3a CBOEIO MPUPO/I0I0 KOMIIPOMicHE. BubpaBim cxemy KOMIPOMICIB, MOYKHA TIEPEUTH BiT
3arajlbHOr0 BEKTOPHOT'O BUPAXKEHHS /IO CKAISAPHOI 3TOPTKH YACTKOBUX KPHUTEPIiB, 110 € OCHOBOIO
JUI TIOOY/IOBM KOHCTPYKTHBHOTO arapara po3B's3aHHS OaraTOKpUTEpialbHUX 3aBAaHb. SIKIIO
BUKOPUCTOBYETHCS CIOCIO CKaJISIPHOI 3rOPTKHM, TO MAaTEMAaTHYHO MOJENb PO3B'S3aHHS 3aBJAHHS
BEKTOPHO1 ONTHMI3aIlii TOJA€THCS Y BUTIISAIL:

X =arg min C(x), (4)

ne C(x) — ckansgpHa QyHKIIiS, 1110 Ma€ 3MICT CKaJISIPHOT 3TOPTKU BEKTOPa YACTKOBUX KPHUTEPIiB,

BHU/I SIKOT 3aJIEKUTH BiJ] 00paHOT CXeMHU KOMIIPOMICIB.
OCHOBHA CKJIQJHICTh MEpPEXOJy BiJl BEKTOPHOTO KPUTEPIIO SIKOCTI JI0 CKAJIAPHOI 3TOPTKH
MOJIATaE B TOMY, IO 3TOpPTKa TIOBHHHA SIBISATA COOOK0 KOHTJIOMEpAaT YacTKOBUX KPHUTEPIiB,
BOKJIUBICTh KOXKHOTO 3 SKHX Yy 3arajibHIi OIIHII 3MIHIOETHCS 3QJICKHO BiJl BUMAAKY. Y PI3HUX
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CUTYyallisIX PaHr «HAHOUIBII Ba)KIMBOT0» MOXYTh 3700YBaTH Pi3HI YacTKOBI KpuTepii. IHIMMU
CJIOBaMHU, CKaJIIpHa 3rOpPTKa YaCTKOBUX KPUTEPIiB MOBUHHA OyTH BUPAKEHHSIM CXEMU KOMIIPOMICIB,
0 aNanTyeThCs N0 BHUMAAKy. [IOHATTS BUMAAKY, IO BHPAXKAETHCSA NBIMKOI S = <¢, x> 3
JEKapTOBUM JT00yTKOM DxX, pyHIaMEHTAIBHE ISl TEOPii BEKTOPHOI ONTHUMI3allii, TOMY 110 BOHO,
Oyay4n 00'€KTUBHHM, € €IMHOIO IMiJICTaBOIO A7 cripod (popmanizamii BUOOPY cXeMH KOMIPOMICIB.

Ha migcraBi aHamizy 3aBaaHHS BHOOpPY CXE€MH KOMIIPOMICIB 3aMIHIOETHCS €KBIBAJCHTHUM
3aBJIaHHSIM CHHTE3Y JISKO1 €JMHOT CKaJIIPHOI 3TrOPTKM YACTKOBUX KPUTEPIiB, 110 B PI3HUX BHUIATKAX
BHpaXkaso 0 pi3Hi NpUHIUIIK onTUMabHOCTI. CuHTe30BaHa hyHkiis C(x) [10,12]:

1) noBuHHa OyTH I1aKOI0 1 MOHOTOHHOIO;

2) y KpUTUYHUX BUIAJKaX MOBUHHA BUPAXKATH MPUHIUI MIHIMAaKCa;

3) y TUIIOBUX yMOBax NOBHHHA TOTPUMYBATHCS IPUHIUITY IHTETPAITbHOT ONTUMAaIbHOCTI;

4) y MpOMDKHHMX BHUIaJKaX MOBHHHA MPUBOJUTH JO MMAPETO-ONTUMAIBHUX PO3B'A3KiB, IO
Jar0Th Pi3HI MipH YaCTKOBOTO 3a/I0BOJICHHS KPUTEPIiB.

[HmyMu  crmoBamm, Taka YyHIBepcallbHa 3TOpPTKa IOBMHHA OYyTH BHUPAKEHHSIM CXEMHU
KOMIIPOMICIB, HIO aJanTyeTbcs A0 cHuryamii. MoXKHa cKa3aTd, IO ajanTaiis Ta 3JaTHICTH 10
ajanranii — TOJIOBHA 3MICTOBHA CYTh JAOCHIDKEHHS OaraTOKpUTEpialbHUX CHUCTEM, JJIS 4YOro
HEOOXiTHO, 100 y BUPAKEHHS I CKAISPHOI 3TOPTKHU B SIBHOMY BUTJISIII BXOJIMIIA XapaKTEPUCTUKH
KPUTUYHOCTI cuTyanii. Takoro pyHKIIi€0 BBaXKAa€ThCs YHi(IKOBaHA CKAJISIPHA 3TOPTKA 32 HENIHIHHOIO
CXEMOI0 KOMIIPOMICiB

> 1
C(x)= kZlckm [Ckaon —Cy (x)] , (5)

sgKa BHUpaXkae MPUHIUN «mofani Big oOMexeHb». [Ipum 1boMy HemnmiHiIHA cxemMa KOMIIPOMICIB
3aJJ0BOJIbHSIE YMOBY ITapeTO-ONTHMAIBHOCTI.

[lepeBara koHIemNIi HEMHIAHOT CXeMH KOMIIPOMICIB IOJISITAE€ B MOYJIMBOCTI TPHHHATTS
OaratokpuTepiaJbHOTO PO3B'SI3KYy (opMalbHO, 0€3 0COOMCTOT yJacTi JOAUHUA. AnlapaTr HeTiHIHHOT
CXEMHU KOMIIPOMICIB, po3po0aeHni K (HopMasli30BaHUM IHCTPYMEHT JJIs TOCIIKEHHS CKIIaJHUX
€praTU4HUX CHCTEM 13 CyNEepewINBUMU KPUTEPISIMU, A€ 3MOTY IMOB'A3yBaTH OaraToKpuTepiaibHi
3aBJIaHHS LIMPOKOTO KJacy.

VY 3aragpHOMy BHmajaky 3HaueHHs mnapameTpiB HIC oOuuciniooThCsl 3a HACTYNHUMU
dopmynamu. Ilapamerp, 1m0 XapakTepu3ye CTYHiHb MOJOO0M alrOpUTMy [isSUIBHOCTI, SKHH
BianpauboByeTbesa Ha HIC, peanbHOMY

m M
yO:ZbJZRIJKIJ’ (6)
=1 i=l
ne b, — koedinieHT 3HAYUMOCTI j-r0 (haxiBus IPH BUKOHAHHI 3aB/IaHHS;
R. — Koe(ilieHT 3HAYMMOCTI i-1 omeparlii B aNropuT™i TisUTBHOCTI j-ro (axiBIst, IPUIOMY

1

m

m.
J
2.0y =2 RiK;; =1, (7)
j=1 i=1
e Kij — KoeQIIiEHT, 1110 XapaKTEePU3ye CTYIIHb BIAMOBIAHOCTI il j-ro (axiBIisi TPy BUKOHAHHI i-1
orepariii peaabHUM;

M — KUTBKICTh (axiBIliB, sIKI HABYAIOThCS 3 Bukopuctanusm HIC;

m j — KUIBKICTb OMepalliil B arOpUTMI JisSUTBHOCTI j-TO haxiBus.

[lapamerp TOBHOTM 1 SKOCTI BIATBOPEHHMX HaBYaJIbHO-IHGOpPMAIIHHUX MoOJenel
00YHCITIOETHCA 32 (HOPMYIIOIO

S ik ®)
=295 o
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Ae « — Koe(ilieHT, IO XapaKTepu3ye€ 3HAYMMICTh BIATBOPEHOIO i-TO THUILy HAaBYaJbHO-

iHdopmariinoi mMoxeni (y OUIBIIOCTI BUIAIKIB II€ OYiKyBaHa 4YacTOTa IOSBH i-i HaBYaJIbHO-
iH(pOopMaLiiHOT MOJENI),

ki, — KoedimieHT, IO XapaKTepu3ye CTyMiHb BIANOBIZHOCTi BiATBOPEHOI HaBYAIBHO-
iH(opMaIiifHOT MO i-T'0 TUITY pealibHIi 0OCTaHOBII;

M, — KUIbKICTb peani3auiil HaB4albHO-1HOPMaLIHHUX MOJENEH i-T0 TUILY AOCIIKYyBaHOI

HIC 3a eran miaroroBku nepconaiy ((haxisis);
my
HEOOX1/IHa JUTs MATOTOBKHU MepcoHaity ((axiBiisd) 10 HEOOXITHOTO PiBHS,

N — KiIBKICTh THUIIB HaBYalbHO-iH(GoOpMariiHoi Momem. J[ias po3paxyHKy mnokasHuka (8)
CKJIQJIAETHCSl TIEPEIIIK THIIB HaBYAIbHO-1HGOPMAIIHHUX MOJENEH, M0 MiAIATaloTh BIATBOPEHHIO.
Llei#t mepernik MOBMHEH ypaxOBYBaTH MOBHUH MAiala3oH YCiX MOJIMBHX iH(pOpPMaLiiHUX MOJENIEH,
MIPOTHO30BAHUX TiJ] Yac MiSIbHOCTI MEPCOHANTY W HEOOXITHUX JJIs HOro MiATOTOBKH 10 MOTPIOHOTO
piBHS.

[TapameTp MOBHOTH Ta SKOCTI 00'€KTUBHOT'O KOHTPOJIIO Aiil (haxiBIliB 1 KEPYBaHHS MIPOLIECOM
HaBYaHHS O0YHCITIOETHCS 32 (OPMYJIIOI0

— HeoOXigHe 4YHUCIIo pealnizalidl HaBYaIbHO-IH(POpPMALIKHOI MOAENl i-ro TUMY, SKa

r fi
Yo =20 li—5. 9)
i=1 T
e I — KUIbKICTh THMIB (PYHKIIIF KOHTPOIIO i KepyBaHHS;

0, — KoediLieHT, MO XapaKTepHU3ye CTYNiHb BiAMOBIIHOCTI JUAAKTHYHUX (QyHKWIH i-ro THITY
HEOOX1THUM;

|, — xoedimient, mo xapakrepusye Bary GyHkii i-ro TuILy (B OCHOBHOMY i€ O4iKyBaHa 4acTOTa

n
BUKOPUCTAHHSA i~ QyHKIIIT), Zli =1
i=1
f. — xinmpkicTh peanmizoBaHuX (QyHKIiH i-r0 THITY 3a IEBHMIT Yac;
f.° — ximbkicTh peamizaniit GyHKUii i-ro THIY, sSKa MOTpiOHA AJIS MiIATOTOBKH MEPCOHATY [0
HEOOXI1JJTHOTO PiBHS.
[Tapamertp, 110 XapakTepu3ye MOBHOTY IUKITY MIATOTOBKH ¢axisiiiB 3a gornomororo HIC:

Y, =1-2b — (10)

ne At, — nomaTkoBumii yac miArOTOBKH B PEATbHUX YMOBAX;

toixr — 3araIBHUH Yac MiATOTOBKU TIEPCOHAITY JIJIs 3a0€3MeUYeHHs] HEOOX1JHOT IKOCT1 AisUTbHOCTI,

n
b, — koedirieHT 3HAYMMOCTI i-TO 3aBIAHHS B 3arajbHiil CHCTEMi HiI[FOTOBKI/I[Z b, = 1j ;
i=1
n — YHCIIO0 HaBYAIBHHX 3aBJIaHb, [0 CTAHOBJIATH MMOBHUH ITMKII ITiITOTOBKH.

Takum unHOM, BHOIp parioHanbHOro Bapianta no0ynosu HIC moBuHeH 31ificHIOBaTHCS Ha
OCHOBI BUKOPHUCTaHHSI CHCTEMH IOKa3HMKIB, 1[0 BPAXOBYIOTh JAMHAMIKY HIATOTOBKHU IEPCOHAITY
(daxiB1iB), a TaKOX BUTPATH, HEOOXIIHI JJI JOCATHEHHS HEOOX1THOTO (MaKCHMAIIbHO MOYJIMBOTO)
PIBHS IXHHOI HABYEHOCTI 3 BUKOHAHHS MTOCTABJICHUX 3aB/IaHb.

Konyenmyanoui 3acaou nobyoosu HIC inmencusnoi niocomoexu. IlpakTuka mokasye, II0
MOXJIMBOCT] TPAIUIIMHAX METOJWK HAaBUaHHS OOMEXKEHI 1 HEe MOXYTh 3a0€3MEeUNTH HaJISKHOI
iHTeHcuGiKalii MAroToBKM MalOyTHIX (axiBiiB. Buxia mossdrae B pilrydyoMy IOBOPOTI Bif
eKCTEHCHUBHUX JI0 IHTEHCHMBHUX METOJWK HaBYaHHS 3 BUKOPHCTaHHAM mepcrekTuBHUX HIC
IHTEHCUBHOI i ITOTOBKHU.

['onmoBHOIO mepeBarol0 TaKUX CHCTEM IIATOTOBKH (DaxiBI[IB € MOMKIMBICTh 3a JOMOMOTOIO
imitTanitaux HIM, mo BKItoYae pPO3BUTOK Ta HACHIAKK BUpimieHHS b3, omiHUTH edeKTUBHICTH
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npuiMaNbHUX pillieHb (GaxiBLUSIMU MPU PI3HOMAHITHUX BapiaHTax ix mid. OpHaK, SK MMOKa3ylOTb
pe3yiabTaTH JOCIHIKEHb, BIACTaBaHHS B Iid 00JacTi 0OYMOBIIOETHCS HE TUIBKH HEJOCTATHHOIO
KUIBKICTIO OOYHMCIIOBAIBHOI TEXHIKH, aje i Hacammepe]] BiJICYTHICTIO KOHIENTYAJIbHHX 3acall
nooynosu HIC iHTeHCHMBHOT MIATOTOBKH.

B 3aranpHOMY BuTIIsiAi mocranoBka 3anadi nooynosu HIC GpopMyitoeThCst HACTYTHIM YHHOM.
HeoOximHO BW3HAYMTH HaWOUIBIN pamioHanbHUW BapianT moOymoBu HIC, 3acTocyBaHHS SKOTO
3a0e3MeunTh MiArOTOBKY (haxiBLiB J0 MAKCHMAaJIbHO MOKIUBOTO PiBHS HABYCHOCTI y BCTAHOBJICHUN
TepMiH. BupimeHHs 1i€i 3agadi MOXKJIMBO Ha OCHOBI BHUKOPHCTaHHS CYYaCHMX I1HTCHCHUBHHUX
TeXHOJIOTi# HaB4aHHs. [Ipy 1bOMY IHTEHCHBHA TEXHOJIOTi BU3HAYAETHCSA ““IK cucTeMa (DaKkTopiB, 10
1HTeHCU(]IKYIOTh MPOIEC HABYAHHS: 17IeaIbHUX, CIPSIMOBAHUX HA MiBUIIEHHS CTYIIEHS aKTUBHOCTI
THX, KOTO HABYAIOTh, 1 MaTepiaJbHUX (TEXHIYHUX), IO 3a0€3MeUyIOTh 3a/JaHuil (MaKCHUMaIbHHN)
piBeHb HaBYaHHS B HaWkopoTmwi Tepmin” [7]. Ilpu mpomy HaHOIIBII CYTTEBUM IJIs TIPOLIECY
iHTeHcuGikanii HaBYaHHA € aKTUBI3aWig AismbHOCTI (axiBmiB [1,8]. ¥V 3a3HaueHux ymoBax
IIPUCKOPEH1 peXKUMHU HaBYaHHSA MOXYTh CTaTH JXKEPEJIOM K MO3UTHUBHUX, TaK 1 HETaATUBHUX €MOLIIH.
Bunukatoui B pe3ynpTari AeinuTy yacy eMOIiiHI peakiii 10 BU3HAYEHOT0 TPAHUYHOTO 3HAYCHHS
BIUTUBAIOTh HA MIATOTOBKY (haxiBIiB sK opraHizyrouuii ¢akrtop. IIpu oMy moTuBalis cropuse
i ABUILEHHIO IIBUJIKOCTI 3aCBOEHHS HABYAJILHOT'O MaTepialy i CKOPOUSHHIO YaCOBUX Ta (JiHAHCOBUX
BUTpAT Ha HaB4YaHHA. OJIHAK, MiCIs JOCATHEHHS BU3HAYEHOT'O MOPOTY 3 MPUCKOPEHOr0 HAaBYAHHS,
€MOIIiifHa HAIIPYKCHICTh CTAa€ JIE30PraHi3ylouuM GaKkTopoM y IIbOMY IPOIIECi.

B ocHOBY 3anpornoHOBaHOIO METOJMYHOTO MiAXOLy A0 iHTeHCH(iKalii HaBYaHHS MOKJIaJieHe
Te, MO "BHYTPINIHS MMepeKOHAHICTh" (DaxiBIliB B OOMEKEHOCTI Yacy, 10 3aJUIIUBCS HA BUBYCHHS
HEOO0X1JHOr0 MaTepialy Y BUKOHAHHs HABYAJIIbHOT'O 3aBAAaHHS, BUKJIMKA€E B HUX CTaH HAIIPY>KEHOCTI.
SIKIIO 5K HANPYXXEHICTh He MEePEBUIIYE TPAHUYHE 3HAYCHHS (TPAHUYHO MPHUITYCTUMY HAIPY>KEHICTh)
— BIUIMB CTa€ opraizyrouuMm. Y Mojen ¢yHkuionyBanHs HIC HampyskeHICTh BHU3HAueHa $K
BHYTPIIIHIH cTaH j-ro (axiBus Oe3MOCepeHbO Mepel BAKOHAHHSM i-01 eleMEeHTapHOT 3a/1ad4i.

Konnenuiss HanpyxeHocti peanizyerscsi B HIC muisixom 3MeHIIEHHS LMKIY BiTOOpaXKeHHS
HaBYaJIbHOI 1H(opMalii (3MicTy HaBUaIbHOI 3a7a4l) Ha MoHITOpax [IEOM, noku HanpyxeHicTh HE
JIOCSITHE 3aJIaHOTO PiBHS, IIPU SIKOMY I11e 1e(IlUT Yacy Ji€ IK opranizyrounii gpaxtop. Opranizyrouni
BILJIUB €MOILIIMHOT Hampy>KEHOCT1 (S-HaIlpyKeHOCT1) BUBHAYAETHCA TUM, 1110 B MPOIEC] MiATOTOBKU
(axiBLi MpaIoTh 30CepeHilIe, TOYHIIE, i IMOBIPHICTh MPABUIIBHOTO 1 CBOEYACHOTO BUKOHAHHS
eJIEMEHTAPHUX 3aBJaHb HABUYAHHSI ITiIBUIIYETHCS.

@DyHKIIS HaNpPYKEHOCTI sBJise COOOI0 BIJHOUIEHHS Yacy, HEOOXiJHOr0O Ha BUKOHAHHS
HaBYaJIbHOTO 3aBJIaHHS 10 ()aKTUYHO HAsSBHOTO Yacy B pO3MOPSA/KEHHI (DaxiBLiB B KOKHOMY LUK
¢ynkuionyBanus AHC

|
>t
h" _ ] iITp
|

J )
T

(11)

1ie — cepeHiil yac, HeoOXiqHUM (axiBLSAM JIs1 BUKOHAHHS 1-01 eleMEeHTapHo] 3a/1a4i;

| — KUIBKICTH 3a/1a4, 10 3aJUIIMINCS IS BUKOHAHHS;

T — noBHMH yac, 110 € B PO3MOPSAIKEHH] j-0i 0cO0H, Ky HAaBYalOTh, /U1 BUKOHaHHS | 3amau
HaBYaHHS, [0 3AJIMIIMIINCS B KO)KHOMY LUK (pyHKIIoHYBaHHS CIII.

CepenHi 3HaYeHHS 4acy BUKOHAHHS €JIEMEHTApPHUX HABYAJIBHHX 3aB/aHb OOUUCIIOIOTHCS Ha
OCHOBI CTaTUCTHUYHUX JAHUX, OTPUMAHUX Y XOA1 3aHATh. OOUHCIEeHHS 3HAYCHHs HAPY>KEHOCT1 B
mporeci miarotoBku ¢axisuiB oomexeri B HIC 1 3naxonsatees B mexax Big 1.0 1o 4.0.

SIK110 B X011 MATOTOBKU (paxiBellb BUYEPIIaB 4ac TO BBAXKAETHCS, 110 BEIMUNHA HAMIPYKEHOCTI
i€l 0coOM MpU BUKOHAHHI OTepaLii, M0 3aJUIIWINCS, JOPIBHIOE TOPOTOBOMY 3HAUYEHHIO. 3HAUCHHS
MOPOry S-Hampy>KEHOCTI 3HAXOAWTHCS B Mexkax 1.8 - 2.9. Bubip KOHKpPETHOrO 3HA4YECHHS MOPOTY
CTpeCy 3aJIeKUTh BiJl IHINBITyalbHUX OCOOIMBOCTEH THX, KOTO HABYAIOTh. SIK MOKa3ye MpaKTHKA AJIs
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"cepeIHbOCTaTUCTUYHOI" 0ocobu 2.3, s "Ounb criokiiaoro" 1.8 - 2.2, mis "MeHmn criokiiHoro" 2.4
- 2.9. V 3B'I3Ky 3 IIUM B 3QJICKHOCTI BiJl IHIUBIAyaIbHUX OCOOJMBOCTEH THX, KOTO HaBYAIOTh, Ha
KO>KHOMY 3aHSTTI BUHUKAE HEOOX1THICTh y (hOpMyBaHHI HaBUAIBHUX 3aBJIaHb 3 PI3HOIO MIBUKICTIO.
Takum ymHOM, JUIsi peaiizalii TEXHOJOTrii IHTEHCMBHOTO HABYaHHS IMOBHHHA 3a0e3MedyBaTHCS
aJanTHBHA 3MiHA MIBUAKOCTI BUAa4l HaBYaabHKX 3aBaaHb 3 [IEOM Buknagada na IIEOM tHX, KOTO
HaByatoTh. [Ipu npomy ctpykrypa HIC ymMOBHO mifpo3aisiseThcss HA KOMITIOTEPHI KJIacH, O SIKHX
Hanexats [IEOM Bukinanaga i [IEOM THX, KOTO HAaBYAKOTh, 1 IMiICKCTEMY AUCTAHIIIHHOTO HABYAHHSI,
o 3abes3rneuye peamizaiiio THy4Koi BipTyaslbHOi cTpykTypu HIC mns HaiOumemn edeKTHBHOTO
MIPOBEJICHHS YCIX BUIIB KOMITIOTEPHUX 3aHSITh.

[linroroBka KypciB (MOAY/IiB) IHTCHCHMBHOTO HaBYaHHS 3IIHCHIOETBCS 33  €JIMHUM
ONITUMAJIHUM IUIAHOM 1HTEHCHBHOT'O HAaBYAHHS, IO MPUITYCKae KOMOIHOBaHE PIlICHHS HACTYIMHHX
JBOX OCHOBHHX 3aja4 [7,8]:

MPUCKOPEHa MiAroToBKa (haxiBIliB 10 HEOOX1IHOTO PiBHS 3 BUKOHAHHS HAaBYAJIHHHUX 3aBIAaHb
MIpU MiHIMAIBHUX BUTpaTax yacy (mepiia ¢a3za IHTEHCUBHOTO HAaBYaHHS).

miaroToBka (haxiBIliB JJIi BUKOHAHHS 3aBIaHb J0 MaKCHMAaJIbHO MOXJIMBOTO PIBHS (haxoBOT
HAaBYCHOCTI MpHU 3a/laHUX YacOBUX (BapTICHUX) OOMEXKEHHSX Y XOJi MpPOBEACHHS IUIAHOBUX
HaBYAJIBHMX 3aHATH (Apyra (aza iHTEHCUBHOI MIATOTOBKH).

Bupimennst mepmioi 3amaui 3A1MCHIOETbCS Y BHIMAJKY, KoM (axiBIl 3a pe3ylbTaTaMu
TECTYBaHHS HE JOCSATIN HEOOXITHOTO piBHS MiATOTOBKHU. JlJisi pilieHHsS AaHOT 3a7adi 3M1HCHIOEThCS
BipTyanbHe migkatodeHns [IEOM tux, koro HaBuyaroTh, 70 [IEOM Bukiagava 3 MeTOO oprasizaiii
npoBeieHHsT mepmoi (a3u iHTEeHCHBHOro HaBuaHHS. [Ipy 1bOMy B TPHUCKOPEHOMY pPEXHMI
3a0e3neuyeTscsi (GOpMyBaHHS Takoi KUIBKOCTI PI3HOTHUIIHMX HAaBYAIBHMX 3aBJaHb Ha 3aco0ax
BimoOpaxenns [IEOM, mpu BiampamroBaHHI SKHX CKOPOYYIOTbCS 4acoBi ((piHaHCOBi) BUTpaTH,
HEOOX1JIH1 JIJIs MiArOTOBKH (PaxiBIld JO HEOOX1THOTO PiBHS.

Jnst TuX, SKi YCHIIIHO TPOWIUIM TECTYBAaHHS, 3/IHCHIOETHCS BHUPIMICHHS 3aBIaHHA 31
CTBOpEHHs1 Takoi BipTyanbHOi cTpykrypu HIC, mpu skiii ogHOuYacHO Ha 3aco0ax BiJOOpa)KeHHs
I[TEOM THX, KOT0 HaBYaOTh, POPMYETHCSI HEOOX1/1HA KUIbKICTh HAaBYAJIbHUX 3aBJIaHb, 1110 3a0e31euye
Mo/ajIbIlle MAKCUMAIIbHE IMiIBUILIEHHS PiBHS MiATOTOBKU (paxiBIliB 3 HABYAJIbHUX TeM. Po3B’s3aHHS
JTAHUX 3a7a4 MOXE 31MCHIOBATHUCS, HANPUKIAA, HA OCHOBI BUKOPHUCTAHHS CIEIIaIbHUX METO/IIB
ONTUMAJIHOTO TJIaHYBaHHS I YNpaBiiHHSA MOpollecOM MiArOTOBKM (axiBIiB [6], siki OymayTh
PO3MIISIHYTI y HACTYIMHUX PO3/Tax. Y 3arajJbHOMY BUIJISII CHCTEMY IHTEHCHUBHOI MIJTOTOBKY MOYKHA
npenctaBuTu (puc. 1) y BUII TBOX OCHOBHUX YacTHH: 00'€KTa ympaBiiHHS (THX, KOTO HaBYAIOTh) i
kepytouoro npuctporo (IIEOM Buknanaya).

f(t)
'

U(t) EOM THx, KOro HaB4arTh

EOM Buknanaua P(t)

A 4

A )

Pucynok 1 — 3aranpHuil BUTIISA CUCTEMH IHTEHCUBHOI MTiATOTOBKHU

MatemaTuyHUN OMKMC CHUCTEMH IHTEHCHBHOTO HaBUaHHS MOXE OYyTH MpeICTaBICHHH B
HACTYMHOMY BUTJISIL:
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iz 0, Z®) 02" U 0,0, 060 ©;Up 1), U, (0, UD )

Un .U O bSO 1,0, L0, (00 B0, L0, 20 @2

£, f (O T80 12120 K,

ne K — xinpKicTh (haxiBIliB, 10 HABYAIOTHCS,;
' n .. ) ..
Z (1), Z; ®),..., Zi( k) _ BHXI1JIHI MapamMeTpu (BiAMOBI/II) THX, KOTO HABYAIOTh;

Uy (),u,, ),.., ur(n k)(t) — yOpaBJIsAloYi BIUIMBH IHTEHCHBHOI MIiATOTOBKH Yy BUIJISII
aJIalTHBHOI 3MiHM IBHIKOCTI BiITBOPCHHS HABYAIBHHUX 3aBJIaHb;

fo (1), fm(t), ey fngkk)(t) — 30BHIIIHI BIUIUBU.

IIpu K=1 o6'ekt € omHoMipuuMm. Sfkmo K=1, To K nudepeHmiarbHux piBHIHBL (8) mpu
BiJICYTHOCTI 30BHIIITHHOTO BIUIMBY Ta 3 ypaxXyBaHHSIM ITEPEMIHHUX CTaHy THX, KOTO HABYaIOTh, MOJKHA
MPEACTAaBUTH B HOpMaJIbHIH opmi Kori:

p.®) =w(p,@®), (), o P, (1); L (D), Uy (1), o U (D) -1 2, n (13)

Buxinni pe3ynabpTraty (BiAMOBIAL) THX, KOTO HABYAIOTh, BUPAYKAIOTHCS CITiBBIIHOMICHHSIMHU BHTY:

Z'(t):®(pl(t)1 pZ(t)’ e pn(t)1 ul(t)1 Uz(t), e uk(t)): i=1,2, K. (14)

VY 3araJlbHOMY BHIAJIKy MOKHA MPEJICTABUTH PIBHSHHS CTaHY THX, KOTO HABYAIOTh, Y TAKOMY
BUTJISAIL:

P =wIP(®), U, tI; Z()=6[P(t), U (), t]. (15)

Jlonyckaemo, 1m0 y JesiKuii MOMEHT 4acy to = 0, skuii puiiMaeThes K MOYAaTOK BIJUTIKY 4acy,
nepeMiHHi ctany yl, y2, ..., yn MarTh 3HaueHHs yl(to), y2(to), ..., yn(to) 4u, IHIIMMH CIIOBaMH
BEKTOp cTaHy nopiBHIOE P(to). [Ipumyctumo, 1mo MOMEHT to BIANOBiNA€ MOYATKY YIPABIIHHSI
MPOIIECOM IHTEHCHBHOIO HAaBYaHHs, TOOTO MOYMHAIOYM 3 IIbOTO MOMEHTY Ha O0'€KT HaBYaHHS
nogaetbes yrpasiinag U(t). CykymHicTh oOMexeHb (hopMye 00J1aCTh MOKIJIMBUX 3HAYEHb BIUIMBIB,
K1 yrpaBisitoTh. [To3Haunmo 1110 001acte cuMBosioM Kypcu iHTEHCHBHOT MiITOTOBKH, 1110 PEATBHO
MO/Ial0ThCSI Ha BX1/1 00’ €KTa yIpaBIiHHS, MaOTh HAJIEXKaTH 00JIaCTi IPUITYCTUMUX YIIPaBIiHb:

U(t) e Q). (16)

Buinomy ¢opMyBaHHS KypciB IHTEHCUBHOI MiIFOTOBKU MOJISATA€ B MJIaHYBaHHI HEOOX1IHOTO
Habopy HaBUAIBHUX 3aB/JaHb 3 METOIO IHTEHCHIKaIlll MpoIecy BiANpalbOBYBaHHS PI3HOTHITHUX
eNIEMEHTAPHUX 3a/]1a4 HaBYaHHS HA KOXKHOMY i-oMy (i=1, ..., N) eTari iHTEHCUBHOI MiITOTOBKH.

Mognens ¢ynkuionyBanas HIC mpumyckae peanizaiiro HaCTYIHHMX J1BOX (a3 iHTeHcHupikamii
MpoIiecy HaBYaHHS:

1 ¢a3a: mpuckopeHa miAroToBka (axiBiiB 0 HEOOXiMHOTO piBHSA HaBuaHHs PH(t) mpu

MiHIMaJIbHUX YacOBUX Ta BapTicHUX BUTpartax C i hij . Y 11bOMyY BHUIAJKy MOTPiOHO 3HAWTH Take
yopasiiaasa U(t) , mpu skoMy Ti, SIKi HAaBYAIOThCS, meperayTh 31 crany P(t0=0) y HeoOXiaHui cTan

Pu(t) nmpu minimMansaux C i hij —>V jo » T00TO
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min )J C. 17)

(t)eQ(u

2 ¢aza: micng JOCATHEHHS HEOOXIAHOTO piBHS MIATOTOBKH 3a0e3MedyeThesl IMiATPUMKA
OTPUMaHUX HaBUYOK (3HaHb, YMiHb) Ta iX MOAAJIbBIIE BIOCKOHATIOBAHHS IPH hij —>V jo 1 C=Coon.

VY 1upoMy BHUIAJKY 3aJIa€ThCS OYaTKOBHIA cTaH (axiBUiB P(to), 001acTh NPUITYCTUMHX YIIPaBIIiHb
Q(U) i xpurepiit ontumansHOCT:

[ max ]P(t). (18)
U (t)eQU)

OcHoBrHOoto Metorw ¢dyHkuionyBanus HIC e migroroBka ¢axiBmiB g0 HEOOXiTHOTO
(MakcUMalIbHO MOKJIMBOTO — “BiIMIHHOT0”’) piBHA (PH) mpu MiHIManbHUX BUTpaTax yacy i 3aco0iB
©).

[Ipu pomy y3aranpHeHUl nmokazHuk C MOBHMHEH BPaxoBYBaTH BUTpPaTH Ha po3pooOky (Cl),
cepiitne Burotosienns (C2) i BnpoBampkenns (C3) koxHoro r —ro (r=1, ..., R) BapianTa CIII, yacosi
(C4), a takox excrutyarauiiiai Butpatu (C5), HeoOXiaHI A MATOTOBKU (PaxiBIiB HEOOX1THOTO
piBas (PH). Kpim Toro, y3aranpHenuii mokazHuk C Mae BpaxOBYBaTH BUTpPATH U CTBOPEHHS i
BeneHHs 0Oa3 nmanux (06a3 3HaHb) mpo HaByanbHi 3aBAaHHs (C6), opranizaiilo 00'€KTUBHOTO
KOHTPOJIIO 1 yrpasiiaHs nporecoM HaBuaHHs (C7). Takoxk B y3araiibHeHUH ToKa3HUK C MOXYTh
Biutouatucst Butpatu (C8), HeoOXimHi s MiABUILEHHS CTIHKOCTI (PyHKLIOHYBaHHS 3aco0iB
O0YHCITIOBAILHOT TEXHIKH, MPOTPAMHOTO 3a0€3IMEYCHHS 1 MEPEXKHOro 00JaJHaHHS KOXXHOTO I-TO
Bapianty HIC. Ilpu npomy 3HadyenHs k-ro (k = 1, ..., S) NOKa3HWKA BUTpPAT HE MOBUHHE
MEPEBUIIYBATH MAaKCUMAIIBHO MTPUITYCTUMOTO 3HAYCHHS .

Buxonsuu 3 TOro, mo MOKa3HUKH BUTPAT 33JAI0ThCSl B PI3HUX OAMHMIISIX BUMIPY 1 HOCSTh
pi3HUN (DI3UYHMNA 3MICT, JUIs pPIIIEHHS 3ajJadl BUOOPY palliOHaJIbHOTO BaplaHTy MOOYIOBH Ta
opranizauii ¢ynkuionyBaHHs HIC nHa mnepmniii (a3l HaBYaHHS CKOPHCTAEMOCS KOHIEMIIE0
HEJHIHHOI CXeMU KOMITPOMICiB [9].

ITpu oMy s BUOGOpY r-ro (pauioHanbHOro) Bapianta nodyaosu HIC, mo 3abe3neunTs
MIPUCKOPEHY MIATOTOBKY (axiBIliB, JOLUIBHO BHUKOPHCTOBYBaTH HACTYIHUN Yy3araJbHEHUN
noka3nuk (Cr):

S Fka
Cr: z ( don

) > min, (19)
k=1 CK()on - vkr

S
mpubPr 2P, Co<C , YR =1(r=1..,R k=1,..,5),
k=1

ne Pr — cepenHiil piBeHb MiATOTOBKH (haXiBIiB, IO JOCATAETHCSA NMPH BUKOPUCTAHHI I-TO
BapianTta HIC Ha nepuiit ¢a3i HaBuaHHS;

P, — HeoOXiaHMI piBEeHb MiATOTOBKH (paxiBIIiB;

F, - koedinient Baxmupocti K -ro mokasmuxa.

Kpim Toro r-uii (pauionanbHuii) Bapiant no0ynosu AHC, npu fioro BUKOpUCTaHHI Ha IpyTii
(a3i HaBUaHHS, TOBUHEH 33]0BOJIBHATH HACTYITHOMY KPUTEPi0 €(EKTUBHOCTI:

P — max, (20)

S
mpuCa <Cy YR =1(r=1 .., R k=1,..,53).
k=1
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Taxum unHOM, cTBopeHHs HIC iHTeHCHMBHOI MIATOTOBKY Ta OpraHizais iX (yHKIIOHYBaHHS Yy
BUTJISI 1BOX(a30BOi MOJIENl IHTEHCHBHOTO HaBUaHHS 3a0e3neuye npodeciiiny miaroToBky (GaxisIiiB
10 HEeOoOXimHOro (MaKCHMAaJIbHO MOXIJIMBOTO) PiBHS HABYCHOCTI NpPU BH3HAUEHHX (PiHAHCOBHX 1
YacOBUX BUTpATaX.

BucHoBku

1.B pobGori mpoaHasi3oBaHI OCHOBHI TNPHUHIMIM CHHTE3Y CY4YaCHUX HaBYaJIbHO-
iH(pOpMaLiifHUX CUCTEM JIJIsl OpraHi3allii 0e3nepepBHOi OCBITH Y BiiICbKOBIH cdepi.

2. Po3rnsiHyTI OCHOBHI UYWHHHUKH, $KI BIUIMBAIOTh Ha SKICTh HaBUYaIbHO-1H(OpMAIiHHUX
cucTeM, a came: MeTa QYHKIIOHYBAaHHS, YMOBH (DYHKITIOHYBaHHS; TOMOJIOTis 00'€KTa JOCITIKEHHS,
B3a€MO3B'SI30K MDK 3aBJaHHSMHU, LI0 PO3B'A3YIOTHCSA; (OPMANbHHUI OMUC MPOLECIB HaBYaAHHS
NEepCOHaNy; MOJieNi (PYHKIIOHYBAaHHS; KPUTEPil yXBaJICHHS PIlLICHHS PO MOXIIUBICTh BUKOPUCTAHHS
OTPUMAHMX PE3YJIbTATIB JIs1 BUOOPY BapiaHTa CUCTEMHU. Y3araJibHEH1 mapaMeTpH (XapaKTepUCTHUKH )
HIC i1 obmexenns; crparerii (Mojaerni) HaBuaHHsS (PaxiBIiB B yMOBaxX HEBHU3HAUYEHOCTI BUXIJHUX
JAHUX 1 EPIOIUMIHOCTI PO3B's3aHHS 3aBAaHb.

3. Ha mincraBi anami3y 3aBmaHHS BUOOPY CXEMH KOMIIPOMICIB 3aMIHIOETHCSI €KBIBAJICHTHUM
3aBJIaHHSAM CUHTE3Y JESIKO1 €IUHOI CKAIIPHOI 3TOPTKU YaCTKOBUX KPUTEPIiB, 110 B PI3HUX BUMAJKaX
BUpaXKa€ pi3Hi NPUHIKIHN onTUManbHOCTI. CuHTe30BaHa pyHkuis C(x) sAxa: MOBUHHA OYTH TJIQJKOIO
i MOHOTOHHOI0; Y KPUTUYHHX BUIAIKaX TOBUHHA BUPAXATH MPUHITUI MiHIMaKCca; Y THIIOBUX YMOBaxX
MMOBUHHA JIOTPUMYBATHCS TIPUHIIUIY IHTETPAIbHOI ONTHUMAIBHOCTI; y TPOMDKHUX BHIIQJIKaX
MOBUHHA MPHUBOJUTU JI0 MApETO-ONTUMAIBHUX PO3B'A3KIB, IO AaIOTh Pi3HI MIpH YaCTKOBOTO
3aJJ0BOJICHHS] KPUTEPIiB.

4. KonuentyanbHi 3acaau nodynosu HIC inTencuBHoi migroroBku. [lokasye, 1110 MOXIUBOCTI
TPaIUIIfHAX METOAMK HaBYaHHS OOMEXEHI 1 He MOXYTh 3a0€3MEUNTH HAJIEKHOI iHTeHCcH(iKamii
MIArOTOBKM MaiOyTHIX BilChKOBUX (haxiBUiB. Buxin momsrae y NpUHIMIIOBOMY IMOBOPOTI Bij
eKCTEHCUBHUX JI0 IHTEHCHUBHUX METOJIWK HaBYaHHS 3 BUKOpHCTaHHSAM mepcrektuBaux HIC
IHTEHCHUBHOI I ATOTOBKH.

5. 'onmoBHOIO TIepeBaror0 TakWx CHUCTEM MIATOTOBKM (PaxiBIIIB € MOKIIMBICTH 3a JOIIOMOTOIO
imitTanitaux HIM, mo BkiIoyae po3BUTOK Ta HAcHiAKU BupimeHHs H3, omiHUTH edeKTUBHICTH
NpUIMalbHUX pilleHb (paxiBUAMU IPU PI3HOMAHITHUX BapilaHTax ixX Jiil.

6. KoncranoBano, mo crtBopeHHs HIC iHTeHCHBHOI MIArOTOBKM Ta OpraHizaifis ix
(yHKIIOHYBaHHS Y BUIJISIAL ABOX()a30BOi MOJIENl IHTEHCUBHOI'O HaBYaHHS 3a0e3neuye npodeciiny
MIArOTOBKY (axiBIiB JO HEOOXIAHOro (MaKCHMalbHO MOXIMBOIO) piBHA HABYEHOCTI MpHU
BHU3HAUYEHUX (PIHAHCOBUX 1 YACOBHUX BUTpPATaX.
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BASIC PRINCIPLES OF SYNTHESIS OF EDUCATIONAL INFORMATION SYSTEMS FOR THE
ORGANIZATION OF CONTINUING EDUCATION

The decisive criterion for the effectiveness of any design is the construction of its architecture, which
depends on the means and methods of implementing this system. Improving the system of continuing
education in the military education system today is a huge number of programs that to some extent increase
the effectiveness of training through adaptive dialogue with the user (as a student, cadet, associate
professor, student and teacher).

This article analyzes the basic principles of synthesis of educational and information systems for the
organization of continuing education. The main factors that affect the quality of educational information
systems (NIS) are considered, namely: the purpose of operation; operating conditions; topology of the object
of research, the relationship between the tasks to be solved; formal description of staff training processes;
functioning models; criteria for deciding on the possibility of using the results to select a system option;
generalized parameters (characteristics) of NIS and restrictions; strategies (models) of training specialists
in the conditions of uncertainty of initial data and periodicity of solving tasks. Synthesized function which
should be smooth and monotonous; in critical cases must express the principle of minimax; in typical
conditions must adhere to the principle of integral optimality; in intermediate cases should lead to pareto-
optimal solutions that give different measures of partial satisfaction of the criteria. It is shown that the
possibilities of traditional training methods are limited and cannot provide proper intensification of training
of future military specialists. The way out is a fundamental turn from extensive to intensive teaching
methods using promising NIS intensive training. The main advantage of such training systems is the ability
to use simulation BAT, which includes the development and consequences of solving knowledge bases, to
assess the effectiveness of decision-making by specialists in a variety of options.

It is stated that the creation of NIS intensive training and the organization of their functioning in the
form of a two-phase model of intensive training provides professional training to the required (maximum
possible) level of training at a certain financial and time costs.

Key words: educational and information systems, architecture construction, synthesis tasks, choice
of compromise schemes.
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METOA INIABUINEHHA E@EKTUBHOCTI ITIPOTOKOJIY PO3IOAIVIEHHSA KJIIOYIB
BE3NEYHOI IP-TEJIE®OHII HA OCHOBI AJITOPUTMY JI®®I — XEJIMAHA

Y po6omi 3anpononoeano memoo niosuuiennn epekmusHocmi RPOMOKO1Y po3nOOiIEHHA KII0Ui6
oe3neunoi Ip-meneonii na ocnosi anzopummy /lighghi — Xenmana, 6iopizusacmuca 8io icHyouozo memooy
GUABIEHHA HENEeIMUMHO20 ADOHEHMA, GNPOGAOINCEHHAM AGMOMAMU30BAHOT NPOZPAMHO-ANAPAMHOT
nepegipku aymenmupixauiitnozo paoka. Ilpu euxopucmanni ¢ 0anomy eunaoky 0eKinbKa Kanauie 36'a3Ky,
6i0N06IiOHA nepesipKa HAOACHb MONCIUBICIb GUAGUIMU HENeZIMUMHO20 ADOHeHm .

Bupiwye nacmynui 3a0aui: naoaec Mmoxcaugicmv 6UAGUMU  AKMUBHO20 HENEIMUMHO20
Kopecnonoenma, AKuil GUKOPUCMOBYE RPOZPAMHE 3aDe3neueHHs CUHMme3y 20710CY; GUHAYUMU AKMUBHO20
Henezimumnozo Kopecnonoenma IP - npomokonie 6 kananax 36'a3ky Inmepnem-menegponii npu
8i0cymHocmi nonepeoHbo PO3N0odiieHoi ceKpemHol Kiouoeol ingopmauii Mixc KopecnonoeHmamu,
0ogipenozo yenmpy. Pezynomamu npoeeoenozo 00CHiOHCeHHA HAOAIOMb MOMCIUBICHb 6KA3AMU, W0
Haubinows  ioomi  IP-npomokonu  po3nodiny 3acanvhHoi  ceKkpemnoi  iHgopmauyii  HeodXiOHo
600CKOHANIO6AMU 8 060X HANPAMKAX: RiOuwieHHA iHpopmauiinoi 6esnexu IP - menegonii ma
nokpauwienna ocnosnux nokasnuxie IP-npomoxonie Inmepnem mepesc. Hainbinow nebezneunoro amaxoio
€ amaka muny «3ycmpiu no cepeouni» na IP -npomokonu po3nooiny 3azanvHoi cekpemuoi inghopmauii.
3asoanns ghopmyeannsa 3azanvHoi cekpemuoi iHghopmauii 6 ymoeax npoeedeHHA amaxKu muny «3ycmpiu no
cepeouni» 6MOPZHEHHA HeleZiIMUMHO20 KOPECNOHOeHMA HA CYUACHOMY emany € akmyanvhot. OOHum 3
Memoodie 3abe3neyeHHA nidsuuieHHs oOe3neku IP npomoxony opmysanns 3azanvHoi cexkpemHoi
iHpopmauii € 8i0CiOKy8anua i 3a00poHA GUKOHAHHA AMAKU MURY «3YCMPIY RO cepeOuHi» 3a PAxXyHoK
sukopucmanua ¢ Inmepnem mepescax IP - menedonii 0exinbkox napanenvHux He3ANeHCHUX KAHAIE
ceancie 368'a3Ky. 3Haruu 6pa3Iueocmi ma pieeHsb 3axXuueHocmi 00°ckma, 015 AKO20 He0OXIOHO npoeecmu
3axucm, aKMUueHUIl HeaecimUMHUIL KOPECROHOEH MOXce GUKOHY8AMU KOMOIHAUI0 amak, AKa moxuce
npugecmu 00 OMPUMAHHA HECAHKUIOHO8AHO20 00CHIYRY 00 OAHUX 00’ €Kma.

3anpononoeano memoo 6UABNEHHA AKMUEHO20 HeneZimumnozo adonenma IP - npomokonie
PO3Rn00Iiny 3a2anvHoi cekpemnoi inghopmauii, 3acnosanux na anzopummi oominy knrouis /lighpi-Xenmana,
ocoonugicms Memooy noOAAZAE€ Y GUKOPUCMAHHI OEKINbKOX GIOKpumux Kaunanié 36'asky. 3abesneuye
3HUIICEHHA GIPO2IOHOCMI NPOBEOEHH AKMUBHUM HeNeZIMUMHUM AOOHEHmMOM YCRIWHOT amaKku «3ycmpiy
no cepeounin, a MaKoic RPUCYMHICHb MEeXAHI3MY 6U3HAYEHHA AKMUBHO20 3/106MUCHUKA 8 KAHA 36'A3KY,
npu giocymuocmi Hanepeo po3noodinenoi 3a2anvhoi cekpemnoi ingpopmauii. Memoo naxnaoae 0dmedxcennsn
Ha 8UKOPUCIMOBYBAHI KAHAIU 38"A3KY, 6 MOMY NIAHI, W0 KAHAIU 368'A3KY HOGUHHI 0YMU He3a/1eMHCHI.

Knrouosi cnoea: nenezimumnuii Kopecnonoenm, ingpopmauiitna 63acmooisn, inmepnem-menegonis,
Kpunmozpagiunuil 3axucm, KaHAaU 36°13Ky, PO3NO0iNEeHHA KI0Yia.

Beryn. [ommupenns IP-tenedonii yepe3 Internet Mepexi mocTaBuiIo MmijJ 3arpo3y NpUOYTKU
ornepatopiB Tenedonnux mepex. [Ipore, oneparopu AT&T, British Telecomunications, Deutsche
Telecom, mounHaOTh HagaBaTH MOCTYTH Internet-tenedonii. AHANOTIUHI TOCTYTH TIepeaadi rojocy
yepe3 Internet wmepexi Hamatorh kommadii  WorldPort, Lucent, ITXC Ta immi.
HaiinepcniekTHBHIIIMMU pUHKaMU niepeaayi rojgocy yepes3 IP-mepexi aiist [P-tenedonii BBaxkaroThes
Agcrpaiis, CILA Tta SnoHis.

[Mommpennto IP-renedonii B Ykpaini nepenrkomxae 1ekiabka (akTopiB: HEAOCTaTHHO HaJliiHA
iH(pacTpykTypa Internet Mepesx KaHamiB 3B sI3Ky; Oprasizaiiii, ki 3a0e31neuyoTh Tene(poHH1 Mepexi
MOCIyraMu 3B 3Ky, He 3allikaBlieH1 B po3BUTKY IP-tenedonii. Jlume kinbka nposaiiiepiB HaAa0Th
nociyru [P-tenedonii - Infocom, IP Telecom, Sovam Teleport.

IlepeBaroro Internet-renedonii € HU3bKA BapTICTh MIKMICBKHUX 1 MIXKHAPOJAHUX IE€PETOBOPIB,
JI03BOJII€E 3MEHIIUTH BUTPATH Ha IMOCIYTH MNepenadi akciB 1 MyJIbTHMEia 3B'A3KYy, 3a PaXyHOK
mu@pyBaHHs 1 CTUCHEHHS TOJIOCOBOTO MOTOKY.
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Po3BuTok HOBHX |IP-poToKoiiB Internet Mepex, a TaKOX Mepegada MoTOKy MaKETHUX JAHUX Y
BHTJISIIl TOJIOCOBUX TAKETIB y BIAKPUTOMY BHUJ1 Yepe3 MyOJIiuHI MepexkKi MPU3BEIu 10 HEOOX1THOCTI
crangaptu3anii IP-mpotokomiB IMepexx, a TakoX KpUOTOTpadiuHOro 3axXUCTy MaHUX IS
3abe3neyeHHss Oesmeunoi Internet-tenedonii. IP-mporokonmm Internet wmepexx posniieHi, B
BIJIMIOBITHOCTI /10 BHIIIyBaHUX 3a/a4, HA TPH TPYIH: MPOTOKOIM 3a0€3MEUeHHs 3aXHUIIEHOCTI 1
curHam3anii, KpuntorpadiqyHui 3aXUCT MaKETHOTO MOTOKY JaHuX (Mexaia Tpadiky) 1 MporpaMHUNA
PO3MOALT KITIOUiB CyJaCHUMH KPUNTOrpadiYHUMHU aJrOpUTMaMH IeHepamii 3aralbHUX KIIFOYiB IS
Menia Tpadika.

CranpmapTuzanis MpOTOKOJIB, @ TAaKOK MAacoBE€ BUKOPHUCTaHHS IMEPCOHAIBHUX KOMIM'IOTEPiB
oneparopamu  IP-tenedonii B sSKOCTI TepMmiHaNIB, TPHU3BEIHM 10 PO3POOKH CIHEIiaTi30BaHOTO
nporpaMHoOro 3a0esnedeHHst nis |P-tenedonii, nano MOmMTOBX PO3MIMPIOBATH MOXKIUBOCTI [P-
TenedoHii 1 BUKOPUCTOBYBATH KpUNTOrpadiuyHi aITOPUTMU Ta AITOPUTMH PO3MOALTY KIFOUIB IS
3abe3neueHHs HagiiHOCTI B IHTepHEeT-TenedoHii.

IMocranoBka 3anaui. [[ns posnoxginy cexpeTHoi iHopMarii Mixk KopecrmoHaeHtamu [P —
TenedoHil Ha JaHOMY eTali BHKOPHCTOBYIOTHCS aNTOPUTMH acuMeTpuuHoro mmdpysanus. [lo
nepeBar BUKOPUCTaHHs AJITOPUTMIB AaCUMETPUUYHOrO MIM(PYBaHHS MOXHA BIJHECTH PO3MOJLI
cekpeTHoi iHdopmarii Mix kKopecrnonaeHtamu [P — tenedonii. HemosikoM € 1€ 1mo BOHU JAOCHUTh
MOBUIbHI, MalOTh BIJHOCHO BEJIMKY JOBKUHY KJIIOYa, € HE MPUAATHUMHU s IHU(PYBaHHS BEIUKHX
00’eMiB iHpopmanii. OOmacTe iX 3acTocyBaHHS - PpO3MOALT CEKpeTHOI iHdopMmarii Mix
kopecnionaeHtamu [P — tenedownii, popmyBanHs 1UPPOBOTo MiAMUCY.

3anponionoBanuii Y. Jlippi i M.XemimMaHOM NPUHIMIIOBO HOBUW MiAXiJ oOpraxizaiii
CEKpPETHOI'0 3B'A3Ky, IIM(PYBaHHS 3 BIAKPUTUM KiIroueM, 0e3 ronepeIHboro oOMiHy Kitoyamu. J{is
mmdpyBaHHs 1 qemupyBaHHs TOTOKY JaHUX BUKOPUCTOBYIOTHCS Pi3HI KIFOUi, TPU LBOMY JAOCTYII
0 OJHOrO KJIK4Ya HE HaJa€ MPaKTU4YHOI TrapaHTii oOuumciautu iHmuMHA. Kpunrocucrema
3arporionoBana Y. lipdi i M. Xenmanom 3abe3neuye oOMiH cekpeTHO iH(popmariieto o [arepaer
MepexaM 10 BIIKPUTHM JIIHISM 3B'3KY JUIsl aDOHEHTIB, sIKi BUKOPUCTOBYIOTh HE 3aXUILEHI KaHAIU
3B’SI3KY.

HasBHICTh 1BOX 1 O1JIbIlIEe KaHAJIIB Y OHOTO a0OHEHTa Ha ChOT'OJIHI IOCUTh MOLIMPEHE SBUIIIE.
[npopmanis sxa HeoOXinHa JuIs OpraHizaiii 3axHILEHOro KaHaly cecii Moxke OyTH OTpUMaHa
a0OHEHTaMH HACTYITHUM YHHOM: 110 TeJaeoHy, IPU OCOOMCTIH 3ycTpidi, O €JIeKTPOHHIN MOLITI, Ta
IHIIMMH JOCTYITHUMHM 3ac00aMHU 3B’SI3KY.

ITpu noOyn0B1 MOBHOI MEpeXi 3 BAKOPUCTAHHAM ICHYIOUHX aBTOHOMHHUX CHCTEM HE MOKJIMBO
BKa3aTH TOYHHUI MapuipyT, IO IKOMY 1H(popMalliifHi makeTu OyayTh nepenaBaTucs Mik aDOHEHTaMH
cecii, AKl MIAKIIOYEH] 10 aBTOHOMHUX cucteM. Mapmpytuzanis [P - maketiB B IHTepHeT Mepexi
Oy/b-sIKOTO OIepaTopa 3B'SI3KYy 3aJICKUTh B1Jl 3aBAaHTAXKEHHS KaHAIB 3B'sI3KY, aBapiil 1110 BUHUKAIOTh
Ha 00Ja/IHaHHI BUKOPUCTOBYBAHOTO B MEPEXKi, @ TAKOXK BiJl JIFOYMX OJATKOBUX HAJIAHUX YTOJ MiX
onepatopami [P - TenedoHii, 1110 BU3HAYaIOTh LIHOBY MOJIITUKY 1 MapaMeTpH HaJaHUX MOCIYT.

OcHoBHa yactuna. [[j1g 3a0e3neueHHs MiABUIIICHHS HAAIMHOCTI Ta Oe3meku [HTepHeT Mepex
I[P -tenedoHnii mpornoHyeThCs A1 BUPIILIEHHS IOCTABJICHOT 3a/1adl 3aCTOCOBYBAaTH METOJ BUSIBJIECHHS
HeseriTuMHoro aboHenta IP - mpoTokosiB po3moiny 3aranbHoi ceKpeTHOT iHpOopMallii, 3aCHOBAaHUX
Ha anropuT™Mi oOMiHY Kirtouamu [iddi-Xenmana, anroputm 103BOJIsIE€ PO3IOALT 3aTraIbHOT CEKPETHOT
iHpopMallii 3 BAKOPUCTAHHSIM OJIHOYACHO JEKIIbKOX KaHAMIB 3B'I3KY (pHC. 1) 1 IpU IbOMY BUSBIISTH
aKTUBHOT'O HEJIErITUMHOTO aDOHEHTA.

KopecnoHgeHT_A KopecnoHaeHT_b
KaHan 1, ceciqa npotokona 1

N
\ Kanan 2, cecia npoTokona 2 \\

Pucynok 1 - Bukopucranss kaHamiB 3B'S13Ky JUIsL 0OMIHY KITFOYaMU
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Hns ycnimnboi peamizanii poboru IP - mporoxomy ZRTP 3a nexinbka KaHajgamu 3B'S3KY
HeoOX1JHO BUKOHATU iHTerpauito OararokaHanbHoro IP - mporokomny 3 mporokonamu IHTepHeT
mepexi SIP/RTP s BupimeHHS NporpaMHO-anapaTHUX Ta TEXHIYHHUX 3a/a4, MaTH MOXKJIMBICTDH
Bu3HaueHHs [P-anpec nogatkoBux kaHamiB, a Takok TCP/UDP moptiB yist yCHIITHOTO BUKOHAHHS
apyroro crenapito [P — mpoTokony [HTepHEeT Mepexi, a TAaKOX Mepeady BiAMOBIIHUX MapaMeTpiB B
npotokod [P — Tenedonii, kiac IP — npotokony [aTepHeT Mepexi a Takox GyHkiito [P — mpoTokory
Mepexi. TakuM YMHOM, pealtizailis nepeBipku poooTH anroputMy oominy kimodamu [liddi-Xenmana
10 JIEKUIPKOM KaHajlaX 3B'A3KYy B 3aJCKHOCTI B OTPHUMaHUX PE3YNbTATIB IMiJI Yac IEPEBIPKH:
MIPOJIOBKUTH BHKOHAHHS BIAMOBITHUX IMOJAIBIINX [i; BHKOHATH IHTErpaIlil0 3 MPOTOKOJIAMHU
Iatepuer mepexi SIP / RTP.

Jiis peanizaliii JBOKaHAILHOTO ITiIXOTY JJIS IABUINEHHS O€3MEeKH MOTOKY JIaHUX M0 KaHallaM
3B'13Ky [P — TenedoHii 3 BUKOPUCTAHHAM aCHMETPUYHOTO ajaroputMy oOminy kimtouamu [iddi-
Xenmana OyaeMo mepedaBaTd BiJIIOBIIHO 0 HMPOTOKOJIY OJHAKOBI MOBiIOMIEHHS. AOOHEHT A
BIJIMIPABJIE€ MO KaHajlaM 3B'SI3Ky OJHAKOBI MOBiAOMJICHHS. AOGOHEHT B OTpUMY€E MOBiJIOMIICHHS,
BIJIMIOBITHO JI0 QJITOPUTMY, MPOBOJUTH OOYMCIICHHS, TEPEBips€, YU OTPUMaHi TOBIJOMIICHHS
CHIBMAAA0Th. Y BHUMAJKY, SKIIO0 OTPUMAaHI MOBIJOMIICHHS HE CHIBMNAJAOTh - B OJHOMY 3 KaHaJiB
BUSIBJICHA TPUCYTHICTh aKTUBHOTO HEJCTITUMHOTO aOOHEHTa, M0 BUKOHYE AKTHBHY aTaky THITY
«3ycTpiu mocepeanHi». AOOHEHT B BiAmnoBinae aOOHEHTY A MPO HAasBHICTh B OJHOMY 3 KaHaNiB
aKTUBHOTO HEJIETITUMHOTO a0OHEHTa, BIANPABIAIOYM 110 KaHajaxX 3B'A3Ky IOBIJOMJICHHS,
BUKOpUCTOBYIOUH anroput™ Jipdi-Xenmana. AGOHEHT 4 OTpUMY€ BiANOBITHE MOBIIOMIICHHS 1
nepeBipsie X Ha criBnajanHs. Y BUMAJKY, SKIIO OTPHMaHI TOBIIOMIICHHS CITIBIIAJAI0Th — II€ O3HAYA€
BIJICYTHICTh aKTUBHOT'O HEJETITUMHOTO a0OHEHTa B KaHallaX 3B 53Ky, a00, 110 TaKO BipOTiTHO, IO
aKTHUBHHI HEJNETITUMHUN aOOHEHT OJIWH 1 TOH ke MpHUCYTHIH B 000X KaHamax 3B's3Ky. Bzaemomis
abonenTiB IntepHet mepexi I[P — tenedonii nmpu BukopuctanHi MoaudikoBaHOro npotokoiny ZRTP
IIpe/icTaBjIeHa Ha puc. 2.

Kanan 1 Kanan 2
A B A B
KopecnoHaeHT A KopecnoHaeHT B KopecnoHaeHT A KopecnoHaeHT B
Hello A > Hello_A Hello A »> Hello A
Hello_B,ACK |« Hello_B, ACK Hello_B, ACK Hello_B, ACK
ACK, Commit |« Commit,ACK ACK, Commit Commit, ACK
DHPart1 » DHPart1 DHPart1 » DHPart1
DHPart2 < DHPart2 DHPart2 < DHPart2
Confirm1 > Confirm1 Confirm1 » Confirm1
Confirm2 < Confirm2
ConfACK > ConfACK

Pucynox 2- Bzaemonis abonentiB IHtepHer mepexi IP — tenedonii mnpu BUKOpUCTaHHI
MoaudikoBaHoro nmporokony ZRTP

PosrimssneMo HMOBIPHICTb 3aXOIIJICHHA O6JI8.I[HE[HH$I orneparopa PHCZ]U?AXOE/Z_Z , JdKa BU3Ha4Yae€

10 HEJIETITUMHUN a0OHEHT MO’KE€ BUKOHYBATH aKTUBHY aTaKy THUITY «3YCTpiy 10 CEPEUHI» B OTHOMY
3 IBOX KaHaiB 3B's3Ky [HTepHeT Mepexi IP -renedonii. Jlana iMOBIpHICTh BiJNOBIa€ HEYCIIIIHINA
MOJKJIMBOCT]I BAKOHAHHS aTaKH TUITY «3yCTpid [10 CEPEINHI», TaK K laHa aKTUBHA aTaKa BUSABISAEThCS
BUKOPUCTaHHAM Mojau(ikoBaHoro mnporokoidy ZRTP. BukoHyeTbcs po3paxyHOK HMOBipHOCTEH
Mo/1ii (BUSIBJIEHHS aTaKH, YCIIIIHOT aTaKu «3yCTp1Y MO CEPEIUH1», YCIIITHOTO PO3MOALTY CEKPETHOI
inpopmanii): Pg,y 30 Pyy 3¢ Py cx - AKTHBHA aTaka Ha3UBA€ThCS YCIIILIHOI, SIKIO HEIETITUMHHH

aOOHEHT peai3yBaB aKTHBHY aTaKky THUIY «3YyCTpid MO CEepeAHHI», NpH IbOMY IONEPEIHbO
BUKOHABIIM OOMIH CEKpETHOIO iH(opmariero 3 o0oMa abOHEHTaMH 1O JIBOM KaHajax 3B'SI3KY
[atepuer mepexi IP -tenedonii. I1ix yac mpoBeneHHs YCHINTHOT aTaKW HEJETITUMHUN a0OHEHT HE
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BusBIsie cede. e € MOKITMBUM TiJIbKK B TOMY pasi, KOJU HEJEeTITUMHUIN aOOHEHT (OAMH 1 TO U XKe)
MO€ KOHTPOJIFOBATH BC1 KaHAIM 3B'SI3KY, SIKI BAKOPHCTOBYIOTh yuyacHUKH cecii [P -Tenedonii 1 mpu
[IbOMY HEJIETITUMHHUNA aOOHEHT B CTaHI BUKOHYBAaTH CHHXPOHHY MOJU(IKALII0 MOTOKY JaHUX MIXK
ydacHukamu cecii IP -tenedonii B Ko’)kHOMY 3 KaHaJliB 3B'A3Ky. IMOBIpHICTh BUKOHAHHS YCHIITHOT
akTuBHOI ataku Py, 30, g IP - mporokosy skuif BUKOPHCTOBYE JBa KaHald BIANOBIIAE

HMOBIPHOCTI 3IMCHEHHS TO/Iii, [0 HEJIETITUMHUN a0OHEHT MOE OJJHOYACHO MPOCITYXOBYBATH i B
TOM e 4Yac BUKOHYBAaTH MOJU(IKAII0 IOBIJOMJICHh B JIBOKAHAJIHLHOMY 3B'SI3KY OJHOYACHO

2
Pva_maz = (P HCﬂU;AXOE/I_Z) :

BusiBneHHs HeneritTuMHOro abOHEHTa JO3BOJISiE KOPUCTYBauaM BH3HAUUTH, IO MOXe OyTh
BUPOOJIEHUI KOMIIPOMETYIOUHH KITI0Y, [0 JO3BOJISE AeMM(PYBaTH 1 MPOCIYXOBYBATH IEpEAaHy
iH(popMaILlif0o, a TaKOX BHKOHYBATH MOIUQIKAIII IOBIJOMIICHB. fIMOBipHiCTL BUSIBJICHHS
HEJIETITUMHOTO a0OHEHTa 3aJIeKHUTh BiJl YHCIIa BUKOPHCTOBYBAHMX KaHANIB 3B'SI3KYy, a TaKOX BiX
3IATHOCTI QJITOPUTMY PO3IOALTY KJIFOYiB BU3HAYUTH iICHYBaHHS 3JI0BMHUCHHKA B KOHKPETHOMY a00
KOHKDETHMX KaHalaX 3B'S3Ky 3 CYKYHHOCTi BHKOPHUCTOBYBAaHHX. VIMOBIpHICTh BHABIEHHS
HEJEriTUMHOro aboHeHTa Py 34yvop72 TPH BUKOPUCTAHHI JBOKAHAJIBHOI'O METONY BIAINOBIJAE

HMOBIPHOCTI 3HAXOJKEHHS HEJETITUMHOrO abOHEHTa B OJIHOMY KaHalll 3B'A3Ky MpPU BiACYTHOCTI
HEJIETITUMHOTO a0OHEHTa B iHImOMY KaHami 3B'si3ky IP - Ttenedownii. IMoOBipHICTH HasBHOCTI
HEJEeTITUMHOTO a0OHEHTa B MEPIIOMY KaHali IMPHU BiJICYyTHOCTI HEJETITUMHOTO a0OHEHTAa B 1HILIOMY

KaHaJli 38's3Ky BUSHAYMTHCS HACTYITHUM YHHOM: Pryx nvo 2k =(1—Pucsa) Pucsa-

IMOBipHICTh HAasIBHOCTI HENETITUMHOTO a0OHEHTa B JApyromy Kanaii 3B's3Ky IP — tenedonii
IPU BiJICYTHOCTI HENETITUMHOTO aOOHEHTa B INEPIIOMY KaHajl 3B'SI3Ky BU3HAUUTHCS HACTYITHUM

YUHOM:

2
Praok no_ 1k = (1— Pricsa ) Pricsa = Prcsa — Prcaa

Paso = PHAlK_NO_ZK + PHAZK_NO_lK = 2(1— PHCBA) Prcpa-

[Tin ycmimHOI TOMi€I0 TeHepalii 3arallbHOTO CEKPETHOTO KJII4a pPO3YMIEThCS, IO
HEJIETITUMHOTO a0OHEHTa HE BUSIBJICHO HI B OJHOMY KaHajl 3B'SI3Ky 1 aOOHEHTaMH TreHepartii
3arajlbHOT0 CEKPETHOro KIo4a Ui Mu@pyBaHHS MOTOKY JIaHUX, SKI MEpelaloThes MO KaHalaM
3B’s13Ky. Lle MOKIIMBO TUIBKHM B pa3i BIACYTHOCTI HEJNETITUMHOTO aDOHEHTa B KaHalax 3B'S3Ky, a00
IIPU BUKOPHUCTaHHI MOXJIMBOCTI aITOPUTMY PO3IOJIUTY 3arajibHOl CeKpeTHOl iH(opMallii BU3HaYaTH
TOYHE MICII€3HAXO/PKEHHS HEJIETITUMHOTO A0OHEHTA B KOHKPETHOMY (KOHKPETHHUX ) KaHAJIaX 3B'A3KY.
IMOBIpHICTB ycHimIHOI reHepalii ceKkpeTHOro kmwoda Py, g nsokaHanbsHoro IP - mpoTtokomy

BIJIITOB1Ja€ IMOBIPHOCTI BIZICYTHOCTI HEJIETITUMHOIO a0OHEHTa OJHOYACHO B 000X KaHajaX 3B'A3KY.
IMOBIPHICTB BIZICYTHOCTI HEJICTITUMHOIO a0OHEHTA B OHOMY KaHaJIl 3B'I3KY Pyo 4
Pno_ 14 =1=Pucpa Tomi: Pygp =Pyo HA2 = (1~ Prcpa )2

Po3rnsiHemMo BapiaHT BUSIBJICHHS HENETITUMHOIO a0OHEHTa 3 BUKOPUCTAHHSAM TPhOX KaHAaJIiB
3B's13ky [P — tenedonii. Jlomyctumo, 1mo mo Tpbox KaHaiax 3B's3Ky IP — tenedonii nepenaerbcs
onHakoBa iH(opmaris oOminy kmodamu [ipdi-Xenmana. Ilpuknan B3aemonii aOOHEHTIB mpu
BUKOPHUCTaHHI MojepHizoBaHoro IP - mporokony ZRTP naBeneno Ha puc. 3. Inimiatop ceancy
3B’S3KY BIAIIPABIIS€ MO TPHOX KaHanax 3B'13Ky IP — Tenedonii Tpu o1HaKOBHUX MOBiOMIIEHHS. [HIIIMI
aOOHEHT OTpPUMY€ IOBIJOMJIEHHS, MPOBOAMTH, MPU ILOMY HEOOXIJHI OOYHCIIEHHS, a TaKOX
nepeBipsie, YU OTPUMaHI MOBIJJOMJICHHS CITIBIIaAAI0Th 110 TPHOX BUKOPUCTOBYBAHUX KaHAJIaX 3B'A3KY.
VY BuUmNajaKy, HECHIBIIAIaHHs TTOBIIOMJICHb, aKTUBHHUI HEJETITUMHUN a0OHEHT MPUCYTHIN B KaHaIax
3B's13Ky [P — TenedoHnii, Ta BUKOHY€ aTaky TUITY «3YyCTpid ImocepenHi» a00 aKTUBHUIN HEJeTiTUMHHUNA
a0OHEHT KOHTPOJIIOE OJTHOYACHO BCI TPH KaHaIH 3B's13Ky [P — Tenedonii.

AOGOHEHT BiJNOBiJA€, BIAMPABIAIOUN 10 BIANOBIIHUM TPHOM KaHallaX 3B'A3KY y BIAIMOBiIb
iHdopmartito orpumany Ha ocHoBi IP - mporokony [lidpdi-Xenrmana. AOGOHEHT ceaHCY OTPUMYE
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MOBIJOMJICHHS 1 TIEpEBipsi€ HA CMIBIAIaHHs OTPUMaHI MOBIJOMIIEHHS B maHiif cuTyaiii po3riasHeMo
JIeKJIbKa BapiaHTiB podotu IP - mpoToKoIy Mpu BUKOPUCTAHHI METOY BUSIBJICHHS HEJETITUMHOTO
aOOHEHTA: SAKIIO MOPIBHIOBaHHI MOBIJOMJICHHSI OJHAKOBI — II¢ O3Haudae, ab0 BIACYTHIM aKTHBHUN
HEJIETITUMHUN a0OHEHT y BCIX KaHayiax 3B's13Ky IP — Tenedonii, abo icHye akTHBHHMI HEJIETITUMHUI
abonent IP — remedonii y BCiX TppOX KaHajmax 3B'A3KY; SKIIO OJHE TIJBKU IOBIIOMIICHHS
BIIPI3HAETHCS BiJ IHIIWX, B JaHIM cHUTyallli a00 MPHUCYTHIA aKTMBHUW HEJETITUMHUNA aOOHEHT B
BIJIMOBITHOMY KaHai 3B's13Ky, a00 MPUCYTHI JIBa aKTUBHUX HEJICTITUMHUX a0OHEHTH B JBOX IHIIUX
KaHamax 3B's3Ky IP — Tenedonii; y BUMaaKy sSKIIO BC1 MOBIJOMIICHHSI Pi3HI, O3HAYa€ MPHUCYTHICTh
JIBOX OKPEMO MPAIIOI0YNX aKTUBHHUX HEJECTITUMHUX a0OHEHTIB, SKi B JAHOMY BHUIMAJKy HE MaIOTh

MIDK COOOI0 KaHaTy 3B'SI3KY.
& Kanan 1 6 & KaHan 3 6

Kanan 2
A B A B
KopecnoHaeHT A KopecrnoHaeHT B KopecnoHaeHT A KopecnoHaeHT B KopecnoHgeHT A KopecrnoHpeHt B

Hello_A > Hello_A Hello_A > Hello_A Hello_A > Hello_A
Hello_B, ACK |« Hello_B, ACK Hello_B, ACK |« Hello_B, ACK Hello_B, ACK |« Hello_B, ACK
ACK, Commit » Commit, ACK ACK, Commit Commit, ACK ACK, Commit |—» Commit, ACK

DHPart1 < DHPart1 DHPart1 < DHPart1 DHPart1 < DHPart1

DHPart2 » DHPart? DHPart2 DHPart2 DHPart2 o DHPart2

Confirm1 < Confirm1 Confirm1 < Confirm1 Confirm1 < Confirm1

Confirm2 » Confirm2

ConfACK < ConfACK

Pucynok 3 - B3aemosisi KOpecroHIeHTIB MpHu poOOTi OAHOYACHO MO TPHOX KaHallaX 3B'A3KY

Taxkum umHOM, IP -mpoTOKO 103BOJISAE: IPU HASBHOCTI OJTHOTO HEJETITUMHOTO aOOHEHTa B
OJIHOMY 3 TpbOX KaHaJliB 3B's13Ky [P — TenedoHii BU3HAUNTH KaHaJ 3 HEJIETITUMHUM a0OHEHTOM; IIPH
HasBHOCTI HEJIETITUMHOIO aOOHEHTa OJHOYACHO B JIBOX KaHayax 3B's3Ky IP — tenedonii BusBuTH
HasIBHICTb HEJIETITUMHOTO a0OHEHTA, MpH IIboMYy 0€3 BU3HAueHHs KaHaliB 3B'a3Ky [P — tenedonii,
10 MICTATh HEJEriTUMHOro aboHeHTa. OnHak, IP - mpoTokon He 103BOJISE NpPU 3HAXOJKEHHI
HEJETITUMHOr0 a0OHEHTa OJJHOYACHO B TPhOX KaHasax 3B'13Ky [P — tenedoHii BU3HAUYNTH HAIBHICTD
HEJIETITUMHOT0 a0oHeHTa. TakuM YMHOM, BiANOBIAHO, MOXKHA BUJIUIMTH JIBa PEXUMU pOOOTH METOY
nigsuiieHHs 6esneku IP - renedonii: BHA: pexxum po6oTu 3 BUSBIEHHSIM HEJNETITUMHOIO a0OHEHTa
(3-BHA); BKHA: pesxum poOOTH 3 BUKITIOUSHHIM HeneritTuMHoro aboHenTa (3-BKHA).

IIpu poGoti B pexumi BHA B pa3i BuUsBIEHHS HecHiBNaJaHHS Xoda O OJHOTIO 3 TPbOX
nosiomsieHb — [P - mpoTokon 3aBepuIyeTbcs 3 MOMMIIKOIO, MOBIIOMIISIOYM KOPHUCTyBada Ipo
MIPUCYTHICTh HEJEriTUMHOIO aboHeHTa B KaHail 3B'a3Ky IP - tenedonii. ¥ pasi pobotu B pexumi
BKHA mnpu BusABIEHHI HeCHiBHAJaHHSI OJHOTO 3 TPbOX MEPEAaHUX IOBIAOMIIEHb - (OPMYETHCS
MOBIJOMJICHHSI TIPO HAsBHICTh HEJEriTUMHOIO a0OHEHTa B KOHKPETHOMY KaHaii 3B's3ky, [P -
TeseoHii MpH 1IbOMY MTPOTOKOJ MPOJIOBKYE POOOTY 1 MPHU IILOMY KOHTPOJIIOE MOBIIOMIICHHS B THX
kaHamax 3B'si3Ky IP - Tenedonii, ge HE BHUABICHO HENETITUMHOTO a0OHEHTA. TakuM YHHOM
3a0e3MeuyeThCsl BUKIIIOUCHHS HEJIETITUMHOIO a0OHEeHTa. IMOBIpHICTh BUKIIFOUEHHS HEJETITUMHOTO
aboHeHTa Pryppy st TppOX KanampHoro IP - mporokomy BiAmoBizae mozii MPHCYTHOCTI

HEJIETITUMHOTO a0OHEHTa B OJHOMY 3 KaHaiiB 3B'si3ky IP - Tenmedownii mpu ioro BifCYTHOCTI, B

. . 2
JIAHOMY CeaHCl 3B’513Ky, B IBOX IHIIMX KaHanax Prpry =3-Pyep s4xosn -(1— Prcs  34x05 ﬂ) .

OnHak, MpH HASBHOCTI aKTHBHOTO HEJETITMMHOrO abOHEHTa OJHOYACHO B JIBOX KaHajax
3B'SI3KY 13 TPbOX BHUKOPHUCTOBYBAHHMX KAaHAJIB, a TaKOX, MPU I[bOMY CHHXPOHHOI Moau]ikarii
MOB1IOMJICHb B JIBOX KaHajax 3B's13Ky IP - renedonii HexeriTiMHUM a0OHEHTOM, BUKOPUCTOBYBaHUN
MEXaHI3M BHUKJIIOYEHHS MOXKE€ BMKIMKATH HEKOPEKTHE BU3HAYEHHS KaHaly 3 HEJICTITUMHHUM

83




aboOHEHTOM, 1[0 TPU3BE/AC, B JAHOMY BUIIAJKY J0 TIOMUJIKOBOTO BUOOPY JBOX KaHANIB 3B 53Ky IP -
TenedoHii, B IKMX MPUCYTHIN HEJIETITUMHUI aOOHEHT, K HaaiiHuX. Lle 703BONUTh HENETITUMHOMY
aOOHEHTY YCHIIIHO BHKOHATH OOMIH 3arajbHOI0 CEKPETHOW iH(opmaliero 3 aboOHEHTamH cecii,
3MIMCHUBIIY, MPU 1IbOMY YCIIIIHY aTaKy THITY «3yCTpid MO CepearHi». IMOBIpHICTh MOMHIIKOBOTO
BUKIIIOYECHHS, B JIaHOMY BHIAJKy BIANOBIJa€ HMOBIPHOCTI MOJil, IO HENETITUMHUN aOOHEHT
nepeOyBae 0JIHOYACHO B JIBOX KaHanax 3B's3Ky [P - renedomnii

Priowsra =3 PHCB_3AXOEJ]2 ' (1— Prcs_34xosn ) :

s HMOBIpHICTb Oyne TaKOXK CKJIa10BOIO YaCTUHOIO HMOBIpHOCTI
YCHIITHOT aTaKu TUITY «3YCTPid OCEPEIUHIY.
BukoHaeMo po3paxyHOK WMOBIPHOCTEH Uil MPOTOKOIY TPhOX KaHAJIBHOTO OOMIHY B PEXHUMI

ImoBipHicTb ycnimuoi ataku Py, ppy [ Tpe kaHansHOro mporokony B pexumi BHA

BIJIMOBiZa€ MMOBIPHOCTI MOJil, II0 HENETITUMHUNA a0OHEHT MOXE MPOCIYXOBYBAaTH i BUKOHYBAaTH
. ) 3
Mou(}iKalio MOBIIOMICHb B TPhOX KaHAJaX 3B'I3KY OJHOYACHO Py pr4 = (PHCB 34XOB. ﬂ) .

VIMOBIpHICTb BUSBJICHHS HEJETITUMHOTO abOHEHTA Ppypy ppy AN TPHOX KaHaibHOro IP -

nporokoiry [HTepHeT Mepexi B pexkumi BHA BinmoBizae HMOBIPHOCTI 3HAXOKEHHS HEJIETITUMHOTO
aboHeHTa B 0IHOMY a00 JABOX KaHaax 3B'A3KY MPH BIICYTHOCTI HEJIETITUMHOIO aOOHEHTA B 1HILIOMY
KaHaui 3B'I3Ky. IMOBIpHICTh IPHUCYTHOCTI HEJNETITUMHOTO a0OHEHTA B OHOMY 3 KaHaJIiB 3B's3Ky [P —
TenedoHii MpH BIACYTHOCTI HENETITUMHOTO a0OHEHTA B JIBOX 1HIIMX KaHAJIaX 3B'A3KY:
2
PHAlK_NO_HA23K =3 (1_ PHCB_BAXOEJI) : PHCB_S’AXOE]I

IMOBipHICTP HAasBHOCTI HENETiTUMHOTO a0OHEHTa B JBOX 3 TPHOX KAaHANIB 3B'SI3KY NpHU
BIJICYTHOCT1 HEJIETITUMHOTO a0OHEHTa B OJTHOMY 3 KaHaJIiB 3B'A3KY:

2
PHAZSK_NO_HAIK =3 (1— Prcsa ) Prcsa

PBAHA_BHA = PHAlK_NO_HA23K + PHAZSR_NO_HAlK =

2
=3 (1— PHCBA) “Prcpa +3'(1— Prcsa ) PHCBA2

IMoBipHICTH ycHiIIHOI TeHepalii 3arajbHOI CEKpeTHOI 1H(opmarlii PS/KHA BHA DS TPBOX
kaHanbHOro IP - mpoTtokony B pexkxumi BHA BinnoBinae BiporiJHOCTI BiJICYTHOCTI HEJNETITUMHOIO

3
abOHEHTa B TPbOX KaHaax 3B'13KY Pyrpy pra = (1— Prcs 3 AXOEJ]) .

Buxonaemo pospaxyHok imosipHocteit Py, Pp,, P Ul npoTokomy TppOX KaHAIbHOTO

oOMiny B pexumi BKHA.
IMOBIpHICTD yemimHOl ataku Pyypy prpy A1 TPHOX KaHAIBHOIO MPOTOKOIY BIANOBILAE

HWMOBIPHOCTI MO11, 1110 HEJIETITUMHHUM a0OHEHT MO’KEe ITPOCIYXOBYBAaTH 1 BUKOHYBATH MOIU(DIKaII0
MOB1IOMJIEHb B JIBOX 200 TPbOX KaHaJIaX 3B'SI3KY OJIHOYACHO.

3 2
Pvaria_rra = Prace_3axosn” +3- (1_ Prcs_3axos ) Prcpsaxos

VIMoBipHiCTh BUSBICHHS HenerituMHoro abouexra Pp AHA_BKHA V151 TPHOX KaHAIBHOIO
nporokony B pexkumi BKHA BifmoBinae MMOBIpHOCTI 3HAXOJKEHHS HENETITHMHOTO aOOHEHTa B
OJTHOMY KaHaJli 3B'sI3Ky MPHU BiJICYTHOCTI HEJIETITUMHOTO a0OHEHTa B JBOX 1HIIMX KaHajaX 3B'SI3KY 1

2
Oyne MaTH BUIIIS PBAHA_B[(HA =3 (1— PHCB_S’AXOEJT) : PHCB_3AXOEJ7 :
IMoBipHicTh yemimHoi reHepauii 3aransHoi cexpetroi iHopmauii Pygrry pryzy A1 TpBOX

ka"aspHOTO IP - mpoTokony B pexkumi BKHA BiamoBigae BiporigHOCTI BiICYTHOCTI HEIETITUMHOTO
aboHeHTa B 1BOX a00 TPhOX KaHajax 3B'S3KY
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3 2
Pykra_prra = (1_ Prce_34xos1 ) +3- (1_ Prcs_34xosn ) “Prcs_saxomi -
st mpoctoro IP — mporokony oominy kmrodamu [liddi-Xenmana, mo mpaimroe mo ogHoMy
KaHaly 3B’s3Ky, HAcTymHi HMOBIpHOCTI MatumyTs BUIL Py suvorr = Pucs 3axosin

PB_3AXOEJ71 =0, Pygy=1- PHCB_3AXOEJI '

Mopudikaris IP - nmpotokosy mpu poOOTI OJTHOYACHO IO JEKUIHPKOX HE3AICKHHX KaHallax
3B’A3Ky ICTOTHO 3MEHIIY€ HMOBIPHICTH IMPOBEJCHHS YCIIIIHOI aTakh <«3YyCTPid IO CEpeauHi».
EdexTuBHICTh 3aXHCTY 3pOCTae 31 301UIBIICHHIM YnciIa He3aIeKHUX KaHaiB 3B 13Ky IP - Tenedonii.
Monudikariss B pekuMi BUSBICHHS HEJIETITUMHOTO a0OHEHTAa 3 BUKOPUCTAHHSM TPHOX KaHAIIB
3B'I3KYy, B JIAHOMY BHUIIQJIKy Ma€ HAHOUIbIIY HMOBIPHICTh BHUSIBJICHHS HEJIETITUMHOTO aOOHEHTa, a
TaKOX, PU [[bOMY HaMEHIITY HMOBIPHICTb YCHINIHOT aTaKU HEJETITUMHOTO aboHeHTa. Moaudikaris
B PEXKUMI BUKJIIOUEHHS HEJIETITUMHOTO AOOHEHTA 13 3aCTOCYBAaHHAM JIEKUIBKOX (TPhOX) KaHAJIIB Ma€e
HaOIIpITy WMOBIPHICTH YCIIIIHOI T€HEepalii 3arajbHOi ceKpeTHoi iHdopMmarii MK y4aCHUKaMHU
3B’s13Ky. Jlns peamizanii BuOupaeTrbes ogHa 3 Moauikaiiil B 3aJ€KHOCTI BiJ LiJEH 1 TOCTYIHHUX
pecypciB, BUPKEHUX B YHCIII JOCTYITHUX KaHATIB 3B'S3KY.

Pe3ynbratu mpoBeACHUX JOCTIIKEHb MOKA3yI0Th, 1110 MIPH MiAKII0YeHHI a00HEHTIB OTHOYACHO
70 IEKIJIbKOX oreparopiB 3B's3Ky [P — tenedonii HezanexHi ABIKKM MapIpyTiB IPUCYTHI 3aBKIH.
ImoBipHicTh ycmimHOro ¢GopMyBaHHS 3arajibHOI CeKpeTHoi iHdopmaiii Npu BUKOPHUCTaHHI
OaraToxkaHaJbHOI CXEMH 3 BHUSBICHHAM HEJETITUMHOTO a0OHEHTa IpH I[bOMY 3MEHIIYETHCS
HE3HAYyHO. Y CXeMi 3 BUKJIIOUEHHSAM HEJIETITUMHOTO abOHEHTa WMOBIPHICTH 30UIBLIYETHCS, alle IPH
BUKOPHCTaHHI KaHamiB 3B’ 3Ky [P — Tenedonii Bennkoi mpoTsHKHOCTI MOKITMBO CIIBIAIaHHS BY3JIiB
MIPOXOJKEHHSI MapIIPYTiB MOTOKY JaHUX, 10, B IaHOMY BUMAJAKY, MOKE MPU3BECTH 0 3HUKECHHS
epeKTHUBHICTD poboTH MonudikoBaHoro IP - mporokomy.

BucHoBKkH. 3anpornoHOBaHO MeTO MiABUINEHHs 3axuineHocTi IP — Tenedonii Ta Oe3meku
IIPOrPaMHOT0 PO3MOLTY 3arajJbHOI CEKPETHOI IH(POpMAIlii, HI0 BIAPIZHAETHCA BlJ] ICHYIOUOT'O METOAY
BUSBIICHHSI HEJETITUMHOTO abOHEHTa, BIPOBAKEHHSM aBTOMATH30BAHOI IMPOTPaMHO-amapaTHOL
nepeBipku ayTeHTu(ikaliiiHoro psaaka. [Ipu BUKOpUCTaHHI B JaHOMY BHUIAJKY JI€KUJIbKa KaHaIIB
3B'SI3KY, BIANOBIJHA MEepeBipKa HAAACTh MOKJIUBICTh BUSBUTH HEJIETITUMHOTO a0DOHEHTA.

[P - npoToKO 3 MporpaMHOIO NEPEBIpKOI0 ayTeHTH(iKaiiHoro psaaka IP- tenedonii He Hanae
MOKITUBOCTI BM3HAUUTH, HA KU caMe KaHall 3B'SI3KYy HENEriTUMHHUI aOOHEHT Oyne BUKOHYBAaTH
aKTUBHY aTak. TakoX BUSBJICHHS HEJETITUMHOIO aDOHEHTa B KaHaJIl 3B'SI3KY MOJKJIMBE TUIBKH MiCIs
YCIIIIHOTO MOBHOTO 3aBEpLIEHHS pOOOTH IMPOTOKONY, HENETriTUMHHIA aOOHEHT He Moxe OyTu
BUSBIIEHUM MPOTATOM poOOTH NPOTOKOIYy. TakuM YMHOM BHHHMKAE HEOOXIIHICTh PO3TISAY
J07aTKOBUX BapiaHTiB Mojudikauii IP - npotokomy IP — rtenedonii ZRTP, i3 BpaxyBaHHAM
HaBEIEHUX HEIOIIKIB.
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PhD Dzhulij A.V., PhD Chornenky V.I.
METHOD OF IMPROVING THE EFFICIENCY OF THE SAFE IR-TELEPHONY KEY
DISTRIBUTION PROCEDURE BASED ON THE DIFFY-HELMAN ALGORITHM

The paper proposes a method to improve the efficiency of the secure IP-telephony key distribution
protocol based on the Diffie-Hellman algorithm, which differs from the existing method for detecting an
illegitimate subscriber by introducing an automated software and hardware verification of the
authentication string. If several communication channels are used in this case, an appropriate check will
reveal an illegitimate subscriber. Solves the following tasks: makes it possible to identify an active
illegitimate correspondent using voice synthesis software; to identify an active illegitimate correspondent of
IP - protocols in the communication channels of Internet telephony in the absence of previously distributed
secret key information between the correspondents of the trusted center. The results of the study allow us
to indicate that the most well-known IP-protocols for the distribution of general secret information need to
be improved in two directions: increasing the information security of I1P-telephony and improving the main
indicators of IP-protocols of Internet networks. The most dangerous attack is a meeting-in-the-middle
attack on IP protocols for the distribution of shared secret information. The task of forming general secret
information in the context of a "'meeting in the middle' attack of an illegitimate correspondent's invasion
is relevant at the present stage. One of the methods to improve the security of the IP protocol for the
formation of general secret information is to monitor and prohibit the execution of an attack of the **meeting
in the middle™ type due to the use of several parallel independent channels of communication sessions in
the Internet IP - telephony networks. Knowing the vulnerability and the level of protection of the object for
which it is necessary to carry out protection, an active illegitimate correspondent can perform a combination
of attacks that can lead to gaining unauthorized access to the object's data.
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A method for identifying an active illegitimate IP subscriber is proposed - protocols for the
distribution of shared secret information based on the Diffie-Hellman key exchange algorithm, the feature
of the method is the use of several open communication channels. Provides a decrease in the likelihood of
a successful ""'meeting in the middle' attack by an active illegitimate subscriber, as well as the presence of
a mechanism for identifying an active attacker in the communication channel in the absence of previously
distributed shared secret information. The method imposes restrictions on the communication channels
used, in the sense that the communication channels must be independent.

Key words: illegitimate correspondent, information interaction, Internet telephony, cryptographic
protection, communication channels, key distribution.
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YIOCKOHAJIEHHSI MOJEJII 3AXUCTY THOOPMAIIIT
B COLIAJIbHUX MEPEKAX

B Ykpaini npaso na npusammuicmse — ye KOHCMUmMyyitiHa 2apanmis, a 3aXucn nepCcoHaIbHUX OAHUX
— 00Ha i3 cghep, y akii maka zapanmisn mac peanizogyeamucsw. Ilpedomemom nawiozo oocniorcennsn 6yoymeo
He 00’ckmu 63azani, a OuHAMIYHI cucmemu 3axucmy IHgopmayii 6 couianbHUX MepeHcax y
MamemMamuyHoMy pO3YMIHHI Ub020 mepminy. Onucu OUHAMIYHUX cucmem 0J1A PI3HOMAHIMHUX 3a0a4 @
3a1e)icHOCHI 8i0 3aKOHY €60II0YIl PI3HOMAHIMHI: 3 OONOMO2010 OUpepeHUiaTbHUX PIGHAHb, OUCKPDEMHUX
8i0ooparcens, meopii zpaghie, meopii mapkiecvKux nanyiozie mowjo. Buoip oonozo i3 cnocobis onucy 3aoae
KOHKpEemHUl 6u2nad mamemamuunoi mooeni 6ionogionoi oOunamiynoi cucmemu. Teopemuune
00CNi0NCeHHA OUHAMIUHOT NOGEOIHKU PeanbH020 00’€Kma 6UMAAE CHMEOPEHHA 020 MameMamuyHoi
Mmooeni. binbwiicme gioomux nioxo0ie 00 MOOeNIO6AHHA, GIOPI3HAIOMbLCA MIM, AKI napamempu npu
MOOEI06AHHI HUMU BUKOPUCHIOGYIOMb 6 AKOCmI 6XiOHoT iH(hopmauii ma aki xapakmepucmuku
MO0eNb0B8aAHOI cucmeMu po3paxosylomscsa ma HA0X00Amv HA euxio mooeni. B pooomi oocniorycennsn
Mooeneii 3axucmy ingpopmauii. Ilpooosicyromubca po3podoxa mamemamudHoi mooeui 3axucmy ingopmauii
6 coyianvhoi mepesci 6 3anedxcnocmi 6i0 cneyugiunux it napamempis. Moodenb yooCKoHaAMOEMBCA 30
PAxXyHOK épaxysants cneyugpixu coyianvnux mepexc. Taxux ak: 0osipa, penymauisn, 6niue 3azpo3 6e3nexu
OaHux 6i0 pPO3NOGCIO0INCEHHA IHOpmayii Mixc Kopucmyeauamu, 6naueé 3azpo3 0e3neKu OAHUX 6i0
63AEMOGNIUGIB KOPUCIYEAUis, 6NIUG 3A2P03 De3neKU OAHUX 610 63AEMOO0Il KOPUCMYBaAUie ma 6NJIUE 3a2p03
0e3neku Oanux 6i0 006dCUHU WAAXY Midc Kopucmysadamu. OOHAK CNi0 O3HaAUUmMU, W0 nApamempie
coyianvHoi Mepedicu 3HauHo Oinvue. Ane yi napamempu mMu 66arxcaemo Haudinow enausosumu. Tomy
RpUOINAEMO yBazy came HA YuX cheyudiuHux napamempax.

Ilposeoeno mamemamuune Mo0eat08aAHHA YOOCKOHANEHOT Modei 3axucmy ingpopmauii'y coyianbhoi
Mepedci 6 3anexchocmi 6i0 cneyughiunux ii napamempis. Ilpu mooentosanns éeedeni oomescenna ma
npunyuwieHHa AKi 00360aunu ompumamu zpaghiuni pezynomamu. I paghiuni pezynomamu 6iooopasricaromo
AKmMyanvHy Kapmuny 3axucmy iHpopmauii couianvHoi mepedicu 6i0 306Hiwnix eénaugie. Ompumani
pe3ynvmamu niOmeepoHcylon b adeKeammicmo po3pooieHoi mamemamuyHoi Mooeui 3axucmy ingopmauii
¥y coyianvHoi cemi.

Kniouoei cnosa: couianvna mepesica, 0o6ipa, penymauisa, mMoo0enio6anusa, Koepiyicnm 3zaxucmy,
be3nexa, 3axucm ingopmauii

Beryn Ta nocranoBka 3amaui. Buxongum 3 peanmiif  chOoroneHHs e€(QEeKTHUBHICTh
(byHKIIOHYBaHHS OyIb-sIKOi OpraHizaii, HiANPHEMCTBA Ta JAEp)KaBU 3aJIeKUTh HE TIJIBKU BiJ
HaflitHOCTI QYHKIIOHYBaHHS 1H(QOPMAIIIHO - TEIEKOMYHIKAI[IHHUX CUCTEM, a M Yy 3HaYH1N Mipi Bif
3axXMILIEHOCTI] 1X iHpOopMaLIHHUX pecypciB Ta iHpopMarii B3arai.

[IpenMerom HaIOro AOCHIKEHHS OyAyTh HE 00’ €KTH B3araii, a JUHAMIUHI CUCTEMH 3aXHCTY
iHpopMalii B coLlialbHUX MEpekax y MaTeMaTHYHOMY PO3YMiHHI IbOTO TEPMIHY.

Onucy TUHAMIYHMX CHCTEM JJIsl PI3HOMAHITHUX 3a/lad B 3aJIEKHOCTI BiJl 3aKOHY €BOJIIOIIT
PI3HOMaHITHI: 3a JOIIOMOT0I0 AU epeHLialbHUX PIBHIHbB, JUCKPETHUX BioOpaXkeHb, Teopii rpadis,
Teopii MapKiIBCbKUX JIAHIIOTIB ToIo. Bubip ogHOro i3 cnoco0iB onucy 3ajae KOHKPETHUN BUIIIS
MaTeMaTHYHOI MOJENi BIAMOBIAHOI AuHaMiuHOT cuctemMu [1 - 4]. TeoperwuHe OCITIKCHHS
JUHAMIYHOT TOBEIIHKK peajbHOTO 00’€KTa BHUMAara€ CTBOPEHHS HMOTr0 MaTeMaTH4HOI mojeni. Y
6araTboX BHIaJKaxX MPOLEAypa po3poOKH MOJENi MoJisArae B CKIaJaHHI MaTeMaTUYHUX PiBHSHb Ha
OCHOBI ()13MYHUX 3aKOHIB. 3a3BUYail 111 3aKOHU (POPMYITIOIOTHCSA HAa MOBI AU(epeHIiaTbHUX PIBHSHbD.
B pe3ynbraTi KOOpAMHATH CTaHY CUCTEMH 1 ii MapaMeTpu BHUSBISAIOTHCS MOB’SI3aHUMHU MIX CO0OIO,
110 JIO3BOJIIE TIPUCTYNMHUTH N0 BUPIMICHHS AudEpeHIliaIbHUX PIBHSAHB MPH PI3HUX IOYATKOBHX
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yMoBax i mapamerpax. ToMy po3poOKa HOBUX Ta YAOCKOHAJICHHWX METOJIB IIJIBUIICHHS PIBHS
3aXUIIEHOCTI 1H(POPMALIMHOTO TPOCTOPY COIIaJLHUX MEpEeX, SAKi 0a3yloThCsS Ha MaTeMaTHYHHX
MOJIENIAX TUHAMIYHUX CHCTEM € AYXKE aKTyaJIbHOIO.

AHaJi3 ocraHHIX JochaigKeHb. bBigbIIICTE BiZOMUX MIAXOMIB OO MOJEIIOBaHHS,
BIJIPI3HAIOTBCS TiM, SIKi MapamMeTpu MPU MOJEITIOBAaHHI HUMH BHUKOPHUCTOBYIOTH B SIKOCTI BX1THOI
iH(popMallii Ta SKi XapaKTEPUCTUKU MOJIEIIbOBAHOT CUCTEMH PO3PAaXOBYIOThHCS Ta HAIXOATh Ha BUX1]]
Mozeni (OynyroTh Mozen 3 BukopuctaHHs Teopii WMOBIPHOCTEH, BHITAJKOBUX IPOIIECIB, MEPEK
ITerpi, Teopii aBTOMAaTiB, Teopii rpadiB, HEUITKMX MHOXXHUHHU, Teopili KaracTpod, €HTPOIIMHOTO
MiIXOAyY Ta iH.).

[Ipu 1pboMy aHANITUYHI MOJIENI, 10 PO3MIIANAIOTHCA 3 MO3UIlT TEOPETUUHOT MAaTEMAaTUKH HE
TOTOKHI peaybHOT IHCHOCTI, 3BayKaroun Ha 0OMEXEHY TOYHICTh pe3ysbTatis. [1,3].

VY [2,4] po3risaaeTbest MoJieb iHopMaIliiiHo1 6e31eKkr Ha OCHOBI MapKOBCHKUX BUIIAIKOBUX
nporneciB. OTprMaHi YKCeNbHI 3HAYCHHSI, OJJHAK BOHU PO3TJISIIAI0TH MUTAHHS 3arpO3H ypa3IHBOCTI.
[TutanHs 3arpo3 ypazIUBOCTI HE TOPKAETHCA MUTAHHS B3a€MO3aJIEKHOCTI OCHOBHHX IMapaMeETpiB
MOJIETI, 110 MOKIIMBO MPU3BOAMTH J0 YCKIIaJHEHHS MOJIEIIIOBAHHS TPOLIECY.

VY [5] 3BepTaeTbca yBara Ha HECTIMKICTh 1 OTXKE, BEJIMKI Bapiallii OTpUMaHUX pilIeHb MPU
moraHii 0OyMOBJICHOCTI CHUCTEM IJIHIMHHUX alreOpaidyHUX PIBHSAHb 1 HETOYHO 33JaHUX 3HAYCHBb
edeKTiB 1 pe3ybTaTiB CIIOCTEPEKEHb. Lle OB’ s13aHe 3 MUTaHHSM He BpaXyBaHHSI B3a€MO3aJIeKHOCTI
OCHOBHUX ITapaMeTpiB

Pa3oM 3 THM y BCiX 3a3Hau€HUX JDPKEpesiax MaTeMaTH4HE MOJICTIOBAHHS PO3IIISIAETHCS SIK
MaTeMaTHYHa MOJIE)Ib KOHKPETHUX MapaMeTpiB (IesKi mapaMeTpu MaroTh IMOBIpHICHUN XapakTep)
[TuTaHHs B3a€MO3B'SI3KY BX1THUX ITapaMETPiB MPU MOAEIIOBAHHI IIPOIIECiB INIMOUHY TX B3a€MO3B'SI3KY
MOJIeITi HE PO3TIISIIAIOTh. LI YMHHHUKH B3a€MO3B'A3KY 1 B3a€MOBIUIMBY MOXYTh ICTOTHO CIIOTBOPHUTH
PE3yNbTaTH MOJIEIIOBAHHS 1 IOCTABUTH I1iJ1 CyMHIB aJIeKBaTHICTbh MOJIEII.

B pobGorax [6,11] mocmimKyroThCs MOJIENI OKPEMHX CKJIaJ0BHX CHelH(IUYHUX MapaMeTpiB
Mepexi. B poGoti [7] po3misiHyTOo MeTox pO3paxyHKY 3axucTy iHdopmamii Bix pemyrarii
KOPHUCTYBaYiB MPU HEJIHINWHIN 3aeKHOCTI mapameTpiB. B cratsax [8,12] mocmikyroTbes 3arajibHi
napameTpu 0e3nexku B Mepexax. B poborax [9] BkazyroTbcst pu3MKH O€3MeKd B COLIaIbHUX Meperkax.
B crarax [10,15] po3risinaeThes 3aXUCT B COLIAIBHUX Mepeskax BiJ HebakaHoi iH(dopmariii. B poboti
[16] posrisimaeThCst 3aXMCT TEPCOHATIBHOI iH(OpMarlii kopuctyBadiB. B crarri [17] - merton
pO3paxyHKy 3axXucTy iH(pOpMaIlii BiJl B3a€MOBIUIMBY KOPUCTYBAYiB B COIIAIbHUX MEpEKax.

Pa3oM 3 THM y BCiX 3a3Hau€HUX JDPKEpelax MaTeMaTH4YHE MOJICTIOBAHHS PO3TIISIAETHCS SIK
MaTeMaTHYHa MOJIeJIb KOHKPETHUX MapaMeTpiB (€Ki MapaMeTpu MaroTh IMOBIPHICHUN XapakTep)
[TuTanHs B3a€MO3B'sI3KY BX1THUX MTapaMETPiB MPU MOAEITIOBAHHI TIPOIIECiB TIMOUHY TX B3a€MO3B'SI3KY
MOJIEN He pO3TisAaroTh. LIl YMHHUKYM B3a€MO3B'A3KY 1 B3aEMOBILJIMBY MOXYTbh 1CTOTHO CIIOTBOPUTH
PE3yNbTAaTH MOJIEIIOBAHHS 1 TOCTABUTH M1/l CyMHIB aJIeKBaTHICTh MOJIET1

Taxum ynHOM, Ha JaHUI Yac B IPAKTHII1 1 Teopli MOOYAOBU Ta eKCIUTyaTallii COLIaIbHUX MEPExK
icHye 00’€KTHBHE MPOTUPIYYST MiXK HEOOXITHICTIO MiABUIICHHS PIBHS 3aXHUIINEHOCTI iH(popMaIii B
COLIAJIbHUX MeEpeXax Ta HEJOCKOHAJICTI0O CHUCTEeMHM 3axUCTy I1HQopmalii couliaJbHUX Ta
MOKJTUBOCTSIMH ICHYIOUHMX METOJIIB, SIKI BHKOPHUCTOBYIOTHCS CHCTEMOIO 3axHcTy iHdopmarii B
COIlIAIBHUX Mepekax. ToMy po3poOKka Ta yJOCKOHAJIEHHS MaTeMaTHYHUX MOJENeH 3aXHUCTy
iHpopMallii y colliaIbHUX MEpekax € aKTyaJlbHUM 3aBJIaHHSIM.

MeTo0 po6OTH € YIOCKOHAJICHHS MOJENI 3aXUCTy JaHHUX Yy COI[IaIbHOT MEPEXH 3a PaXyHOK
BpaxyBaHHs clielU(iKu COLlialbHUX Mepex. Takux sK: JI0oBipa, pemyTallis, BIUTUB 3arpo3 Oe3nexu
JAHUX BiJ PO3IMOBCIOHKEHHS 1H(GOpMaIlii MK KOpPUCTyBauyaMH, BILIUB 3arpo3 O€3MeKH JaHUX Bij
B3a€MOBIUIMBIB KOPUCTYBaYiB, BIUIUB 3arpo3 O€3MeKH JaHUX BiJ B3a€MOJii KOPHUCTYBaviB Ta BIUIUB
3arpo3 0e3NeKku JaHUX BiJl TOBKUHH MUIIXY MK KOPUCTYBadaMH.

Bukiiag ocHoBHOro marepiamxy. MaremaTH4Ha MOJAENb TUHAMIYHOI CHCTEMHU BBaXKAETHCS
3a/IaHOI0, SIKIIIO BBEJICHI MapaMeTpH (KOOpMHATH) CUCTEMH, 110 BU3HAYAIOTh OJHO3HAYHO i1 CTaH, 1
3a3HaYeHUN 3aKOH €BOJIIOLI. 3aIeKHO BiJ CTYNEHs HAaOIM)KEHHS OJHIM 1 Tii camiil cucTeMi MOXKYTh
OyTH MOCTaBJIEH] y BIAMOBIAHICTS Pi3HI MaTeMaTUYHI MOJIEITI.
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Teopernune AOCHIHKEHHS AMHAMIYHOT MOBEIIHKH PEATbHOTO 00’€KTa BUMAra€ CTBOPEHHS
foro maremMaTHyHOi Mojeni. Y 0araThbOX BHIIQJKaX MPOLEAypa pPO3POOKH MOJEINi IONirae B
CKJIaJJaHHI MaTeMaTUYHUX pIBHIHb Ha OCHOBI (I3UYHMX 3aKOHIB. 3a3BUYail 1i 3aKOHH
(hopMyITIOIOTECS Ha MOBI U (epeHIiaIbHUX PIBHIHB. B pe3ynbTari KOOpMHATH CTaHy CUCTEMH 1 ii
napaMeTpu BUSIBIAIOTHCS TOB’SI3aHUMH MDK CO00I0, IO JO03BOJISIE MPUCTYHHTH A0 BUPILICHHS
nudepeHIiaTbHUX PIBHSAHB MPH PI3HUX MOYATKOBUX YMOBAaX 1 IapameTpax.

VY KJIIaCHYHOMY MiJIXO1 IO 3aXHUCTy JaHUX PO3PI3HSIOTH:

Ti:[Dj,Dn,Dm,Dk]’ (1)

ne T, — MHOXUHA 3arpo3 BiJ BTPATH AOBIpU MK KOPHCTYBa4aMHU;

D; — noBipa Ha HaJaHHA MOCIYT, JIKOAMHA JOBIPSE CTOPOHI B HAJ@HHI AKICHUX MOCIYyT

MpoBaiEpOM MOCIYT ab0 pecypciB;

D, — noBipa nenerysanns (delegation trust) onucye noBipy B KOpHCTyBaua (IIpeACTaBHUKA),
110 JIi€ 1 BAHOCUTD PIIlICHHS BiJl IMEHI CTOPOHH, SIKi JOBIpsI€;

D,, — moBipa nmoctymy (access trust) omucye IOBipy HOBipsie 31 cropoHHu (TpoBaiinepa) 10
KOPHCTYBa4a, SKUM HAJA€ThCS OCTYI JI0 pecypciB. Lle — koHTpoIb moctymy. BUKopucTOBYETHCS B
cucTeMax aBTeHTHU(DIKaIIIi;

D, — KoHTeKCTHA TOBipa BU3HAYAE Mipy BipU y4aCHHKA B HEOOXiHI CHCTEMH Ta IHCTHTYIIHHI
MeXaHi3MHU, 110 MiATPUMYIOTh TPaH3aKIii 1 320e3MeuyI0Th O€3MEKy MEepPExi.

Brpara Takoi sikocTi, SIK JOBipa — mporec, siIKkuil Mae 4acoBuii iHTepBain [4,11]. [Toznaunmo
KUIbKicTh iH(pOpMarii B cucremi — 1. TToTik indopmarii 3a Mexi indopmarriiinoi cucremu uepes dl-,

. . dl . .. . .
WBHIKICT 3MIHHM LBOTO MOTOKY — —. Jloriune, MO SKIIO TOTIK 1 IMBUAKICTH 3MiHH MOTOKY
JOPIBHIOIOTH HYJIIO, TO BUTOKY iH(OpMaIlii HeMae:

dl
dl=0;—=0 (2)
dt

Butik indopmarii 3amexuTh BiJl 3aXUIIEHOCTI CUCTEMU — BXXHUTHX 3aXOMAIB 3 HEWTpasizalli
3arpo3 Oe3neku JaHuX. Z — MOKa3HUK 3aXMIIEHOCTI iH(popMaliiHOi cucTeMH. 3arajoM BUTIK
1H(pOpMallli 3aJIeKUTh:

- BiJ po3Mipy iH(opMariiiHOi cucTeMu (0TXke, B IKIKCh Mipi 1 BiI KIJIBKOCTI JIaHUX);

- BiJ] IBUJAKOCTI BUTOKY JTaHUX

- BUTIK iH(popMalii KynipyeTbcs 3aXUIIEHICTIO CUCTEMH (3aX0/1aMHU 1110710 HeWTpasi3alii 3arpo3
6e3neku iHpopMmarlii).

Toxi 3 ypaxyBaHHAM BBEJIEHHMX MO3HAYEHb, OTPUMYEMO DPIBHSIHHS JUISl IIBUAKOCTI BUTOKY
1H(popMaIlii:

%zZpZ+(CV+Ck)I , (3)

ne Z o Koe(illieHT, 0 BioOpaxkae BILTUB 3aX0/IiB MO0 3aXUCTY iH(pOopMaIlii,

Cv — koedirtieHT, 1110 BioOpakae BIUIUB MIBHIKOCTI BUTOKY JIaHHX;
C, — xoediwieHT, 110 BigoOpaxae BIUTMB KiJIbKOCTI JaHHUX HA iX BUTIK.

Jlyig mopanpIoro BUBEAEHHS MOJIENI 3axUCTy iH(popMarii OyeMo po3riisaTi 3aXHILEHICTh
cucreMu (Z). /Ing 1poro BU3HAYMMO 3aXMIIEHICTh CHUCTEMH SIK 3[JaTHICTh CUCTEMHU MPOTUCTOSATH
HECaHKI[IOHOBAaHOMY JOCTYyINy 10 KoHOimeHmiiHOi nanux. OTKe, 3aXUINEHICTh CHUCTEMH Oyjie
3aIeXaTu:

- B1J1 pO3MIpIB CUCTEMH (SIK 1 BiJ KUIBKOCTI JaHUX);

- 3arpo3 6e3neku iH(popMalii BiJl BTpaTH JOBIpH Mi>K KOPUCTYBa4aMHu.

Toni 3 ypaxyBaHHSIM BBEJCHUX IIO3HAUYEHb, OTPUMYEMO PIBHSIHHS JIJI1 MOXJIMBOCTI IIBUIKOTO
3axHcTy iH(opMaIlii BiJl BUTOKY:
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dz
E:Di_l(cdz—'—cdl) ) (4)

ne D, — xoeoimient, mo BinoOpakae BIUIMB 3arpo3 O€3NEKU AAaHMUX Bil BTPaTU JOBIPU MiXK
KOPHCTYBa4aMH Ha 3aXHUILEHICTh iH()OPMAIIITHOT CHCTEMH.
C,, — koedimienT, mo BinoOpakae BIIUB PO3MIpiB CUCTEMH HA 3aXHIEHICTh;

C,, — KoediwienT, 10 BinoOpaxkae BIUIMB 3aXUIIEHOCT] HA BUTIK JaHUX.
Toxi orpumyemo cucteMy piBHSHB. SIKa CKiIagaeTbes 3 piBHAHBG (3) 1 (4):

dl
E=ZPZ +(C,+C)I

dz ' ©)
E = Di =1 (Cdz +Cd1)

Ane cucrema piBHSAHB (5) € 0a30BOI0 CHUCTEMOIO, Ma€ JIHIMHMX Xapakrep. Lle BimmoBimae
mporecy 3axucry iHdopmarii y 1e sSKuxX BUmagkax. SIki OUTBII HOCSTH CTAIliOHAPHI BXKE BUBUYCHI
MIPOLIECH BIUIMBY Ha 3aXUCT iH(pOpMaIlii.

Tomy roj0BHOIO BiAMIHHICTIO HAIIOT MO Ha MEPIIOMY €Talli, € MOJEIb KA BiAPI3HAETbCS
HasIBHICTIO «Majioro mapamerpy». ToOTo ass pileHHs MOTPiOHO BUKOPHUCTOBYBATHCS CIEIialbHi
MeTonu. Manuii mapaMmerp y HalioMy BHITQIKy OyJie 3MIHIOBATHCS 10 BUIAJKOBOMY 3akoHy. Lle
00yMOBJIEHO BIJICYTHICTIO YITKO BHM3HAQUYE€HHX 3aKOHIB BUTOKY a0O0 MOIIKOKEHHs 1H(pOpMAIlii.
Cucrema piBHSIHb PUHME BUTIIS:

di
pra Z,Z+&(C,+C )
d_Z =D, - 1(Cy, +Cyy)e
dt (6)
3HaliJileMO CTalliOHapHy TMO3UI[I0 CUCTEMH, IO ONMCYEThCS PIBHSAHHAMHU (6). YMOBHU
dl =0; di_ 0 :
cramionaprocti — gy . Omke’
D, -1(C,,+Cd)e=0
3 Ipyroro piBHSHHS CUCTEMH CIIAYE:
.
(Cy, +Cye - (8)
Jlani 3 mepmIoro piBHAHHSA CUCTEMH PiBHAHB (6) 3HAX0mUMO Z
) 2_ (Cv +CK)Di =0
(Cy2 +Car)e ' ©)
~_ (€,+C)D)
(Cy2 +Cdl)gZp : (10)

Pesynbrat 00paxyHKiB 3a piBHSHHSM (9)
OTxe, yMOBH MO3HUIIIi CTallIOHAPHOCTI CUCTEMH:
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[

(C,,+Z))e
we (11)
o __(C,+CD
(Cyo + Cdl)gzp
Bupimumo cucteMy piBHSHB (6) METOAOM «MaIUX BIAXUIICHBY
| = i+ 1:Z = 2+ Z :, OTKe, CUCTEeMa PIBHSIHb PUIAME BUTIISI:
di - -
—=Z,(Z+2)+(C,+C)U+])
dt
iz ) : (12)
—=D,-(1+1)(Cy, +Cy))e
dt
di
—=(Cy, +Cy,)eZ - (C, +C)I
dt
iz (13)
ot =-1(Cy, +C,)+ D))

g cucrema nudepeHiianibHuX PIBHIHb € MaTeMaTHYHOI0 MOJEIUII0 3aXUCTy iHdopMalie y
COIIAIBHOT MEPEXKH BiJI TAKOTO ITapaMeTpa, K J0Bipa MK KOPHUCTyBauaMH.

Yoockonanena mamemamuuna modenv cucmemu 3axucmy 0anux é coyianbHoi mepexcu 3
YDPAXY8aHHAM 63AEMOGIOHOCUH KOPUCMYBAYIE

3 MeTor pOo3poO0KH MaTEeMAaTHYHOI MOJIEN CUCTEMH 3aXMCTy JJaHMX B COLIAIbHIA Mepexi 3
ypaxyBaHHSIM B3a€MOBIHOCHMH KOpPUCTYBauiB, BBEAEMO IIapaMeTpu B3aeMoBiIHOCHH. Toxi
MaTeMaTH4Ha MOJiesb OyJie MpecTaBlIeHa TaKOK CUCTEMOIO AU (epeHIiaIbHUX PIBHSAHb:

dl
_t:ZpZ +(C,+C)!

< , (14)
E:(a+ﬂ+0+p)v -1(Cy,+Cy)e

ne V, — xoedimieHT, mo BifmoOpaxkae BIUIMB 3arpo3 OE3MEKH IaHHWX Bif B3aeMOIl Mix

KOpHCTYBayaMHM Ha 3aXUIIEHICTh 1H()OPMaLIHHOT CUCTEMH, TapaMeTp;
Q - OTIUCYE CXUITBHICTD CYy0'€KTa 10 BCTAHOBJIEHHS B3a€MO/IIT;
/3 - onucye npuBabIUBICTh 00 MOMYIISIPHICTD;
6 — ortinka 10BipH;
£ — XapaKTEePUCTUKA TEHIACHITIA MOEI IO CAMETPUYHOCTI J1ajl.

d_lzzpz +(C,+C )+ LI+ LI + ..
a“ (15)
E: (0!+,B+6’+p)V -1 (Cd2 +Cd1)+K2(ZZ)+K3(ZS)+'"
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e L,, Liit.a. K,, K, i1.4. gesxi niniitni onepatopu. byaemo BBaxaTu He JIiHIHHICTb CHCTEMU

cnaOKor, IO JJ03BOJISIE IIYKaTH PIMICHHS MJIs KOXHOTO PIBHSAHHA cucteMu (24) MeTonoMm
MOCITITOBHOT'O HAOJIMKCHHSI, TOKJIABIIIH:

=1+, +1,..
=L +1,+Z,+...
Hexait npu
dl =0, d—le,Ta dZ =0, d—Z:O
dt dt

| =1,Sinat,Z=27,Sinat.
OTpumaeMo cucTeMy piBHSHbD:

dl . .
s Z,Z+(C,+C)I —L,(1,*Sin® wr) — Ly(1,’ Sin® wr) —... )
i—f =(a+pB+0+p\N —1(C,,+C,)e—K,(Z, Sin* ot) - K,(Z,’Sin* wrt) —...
[lepenuiemo cuctemy 1 MpeICcTaBUMO ii B TAKOMY BUTJISAI:
dl X k - k
E=aZ + A1 =D L g sin“at,
k=2 , (17)

d—Z:ﬂzgl +7=Y K.Zgsin“at,
dt P

e a:va B =C,+Cy, 5, :_(Cd2+Cd1)’ y=(a+p+0+p\NV

Cuctema piBHAHB (17) € MaTEMaTHYHOO MOEIUTIO 3aXUCTY 1H(OpMaIlii B y COLiaJIbHOT MEpexXHU
3 ypaxyBaHHSIM Takoro crnenugiqyHoro napameTpa siKk B3aEMOBIAHOCHHU MK KopucTyBadamu. Ciif
3a3HAYUTH, 110 y HAIIOi MOJENI NMPUCYTHIM «Manuii mapameTp». Manuii mapaMeTp y Halomy
BUIMAAKy OyJae 3MIHIOBATHUCA MO BHUIAJAKOBOMY 3akoHy. lle 0OyMOBIE€HO BIACYTHICTIO 4YITKO
BHU3HAYEHUX 3aKOHIB BUTOKY a00 MOUIKO/DKEHHS iH(opMalii y 3aJIeKHOCTI Bl B3a€MOBIIHOCHH
KopucTyBauiB. TOOTO 15 pillieHHS TOTPIOHO BUKOPUCTOBYBATHUCS crienianbHi MeToau. Tomy Oyaemo
BUKOPHUCTA€EMO METO/]] BUHSTKIB:

d_Z:ﬂ2|+y—ZKkzgsinka)t:>|:i[d—z—ﬁZKkzgsinkwt]:s

dt k=2 ﬂz dt k=2
dl 1(dz 1 .
= ==+ 23 (KK, Z sin* T wtcosat ) | . 18
dt ﬂz(dtz w;( k=0 )] ( )

ITincraBuMoO BCi HaliJieH1 BUpa3u B Ieplie piBHAHHS cucteMu (6):

2 0 =
1 (d Z +£Z(kKkZ§Sin“ ot cosa;t)J =aZ +%(z—f—y+ZKkzésink wt]—
k=2

E at> oS ]
—Zw:Lkl('jsinka)t , (19)
abo: -
%_ﬂl%_“ﬂzz = —ég(kKkzg Sinkla)tCOSa)t)—ﬁly+ﬁ1§2: K, ZXsin* ot —
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-5, Llgsin“at. (20)
k=2

Tenep 3HaX0MMO CIILJIbHE PIlLIEHHS BiIMOBIIHOTO OTHOPIAHOTO PiBHSIHHS:
2"-pBZ'-of,Z=0. (21)

XapakTepucTuuHe piBHSHHA Mae BUrsn: A°—BA—af, =0. Po3risHeMo BUNAI0K MO3MTHBHOTO

JMCKPUMIHAHTY BOTO PIBHSIHHS:

+\/ B2 +4a
D=ﬂ12+40:ﬂ2>0:>ﬂmzﬁ1 ﬂlz N (22)
3BiaKis:
B +aap, piApi+4ap,
Z,, (t)=ce 2 +C,E 2 - CIIJIBHE PIMICHHS OJJHOPITHOTO PiBHSHHS.

J11s1 3HAXO/PKEHHS 3araJIbHOTO PIIICHHS HEOJHOPIAHOTO PIBHSIHHS CKOPHUCTAEMOCS METOIOM Bapialii

i p+4ap,, piApE+4ap,

nosinbrux cramux: Z , (t) =c (t)e 2 +C,(t)e 2
ne C;(t),C,(t) snaxonstses i3 cucremu:

pepiaapy, Ry

c/(te 2 +C,(t)e 2 =0,
: 2 (23)
2 LBl +bap, 2 L=\ L +Hbap,
i B A, S BBt U
. 2 ? 2
Ocrato4Ho:
Z(t)=_|.N(t)—e 2 dt—
\jﬂ12+4aﬂ2 (24)
-[NO-e 7 —ut
\//35 +4ap,
e
N =—£Z(kKkZ§ sin** wt cos wt ) -
@2 (25)

o0

—Br+ B K Zgsin“ wt—B,> L g sin* ot
k=2 k=2

Cuctema piBHSHB (24) € MAaTEMaTHYHO MOJIEIUTIO CUCTEMH 3aXUCTY iH(opMaIlii 3 ypaXyBaHHIM
TaKoro crenugiqyHoro napaMeTpa, Ik B3a€MOBITHOCMHHM MIXK KOpPHUCTyBauyaMHu.
Bupa3s (25) € octaTouHUM MaTeMaTHYHUM Pe3yIbTaToM MOOYI0BH e MOENi.

Yoockonanenna mooeni zaxucmy ingopmauii 3a paxynok ypaxyeamms 63a€mo3e’a3Ky
Kopucmyeauie

Jlnst po3poOKu MoJieni 3axXUCTy iH(opMalii B 3aJIeXKHOCTI Bl B3a€MOBIUIMBY KOPHCTYBauiB,
HeoOX1HO TONOBHUTH CUCTEMY PIBHSIHB (23) mapameTpom, sIKHil Oy/Jie BpaxoByBaTH B3a€EMOJIII0 MIX
KOPHUCTYBaYaMH.

3 1mel METO BiI3bMEMO 3a OCHOBY MapbKIBCBbKY MOJIEb, sSKa HaWOIIbIN afeKBaTHA IS
BUpIlIEHHs 1bOro nuTaHHs. Lle o0ymoBieHo TiMm , mo rpadiuni mozaeni rpagdis MapkoBa IiIKOM
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BIJINIOBIJAIOTh B3a€MO3B’SI3KY MK KOpHCTyBayamMH. B3aeM0O3B’S30K MiX KOpPHUCTyBauyaMH B ITUX
MOJCIISX, IIIJIKOM 3aJICKHTh BiJ KUIBKOCTI KOpHUCTYyBadiB. SIKi y CBOIO 4epry OyayTh SIBIATHUCS
BepmHaMu rpada. Lle niTkoM BiAMOBITAE MOCTABICHOMY 3aBAaHHIO, BU3HAYEHHIO B3a€MO3B’ SI3KIB
MDX KopucTyBauamu. B 3B’s13Ky 3 Tim, o Mogeni MapkoBa 10OCTaTHbO BUBYEHI, TIOBHOCIO MOJIEIIb
OMHCyBaTH He OyaeMo, 0OMEXUMOCH TUTbKH BU3HAYCHHSM KOe(IIlieHTYy B3aeMO3B’s13Ky. Skuii Oyne
BHU3HAYATHUCS HACTYITHUM BHPA30M:

zcvl

Kv= ("E\’T) . (26)

e chl — 3arajbHa KUIbKICTb 3 €JHAaHb B MEPEXi,
veV
N —KUIBKICTh BEPIITUH B MEPEIXKI.
Toxi ynockoHaneHa MOAEb MPUITME BUTIIS:
% =Z,Z+(C,+C)I
ZC . (27)
dZ veV "
o (a+p+0+p)V-1(Cy, +Cd1)5+(7)

Ane crienudika coniaabHOT MEpeXH, crieudiuHi mapaMeTpu ii moTpiOyIOTh OLIBII HIMPIIOTO
posrnsay. Hampukinan comianbHi MEpEKU MBUIKO PO3BIBAIOTHCS, JI€ BCE 3K TAKH MAtOTh OOMEKEHHS.
Ile moB’si3aHO 3 MOMJIMBICTH MEpPEXH, 30epiraTh Ta IepenaBatd naHi. 3 med MeTor Oymemo
BUKOPUCTOBYBATH eMITIpHYHY MOieTb. OCOOIUBICTIO 3aCTOCYBAHHS Y HAIIOMY BUIAAKY OyJe Te, 110
MU BUKOPHCTOBYEMO €IiIEMIYHY MOJIEIb 3 MMOBIPHICTIO Mepeaadi nmeBHoi iHdopmartii, sk GyHKIil
BIJICTaHI MK JDKEPEJIOM 1 MTOTEHIIIHHOIO METOIO.

ToOto #iMOBipHICTB, MO M- cycix mepenae 1m0 iHdopMmarito 0cobi, 3 skuUM BiH Oyne
KOHTAKTYyBaTH BU3HAYA€ETHCS SIK:

y=N knot(r+1)_f . (28)
ne: f>0 — iimoBipHa QyHKUig nepenadi iHpopMmarrii;
I —KUTbKICTh KOPUCTYBAUiB 3 IKUMHU MOKE MOIUTUTHCS TaHUK KOPUCTYBay 1H(OpMAIIi€To;
N knot “KOPHCTYBa4 MEpEKi, SIKUI 3HAXOUTHCSA HAa BU3HAYECHOMY BY3JIL.
3 ypaxyBaHHS BUIIEBUKJIAJIEHOTO MOJIEb 3aXHCTy apaMeTpPiB y COLIaIbHOI MEPEXKU MpUiiMe
BUTJISA:
dl

P Z,Z+(C,+C)I

dz

E:(a+,6’+0+p)V—I(Cd2+Cd1)g+ : (29)
z Cvl _f

+(VEVT) +N knot(r+1)

Yoockonanenna mooeni zaxucmy inghopmauii 3a paxynoxk ypaxysanna uenmpanvHocmi
mepexnci

MeTpHuKHu LEHTPAJIBHOCTI — I1€ KUJIbKICHA OIIHKA Ti€l YK 1HIIOI 0cOOM B COLaIbHINA Mepexi.
Mipa LEHTpaJbHOCTI OMHMCYE BUIYKIICTh KOHKPETHOTO BY3Jla B MOPIBHSHHI 3 IHIIUMH BY3JIaMU.
CepenHs Mipa LEHTPAIBHOCTI TaKOX BioMa K IIEHTpalTi30BaHa OIlIHKA, BOHA BKa3ye, HACKUIBKU
IIpHUK Tpad 1O BIAHOMIEHHIO 10 KOXHOTO By3na. lleHTpanbHI METpUKH, SK MPaBUIIO,
O0YHCITIOIOTHCS HA MiJICTaB1 BCI€T CTPYKTYpU Mepexi abo mix rpada.

Cryninb (piBeHb) IIEHTpAILHOCTI By3ia (degree centrality) — 11e uncio 3B'I3KiB JaHOTO By3JIa 3
IHIIUMHU BY37aMHU. BUKOpUCTOBYBAaTHM TaKHil BHJ LEHTPAIbHOCTI HaiKpalie, KOJIU HEOOXiJTHO
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BU3HAYMTH JIIOJICH, sKi BUOHpaioTh Bac i1 3 sikum Bu Binnaere nepepary B3aemonii [ 10] abo, HaBmaku,
BiJl IKMX X04eTe TpuMatucs noaati. DopManbHO CTYMiHb HEHTPAIBHOCTI By3J1a MOXKHA MIPEICTABUTH
B HACTYITHOMY BUTJISII

Coli) =i ). (30)

ne CD (i) — creniHb HEHTPAIILHOCTI By3J1a I;

a(i,]) — 3B'130K MiK BepIIMHAMHU | Ta |,

N — gKcso BepirH B Mepexi; a(l,]) =1 Toi Ko BepIInHU 3’ €HaHI peOpOM.

[IIo6 mMoxkHa OyJI0 MTOPIBHIOBATH CTEIMIHB IIEHTPAILHOCTI By3/a HE TIJILKH BCEPEIUHI OJHOTO
rpada, ane i Mixk rpadamu pizHOI CTPYKTYpH [2], HEOOXiTHO pO3paxyBaTH HOPMOBAHY IEHTPAIBHICT
BYy3JIa, BOHA BU3HAYAETHCS BUPA3OM:

Coli) =2 (31)

ne C'D (i) — HopMOBaHa CTEMHiHb [ICHTPAIBHOCTI By3J1a I;
CD (i) — cTeninb HEHTPAILHOCTI By3Ja i;
N — YHUCII0 BEPUIMH B MEPEXKIi.

Benuunna C'D (i) 3miHIoeThes B iHTepBaii Big 0 70 1 1 roBOpuTH PO Te, HACKUIBKH 100pe
BepIIMHA 1 Oe3rmocepeIHbO TOB's3aHa 3 yciMa HIIMMHU BepurmHaMu Mepexi. [lo cyri, HopMoBaHa
CTEIiHb LIEHTPAJILHOCTI By3JIa 1 € aHAJIOrOM 1HJEKCY COLiOMEeTpHUYHOro crarycy wieHa rpynu (Ci), a
HOPMOBaHA CTYITiIHb BHXIJTHOI IIEHTPATHHOCTI BYy3JIa € aHATIOTOM 1HJIEKCY €MOIIIIHOT €KCITAaHCHBHOCTI
YJieHa FPYIIH.

[Ilo6 MaTH MOXJIMBICTH MOPIBHATH Pi3HI CTPYKTYpH 1 BH3HAUUTH, sKa 3 HUX 3a0e3meuye
HaWKpally LeHTpali3allilo By3JiB, 3HAXOAATh CTEMiHb LIEHTPAILHOCTI BCbOro rpada 3a ¢popMyinoro
®pimana [3]

n
2. (Co ()-Cy (i)
_ia
Co nD-2) (32)

ne C — cTeminb LEHTPaTLHOCTI BCHOTO rpada;

CD (1) — MaxcHManbHUiT CTYTIHB HEHTPANBLHOCTI By3/Ia B MEPEKi;
C, (i) — creninp neHTpanbHOCTI By31a i;

N — YUCJIO BEPILIUH B MEPEXKI.
Toxi ocrarouHe cuctema auQepeHLiaTbHUX PIBHAHD MaTeMaTHYHOI MOJIENI 3axXHUCTy
1H(popMallii 3 ypaxyBaHHSM LEHTPAIBLHOCTI MEPEXI MPUIMe BU/I:

dl

i Z,2+(C,+C)I

C:j—f:(a+,3+9+p)v—I(Cd2+Cdl)$+ . (33)
>Cy I CRORIEAD)

+(T) +N knot(r+1) + (n _1)(n _2)

Yoockonanenna modeni 3axucmy ingpopmauii 3a paxynok ypaxyeanus Koegiyicnuny
0061ceHU WNAXy iHgopmauii 6 couianbnoi mepeixnci

3 METOI0 yIOCKOHAJIEHHS! MOJIEJII CUCTEMHM 3aXUCTY COLIaIbHOI Mepexki NOoTpiOHO BU3HAUUTH,
BILJIUB KoedilieHTa JOBXKEHU NUIAXY 1H(OopMallii Ha MOJIeNb 3aXUCTy 1HQOopMaIlii.
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Jiis iboro ckopuctaeMochk Mozertio bapadam—Ansdepta. CepenHs TOBKIHA IIISXY B MOIET1
bapabam—Anb0epTa 301IBIIYETHCS B CEPEAHBOMY, SK JTorapudm po3mipy Mepexi. Touna popma mae
Inn

Ininn
Mopenb bapabam—AnbpbepTa Mae CHCTEMAaTHYHO KOPOTIIUN CEPEIHIN MUISAX, HI’K BUITAIKOBUI
rpad. basysce Ha mel mMozaeni BBeAeMO KOEQIIi€HT, sIKili BpaXxOBYe CEPEIHIO IOBXKHHY ILIAXY

Inlnn—n
iHpopMarii y corianbHOT MEpEeXU: ¥ = (W) , I€: N —KUTBKICTh BEPIIUH B MEPEXKi.
ngninn

Tonai maTremaTnyHa MOJACIH IPHITME BUTJISI

NO/IBIiHY JlorapuMiuHy NONpaBKy i BUrIsiAae, ak: | [

dl

E:sz +(C,+C)!

dZ szl
E:(a+ﬂ+9+/0)v—|(Cdz+Cdl)€+(VEVT)+ . (34)

_t i(CDI(i)_CD(i)) Inlnn—n
+ N knot(r+1) + = + 2
(n=-1)(n-2) n(Inlnn)

)

Yoockonanenna mooeni zaxucmy ingpopmauii 3a paxynox ypaxysauna koegiuienmy
63AECMOBNIUBY KOPUCHYBAUIE 6 COUIATbHOT Mepeci

3 MeTOr0 ypaxyBaHHsI B3a€MOBILJIMBY KOPHCTYBauiB B COLIaJIbHOT MEpPEXi BBEAEMO KOE(PILiEHT
B3a€MOBILIUBY:

(P—N)®(P+N) — xoedimieHT, mo BimoOpaxae BIUIMB 3arpo3 Oesneku iH(opmarii Bix
B3a€MOBIUIMBY KOPUCTYBaUiB Ha 3aXHUIICHICTh 1H(HOPMAIIIITHOT CUCTEMH,

ne P, —mo3uTHBHMIL BIIHB MiX KOPHCTYBaYaMH,

Nj; — HeraTMBHMIi BILTHB MiX KOPHCTYBAaYaMH.

VY 1poMy BHpa3i MU BUKOPHCTOBYEMO 3TOPTKY ABOX (yHKIIIN. TOMY 1110 B3a€EMOBILTUB HE MOXKE
OyTH BU3HAYEHO SKMMOCH LIIJIMM YHUCIIOM, TIIbKH (pyHKIieH. Lle e o/1HO 13 TOI0OBHUX BiAMIHHOCTEH
po3pobiieHoi moneni. Cuctema audepeHialbHUX PIBHSIHb MaTeMaTUYHOI MO 3 ypaXyBaHHAM
B3a€MOBILUIMBY KOPUCTYBayiB MPUIIMe BUTIISAA:

dl

E=sz +(C,+C)!

dz Z\:/Cvl
E:(a+ﬂ+0+p)v_I(Cd2+Cd1)g+(V€T)+ . (35)

. i(CD‘(i)_CD(i)) Inlnn—n
+ N knot(r+1) + = + 2
(n=-)(n-2) n(inlnn)

)+(P-N)®(P+N)

Bupimyroun cucremy audepeHuianbHUX piBHSAHb (35) BIJHOCHO MapaMeTpy 3axHUCTy
COLIAIbHOT MepeXKi, BU3HAYMMO KOE(]illi€HT 3aXUCTY COLIabHOI MEpexi:
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3 (Co ()~ Co (i) S'C,

K,= izl(n—l)(n—Z) +Di+DR+(N(r+1)"(—f))—(V€VT)+
+(P—N)*(P+N)+(a+ﬁ+9+p)V+—lnlnn_rl , (36)
n(Inlnn)

ne D, — xoediuient, mo BinoGpakae BIUIMB 3arpo3 Ge3NEKU JAHUX BiJ| BTPATH JIOBIpH Mik

KOPUCTYBa4aMH Ha 3aXHUILEHICTh iH()OPMAIIIfHOT CUCTEMH;

DR — koedimienT, mo BigoOpakae BILUTUB 3arpo3 OE3MEeKH JaHWX BiJ BTPATH peryTauii Mix
KOpHUCTYBayaMH Ha 3axuuieHicTs iHdopmamiiinoi cucremu; N(r+1)~(—f) — koedimient, mo
BiJI0Opakae BILUIUB 3arpo3 OC3MEKH TaHUX BiJ PO3MOBCIOKEHHS iHPOpMAIIil MiXK KOPUCTYBauyaMu Ha
3aXHUIIEHICTh IHPOPMAIIIMHOT CUCTEMH;

2.C,

veV
n2

KJIacTepH3allii Mepexi Ha 3axuIeHicTh iHdopMariitaoi cuctemu; - (P —N) ® (P + N)— kxoedimieHT,
0 BigoOpaxkae BIUIMB 3arpo3 OE3MeKH JaHHWX BiJ] B3a€MOBIUIMBY KOPHUCTYBadiB Ha 3aXHIICHICTh
iHdopmaniiinoi cucremu; (a+ f+60+ p)V — KoedillieHT, O BigoOpaxae BIUIMB 3arpo3 Oe3neKu
JAHUX BiJl B3a€MOJIi1 KOPHCTYBaUiB Ha 3aXHUIIEHICTh iH(OPMAIIITHOT cCHCTEMH;

InInn—n

n(InInn)?
MK KOPHCTyBayaMH Ha 3aXUIICHICTh 1H()OpMAIiitHOI ccTeMH.

Bupa3 (36) ocraTouHO BU3HAyae MaTeMaTHMYHY MOJIeNb 3aXUCTy iHQopmalii B comiagbHOI
Mepeki Bl cnenudiyHux napamerpiB. Takux siK: 10Bipa, pemyTallis, BIUIMB 3arpo3 0e3MeKu JaHuX
BiJl PO3MOBCIO/DKEHHS 1H(OpMalii MDK KOpHUCTyBadaMH, BIUIMB 3arpo3 Oe3NeKH HTaHuX BiJ
B3a€EMOBIUIMBY KOPUCTYBauiB, BIUIMB 3arpo3 O€3MeKu JaHuX BiJ B3a€EMOJIl KOPUCTYBadiB Ta BIUIMB
3arpo3 0e3neKH AaHuX Bij TOBKUHU HUIAXY MK KopucTyBauamu. CliJl O3HAYUTH , 110 MTapaMeTpiB
COLIIAJILHOT MEPEXH 3HAUHO Oublle. AJle Il HapaMeTpyU MU BBaYKAEMO HANOUIbII BIUIMBOBI.

BukopucToByr0UM yIOCKOHANEHY MOJEINb, MPOBEAEMO MOJEIIOBAHHS IPOLECY 3aXUCTY
iH(popMallli B cOLIaIbHOI MEPEXKU 3 ypaXxyBaHHSAM cHelu(pIYHUX MapaMeTpiB COIIaJIbHOT MEPEKHU.
ITpu MoaenoBaHHI BUKOPUCTOBYBAJIM OOMEXEHHS: yCl1 Koe(illieHTH HOPMOBaHI Ta He NMEePEBUIIYIOTh
onuuuio. IlpunymenHs yci cnenugiyHi mapaMeTrpu COLIaJbHOI MEPEKU MiANOPSIKOBYIOTHCS
HOPMaJIbHOMY 3aKOHY PpO3MOBCIOJUKEHHS. 3 3aCTOCYBAaHHSAM IIMX MPUIYLIEHb Ta OOMEXEHb
MIPOBEIEMO MOJICTIOBaHHS. Pe3ynpTaT MOJIENIIOBaHHS HaBeIeMO B BUTJISAM PHCYHKY. Pe3ymbraTtn
MO/IEJIIOBAHHS NPECTaBiIeHI y rpadidyHOMY BUTJISA1 Ha puc. 1.

— KkoedimieHT, MO BigoOpaxkae BIUIMB 3arpo3 Oe3mekw JaHuX BiJ KoedirieHTa

— KoeilienT, mo BigoOpakae BIUIMB 3arpo3 O€3MeKH JaHUX BiJ JTOBXHUHHU HUIIXY
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I'padik koedimicuTa 3axucTy coi. Mepexn

0.5 -
04 -
0.3
0.2
1
) 0.5
0 0 . .
Koed. 3aJL.BiJ JI0BipH
koed.3am.Bi pemyrarii
Pucynok 1 — 3anexHicte KoedillieHTa 3aXUCTy COLIATbHOI Mepexi Bia KoeQillieHTIB

OB’ SI3aHUX 3 JIOBIPOIO Ta PEITYTAIIi€0

Sk 6aunmo 3 rpadika KoedimieHT 3aXUCTy COLIATBHOT MEPEXH HE TpUiiMae HyJIeBl 3HAUCHHS,
10 IJIKOM BifnoBiae peanbHocTi. He Moxke OyTu 3axuct iH(opMarlii mpu BiICYyTHOCTI JOBIpU 10
iHpopmaii, iHpopMarlist y TAKOMY BHIIQAKY MPOCTO ICHYE Ta HE MOTPiOye 3axucTy 00 KOPUCTYBAdy
iH(popMallig He moTpiOHa. baunmo 1o KoedilieHTi ,sIKi 3anexarh Bij pernyrainii Ha 6araTo MEHII
BIUTMBAIOTHh Ha KOE(ILIEHT 3aXUCTy HIXK KoedimienTu. ki 3anmexarts Bin mosipu. Lle Tex minkom
BIJIMOBiZa€ CeHCy, 00 MapaMmeTp pemyTalii e HeoOXigHa yMmMoBa, aie He JocTaTHs. JlocTaTHiid
YMOBOIO € JI0Bipa.

TaxkuM 4MHOM pe3ysIbTaTH MOJIEIIIOBAHHS OCTaTOYHO JIOBEIH, 110 TOJIOBHUM MApaMeTPOM SKUH
BIJIUBAE Ha 3axucT iHpopMmauii € nmapamerp AoBipu. [pyri cnenugiyHi nmapameTpu ColiaibHOI
MEpEeXH BIUIMBAIOTh Ha KOE(ILIEHT 3aXUCTy Y 3HAYHO MEHIIHH Mipi.

BucnoBku. Po3po0OsieHO ylnockoHalleHa MaTeMaTH4HOI MOJENi 3axucTy iHdopmalli B
COLIIAIbHOT Mepexi B 3aIeXHOCTI Bij crneuu¢piyHux ii mapamerpiB. Takux sk: 10Bipa, pemyraris,
BILJIUB 3arpo3 Oe3MeKy JaHUX BiJ pO3MOBCIOKEHH 1H(opMallii Mi>k KOpUCTyBadaMH, BIIUB 3arpo3
0e3MmeKku JaHuX BiJl B3a€EMOBIUIMB KOPHCTYBauiB, BIUIMB 3arpo3 O€3MeKH JaHUX BiJ B3aeMOJIl
KOPHCTYBaUiB Ta BIUIUB 3arpo3 0€3MeKH JaHUX BiJl JTOBXKUHH LUISIXY MK KOPUCTYBa4aMHU.

[IpoBeneHo MaTeMaTH4YHE MOJENIOBAaHHS YAOCKOHAJIEHOI MOeNi 3axucTy iHdopmarii y
COLIIAJIbHOI Mepeki B 3aleKHOCTI BiJ crneunpiyHux 1ii mapamerpiB. ['padiuHi pesynbraTu
BiJOOpaXaroTh aKTyaJIbHy KapTHHY 3aXUCTY iH(popMallii coriaibHOT MEpPEKH BiJl 30BHIIIHIX BIUIMBIB.
OTpuMaHi pe3ynbTaTu IS y3araJbHEHOTo KoedilieHTa 3aXUCTY COL[IaIbHOT MEPEXKHU, TIOKA3YIOTh 1110
KOE(QIIIEHT 3aXMCTy HE MpUIMaE HyJIEBI 3HaYeHHS, IO IIIIKOM BIAMOBiae peagbHOCTi. He Moxe
OyTH 3axucT 1HQOpMaIil IpU BIICYTHOCTI A0BIpH A0 1H(popMalii, iHGopMallis Yy TAKOMY BUIAIKY
IIPOCTO ICHYE Ta HE MOTpiOye 3axucTy 060 KopHucTyBauy iHpoOpmalis He moTpiOHa. PesynpraTtn
MOJIETIIOBAHHS MMOKa3aliy, 1110 KOe(iIieHTI ,SKi 3aJekaTh BiJl pemyTalii Ha 6araTo MEHII BIUIMBAIOTh
Ha KOe(]IlieHT 3aXMCTy HIK KoedillieHTH, SKi 3alexath BiJ AoBipu. Lle moBoauTh, 1110 mapamerp
pernyTarii e HeoOXigHAa yMmoBa, ajle He goctartHs. JloctaTHiii ymoBOow € goBipa. OTpumani
pe3yabTaTH MiATBEPKYIOTh a/IeKBATHICTh PO3pO0IEHOT MaTeMaTUYHOI MOJIeINI 3aXUCTy iH(popmMartii
y COIaJIBbHOT ceTi

[Momanpmmii po3BUTOK 3alpPOIIOHOBAHOTO METOJY IMOJIArae y OUTbII JeTaJbHOMY PO3TJIsi
crenudiky couiagbHOI MEPEXKH Ta apaMeTpiB IHPOPMAIIHHOTO 3aXUCTY.
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D.Sci.Tech. Lukova-Chuiko N.V., D.Sci.Tech. Toliupa S.V., Phd Pogasiy S.S.,
Laptieva T.O., Laptiev S.O.
IMPROVEMENT OF THE MODEL OF INFORMATION PROTECTION
IN SOCIAL NETWORKS

In Ukraine, the right to privacy is a constitutional guarantee, and the protection of personal data is
one of the areas in which such a guarantee should be implemented. The subject of our research will not be
objects in general, but dynamic systems of information protection in social networks in the mathematical
sense of the term. Descriptions of dynamical systems for various problems depending on the law of evolution
are various: by means of differential equations, discrete mappings, the theory of graphs, the theory of
Markov chains, etc. The choice of one of the methods of description determines the specific form of the
mathematical model of the corresponding dynamic system. Theoretical study of the dynamic behavior of a
real object requires the creation of its mathematical model. Most of the known approaches to modeling
differ in what parameters they use as input information in modeling and what characteristics of the
simulated system are calculated and output to the model. The article presents the development of an
improved mathematical model of information protection in a social network depending on its specific
parameters. Such as trust, reputation, the impact of data security threats from the dissemination of
information between users, the impact of data security threats from user interactions, the impact of data
security threats from user interaction, and the impact of data security threats from the length of the path
between users. However, it should be noted that the parameters of the social network are much more. But
we consider these parameters to be the most influential. Therefore, we pay attention to these specific
parameters.

Mathematical modeling of the improved model of information protection in the social network
depending on its specific parameters is carried out. Graphic results reflect the current picture of protection
of social network information from external influences. The obtained results confirm the adequacy of the
developed mathematical model of information protection in the social network.

Keywords: social network, trust, reputation, modeling, protection factor, security, information
protection.
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AJANITUBHU METOJI KEPYBAHHSI ABTOMATHU30BAHUMHA TEXHIYHUMHA
CUCTEMAMUA

Y cmammi 3anpononoeano nioxio 0o npouecy Kepyeanna mexuiuHuUMu 06'ckmamu Ha OCHOBI
inmezpauyii 06poOKu ceHCOpHUX OAHUX.

Inmenexmyanvni Memoou ynpaeninua 3HAUWLIU 3ACMOCYBAHHA 68 PI3HUX 3A60AHHAX, 30KpeMa 6
pobomomexHiyi. Y cucmemax, wi0 NPAyIOOMb 8 pPeEIHCUMI PeanbHO20 4Aacy, poodom-azeHm NOGUHEH
pauionanvho eupiuiyeamu 3adaui, AKi neped HUM ROCIMAGAEHI 3 MIHIMATbHUMU eumpamamu pecypcie. Y
PeanvHoMy 4aci GUKOPUCMAHHA GUCOKOMOYHUX 0azamoKpumepiaibHuUX memooie onmumizayii
ympyoHene, momy a2eHmMuU 4YaACMO GUPIUIYIOMb 3A0auy HAOIUNCEHUMU Memooamu 3 GUKOPUCHAHHAM
npoonemno-opichmosanol espucmuku. Aumaniz mamepianie 3 npodremu ynpaeniHHA HOKA3YE, WO
CMEOpeHHA eheKmueHoi cucmemu yYnpasiiHHA ROMPeOYE GUKOPUCMAHHA AKICHO HO8UX NiOX00ié 00
00pooKuU iHopmauii, AKi malomp 6azyeamucsa HA ROWLYKY 0codausocmell Oill y MUHyA0MY, iX aoanmayii
Ha 0cHOo86I iEpapxiuno2o npedcmagnenns Oiil. Haubdinvu nepcnekmueHUM HARPAMKOM Yy CIEODPEHHI MAaKux
cucmem € GUKOPUCHAHHA CYUACHUX HEUPOHHUX Mepedic 011 Kaacugikayii npeyedenmie ma gpopmysanns
Hoeux Oiil HA 0CHOBI ni0X00y npeyedeHmie.

Ilpu po3pobui mooeni noeedinku azeHmy HPONOHYEMbCA POZUWIUPUMIU CHAHOAPMHI pilieHHA,
suKopucmaewiu enemenmu 0ion02iuno20 nioxody 6 wmyyHomy inmenekmi. /[na ub020 azenmcobKa
JianpbHicmb 30IliCHIOEMbCA Uepe3 63aemoolito Knacughikayiiinoi ma eukonaeuoi cmopin. B akocmi
Knacughikauiinoi uyacmunu BUKOPUCHOGYIOMBLCA CYYACHI MURU  WMYYHUX HEUPOHHUX MepPeuc,
320pMKOBUX 6 HAWIOMY GURAOKY. 34 GUKOHAGUY YACHMUHY Gi0N0GiOaromsv mooeli HaA OCHOGI TAHUI0ZI8
Mapxkoea. Illmyuna neiiponna mepeixca ompumye ma Kiacu@ikye ingpopmauito 6i0 piznux munie
306HIWMHIX ceHCOpie i 6HYMPIWIHIX peyenmopie azenmy, w00 i0eHmugpiKysamu nouamkosi ymosu Oii
azenmy, memy Oii ma euU3HAYUMU HA IX OCHOBI NOCNiO08HICMb Oill, AKi 6UKOHYE azenm. Bukopucmanusn
a0anmueHo20 Memooy noaA2ac 6 NiOMiHi memu ma NOUAMKOBUX YMOG 00pAHO20 npeyedeHmy HOGON
3a0auero i NOYAMKOBUMU YMOBAMU | 3aDe3neueHi GUKOHAHHA NIAAHY nicna niominu. /leaki Kpoku
HOUYAMKO0B8020 NAAHY MOMCYMb GUABUMUCA HENOMPIOHUMU, MAK AK 3MIHUIACA Memd, 00CAZHEHHA AKOT
6onu npazuynu. OCHOBHI Oif MOMCHA GUKOHYGAMU OKpeMO ad0 KOoMOiHyeamu 6 NOC1i006HOCHI &
3anexicHocmi 6i0 yCniutHocmi nOCmMaegieHoi memu.

Kniouoei cnoea: inmenexkmyanvne KepyBanHs, 6azamoazeHmHi cucmemu, CeHCopHa ingopmauisn.

Beryn. PobGororexnika (Big poOOT Ta TexHika; aHT/I.roboticS) — mpukiagHa Hayka, siKa
OMIKY€ETbCS TPOEKTYBAHHSAM, pO3pOOKOI0, OYAIBHUUTBOM, a TaKOX eKCIUlyaTalli€lo Ta
BUKOPUCTaHHAM POOOTIB, CIEliali30BaHUX KOMM'IOTEPHUX CHUCTEM IS iX KOHTPOJIO, CEHCOPHOTO
(Ha OCHOBI aHaNi3y BUXIJIHUX CUTHAJIIB /1aBayiB) 3BOPOTHOIO 3B'I3KY 1 OMpalfoBaHHs 1HpopMalii
aBTOMATH30BaHMX TEXHIYHUX cucteM (poOotiB) [1]. Ilepmi poGoTu KepyBaimcs TPOCTHMHU
KOMaHJIaMH, 3alT03NYEHUMH Pa30M i3 MPUBOJaMHU B cTaHKaX. /{11 POMHUCIIOBUX 3pa3KiB 1€ CTajo
MO>KJIMBUM 13-3a KpallHBOT'O JIETEPMiHI3MY YMOB IIPOMHCIIOBOIO BUPOOHHUIITBA. 3 PO3BUTKOM HayKH
1 TEXHIKH, MIATPUMKOIO 1HHOBAIITHUX TEXHOJIOT1H POOOTOTEXHIKa MepeTBOpUiIacs B CaMOCTIMHY
HaykoBy cdepy. ['010BHOIO 0c00nMBICTIO OyIb-SKOT0 MeXaHi3My 1 poOOTa € HOro KOPUCHICTS.
3asexHo B1J1 KOPUCHOCTI aBTOMAaTU30BaHUX TEXHIYHUX CUCTEM B Tiil UM iHIIIN cepl )KUTTS 3aBeJIEHO
BUJIUTSTH TaKi pi3HOBUIN POOOTIB:

— MEJIMYHI;

—00yTOBI;

— 00110BI;

— JOCIHIAHI;

— MMPOMUCJIOBI Ta OyAiBEIbHI;
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—irpoBi Ta iH.

Takox X MOXKHA PO3JUIMTH Ha KEPOBaHI 1 aBBTOHOMHI; MOOUIBbHI Ta CTaI[lOHAPHI.

VY cydacHili MenuiMHI poOOTH BUTOTOBIISIFOTHCS CEPiiHO, 1 06€3 0araThoX 13 HHUX CKIIAIHI
JIarHOCTHYHI Tiporienypu Oynu 0 maibke HemoxiauBi. Y 1985 pomi pob6or Unimation Puma 200
NpUKiMaB y4acTh Y B3STTi 6101CiT MO3KY B Malli€HTa, 10 CTAJIO 3HAYHUM IPOPUBOM POOOTOTEXHIKH Y
MenunuHi. [li3Hime, yepe3 7 pokiB choemianizoBaHuii po6ot ProBot 3poOuB Bmepie y cBiTi
CaMOCTIHO omnepartito

OpHak, KoJu poOOTOTEXHIKA PO3IMOYHHAE PO3MOBCIOKYBATHCS B 1HIIIUX 00JIACTAX 3 O1IBIIO0
HEBU3HAYEHICTIO Ta MIHJIMBICTIO 30BHIIIHIX BIUIMBIB, 13 IPOTPAMHOTO KEPYBaHHS JIOBENOCS TIepeiTn
70 yOpaBIiHHSA BiJ OIEparopa, JAOMOBHIOIOUM MPOrpaMHE YIPaBIIHHS JUCHETYEPCHKUM
YIPaBIIHHAM.

HactynuuM eramom crana po3poOka Ha 1iifi OCHOBI aJalNTUBHUX CUCTEM YIPABIiHHS 3
BUKOPHUCTAaHHAM TOJANBIINX METOIB IITYYHOTO IHTEJNEKTY Ta Iepexony MO0 MapajurMu
OaratoareHTHHX cucTeM. OCTaHHI, KpIM KepyBaHHS, BUKOPHUCTOBYBAJINCS JIi BUKOHAHHS 1HIIHUX
¢byHkuid poOOTIB, Takux K 00poOka ceHcopHoi iH(opmarii Ta GopMyBaHHS MozAene B3aeMoii
HABKOJIMIIIHBOTO CEPEOBHILA 3 OTIEPATOPOM.

BaratoarenTna cucrema (anri. Multi-agent system) — me cucrtema, 1m0 yrBopeHa JeKiIbKoMa
B3aEMOJIIFOYMMH THTEICKTyaIbHUMHU areHTamu. L[i cucreMu MOXyTh OyTH BHKOPHUCTaHI JIJIst
BHUPIIICHHS TaKUX MPOOJIEM, K1 CKJIaTHO a00 HEMOKIIHMBO PO3B’SI3aTH 32 JOTIOMOTOI0 OJTHOTO arcHTa
Y1 MOHOJIITHOI cucTemH. [IpukianaMu Takux 3aBliaHb € KEPYBaHHS KPUTUYHOO 1HPPACTPYKTYPOIO,
OHJIAMH-TOPTIBJIS, JIKBIAAIlis HAJ3BHUAHHUX CUTYaIlil, Ta MOJICIIOBAHHS COI[IAIbHUX CTPYKTYp [2].

MIryunnii inTenekt (anri. artificial intelligence, Al) — po3ain inpopMaTHKU Ta KOMITFOTEPHOT
JHTBICTHKH, 10 OMIKYETHCS (popmMaizaliiero mpodiieM Ta 3aB1aHb, O MOAIOHI 10 Iiif, IKi BUKOHYE
monuHa. [lojganpina mepcreKTHBa - TEXHIYHUH PO3BUTOK (opMaiizaimii BMiHb Ta TBOPUYHUX
3Mi0HOCTEH JIFOJUHY - KPEATHBHOCTI 1 11 B3aEMOIOMTOBHIOBAHICTh METOAMH IITYYHOTO iHTENEKTY. Lle
JI03BOJIUTH TMOBHOIIIHHO BIATBOPUTH B KOHKPETHUX MPHUKJIAAHUX OO0JACTAX PO3YMOBI 3710HOCTI
JIIOJIUHMU, SIK1 peai3yloThCsl ABOMaA MIBKYJISIMU HAILIOTO MO3KY - JIIBUM, JI€ 30CEPEIKEHO NIEPEBAKHO
JIOTIYHE MMCJIEHHS, 1 MpaBUM, IO BIJNOBIJA€ 3a TBOPYl 3A10HOCTI Ta KpEaTHBHICTh JIFOAMHHU.
3pO3yMiJIO, 1HTEJNEKTyallbHI CHCTEMH YIPaBIIHHS 3HAYHO PO3UIUPIOIOTH MOXKJIMBOCTI areHTiB 3
OCBOEHHSI BCe OUTBII CKJIAAHMX omnepauiil. OJHaK 1HTEIEeKTyaJbHUI areHT K 1 paHille BUMAarae
MOCTIHHOTO CIOCTEPEXKEHHS 3 OOKY JIIOJIMHMU, OCOOJIMBO B 3B'S3KY 3 MOMJIMBICTIO BUHUKHEHHS
aBapifHUX Ta HEIITATHUX CUTYyaIlii [3, 4].

Bin He Moxe TpuBanuil yac aBTOHOMHO (DYHKILIIOHYBAaTH B HECTAI[lOHAPHOMY CEpeIOBHII,
TOMY HIO BCi HOTO Aii cTporo opmali3oBaHi, i B IUX YMOBaX OOOB'S3KOBO BHUMAra€eThCs 1HTYIIIIT,
KpeaTUBHICTh, TBOPYICTb.

VY cucremax, IO MpaliolOTh B PEKUMI peaTbHOro vacy, OCOOJMBO B KPUTHYHIH
1H(pacTpyKTypi, areHT-poOOT MOBUHEH palllOHAJIbHO BUPILIYBAaTH MTOCTABIIEH] NIEpE] HUM 3aBJIaHHS
3 MiHIMaJbHUMHU BUTpaTaMu HeoOXiTHUX pecypciB. [lependayaerses, 110 poOOT MOXKEe BUKOHYBATH
nesiki 0a3oBi 11i. BiH HamaraeTbcsi BUKOHYBATH CBOI i1 TAKUM YMHOM, 1100 MOCTaBJIEHA NEpe]] HUM
MeTa Oyna ocarHyta. BukopuctanHs BUCOKOTOYHUX METO/IB OaraTOKpUTEpiaabHOI ONTHMI3alii B
peanpbHOMY dYaci YTPYIHEHO, TOMY areHTH 3a3BHUYail BUPINIYIOTh 3aJady anpOKCHUMAaIlliHUMH
METOAaMH 3 BUKOPUCTAHHSAM MPOOJIEeMHO-OpI€EHTOBAHUX €BPICTUYHUX MIAXOMIB [5].

[IpoGnemaMu po3poOKM areHTiB € BHUKOPHCTOBYBaHI PECYPCOMICTKI airOpUTMH, BHUCOKA
CKJIQJIHICTDh 1 y3ro/pkeHicTh Monenei. Lli gakTopu MarOTh HEraTWBHUI BIUIMB Ha SIKICTh arcHTIB,
3HIKYIOTh 1X OOCIYrOBYBaHHS 1 MPOIYKTHUBHICTh, @ TaKOX 30UIbIIYIOTH BUTPATH Ha PO3POOKY.
JlonaTKOBUM YCKJIaJHEHHSM € JTUHAMIUHUI XapakTep CepeloBUINA, B SIKOMY IOBUHEH IpalloBaTH
areHT, OCKUIbKU CTaH CEpeOBHILA MOKE 3HAYHO 3MIHUTHUCS B IIPOLIEC] MPUUHSTTS pillIeHHsS. AT€HT
MOBMHEH aJIaliTYBaTHCA A0 TaKUX 3MiH B HAUKOPOTILI TEPMiHH.

Kpim Toro, 1ocuth Cki1agHO po3poOUTH Mporpamy, sika Oyia O miaHoM Jid s areHTy. Tomy
10 3a3BHYail icHye 6arato crocoOiB JOCATHEHHS L€l METH, 1 BaM MOTPIOHO 3HANWTH HaWKpaIiui
MoxuMBUH T1aH. [lomryk pimieHHs 3aiiMae 6araTo 4acy, TOMY IO II€ O3HA4Ya€ MOBHUM IOIIYK.
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OueBuaHO, 1O II€ HE pALIOHAJIBHO, TOMY PO3POOISIOTHCS CKIAJHI EBPUCTHUKH, SKI MOXYTb
3MEHIIUTH 00JIaCTh MOILIYKY 0 PO3YMHOTO PO3MIpY.

AHaJi3 HayKOBHUX J0CTIIKeHb Ta MOCTAHOBKA 3ajadvi. AHami3 marepiamiB 3 mpodiieMu
kepyBaHHs 3a gornomoroto I mokasye, mo cTBopeHHs €PEeKTUBHOI CUCTEMH YIPaBIIiHHS BUMAarae
BUKOPHUCTaHHA SIKICHO HOBHX MIAXOXIB 0 00poOku iH(opmarlii, SKi MOBUHHI IPYHTYBAaTUCS Ha
BHSIBJICHH1 OCOOJMBOCTEH i Yy MUHYJIOMY Ta iX aganTallii Ha OCHOBI1 1€papXi4HOTO MpPEeICTaBICHHS
aii [5, 6]. Haif0inpln nepcrieKTUBHUM HANpsSMOM CTBOPEHHS TAaKMX CHUCTEM € BHUKOPUCTaHHS
Cy4aCHHUX HEMPOHHHUX MEPEK IS Kitacudikarrii mperneaeHTiB Ta GopMyBaHHS HOBHX JIil HAa IX OCHOBI.

Po3rnsHyBIIM MiAXO0AH 10 KEpYBaHHI TEXHIYHUMH 00’ €KTaMU MOKHA 3pOOMTH BUCHOBOK, 110
OUTHIIICTh 3 HUX CHJIBLHO (opMajizoBaHi 1 CHUPAIOTHCA IPH 1IbOMY Ha (GOpMalbHY OOpOOKY
npeauKaTiB. BoHM MpakTUYHO He IHTETPOBaHi 3 peaJIbHUM CEPEIOBHIIEM, 3 SIKUM CTHKA€ETHCS areHT.

TexHiuHi WTY4YHI HEHPOHHI MEPEXKi: OCHOBHMH 1 HE3MIHHUU 3acid poOOTH 3 TaKoI
iH(opMalieto, Xoua 6 TOMY, 110 BOHH, X04a i J0CI Ty)Ke CHPOIICHI, aje aHaJIoriyHi "eleMeHTapHIi
OoCHOBI" MO3KOBOI misutbHOCTI. HakomwdeHHs, 30epiraHHs Ta 00poOka iH(opMallii 300pakeHHs
MOXYTh OyTH peaii3oBaHi 3a JIOMIOMOTOI0 HEHPOHHHX MEpEeXk, sAKi 0a3yloTbcs Ha (OpMaTbHUX
HEHPOHHUX Mepexkax 3 TPAAUIIIHOI MOPOrOBOIO JIOTIYHOIO OOYMCIIOBaIbHOI 0a3or0. OnHak
TpaIulliiiHi Bepcii HEHPOHHUX MEPeXK, TaKi sIK OaraTomapoBi NepcenTpoHu, Mepexi Xomndinma ado
Koxonena, Hee(heKTUBHI pu poOOTI 31 CKIIATHUMU THHAMIYHIUMH 300payKEHHSIMH 3 HCBU3HAUCHICTIO,
10 0COOJIMBO aKTyaJbHO JUISl CHCTEM YIIpaBIiHHS podoTtamu [7, §].

3ropTkoBa (KOHBOJIOIIHHA) HEHWpPOHHA Mepexa CKIAIaeTbcs 3 JIOKAIbHUX MEpex, SKi
MOJICITIOIOTh OKpEeMi JUISHKA PELUENTHBHOTO TOJS, B SKUX BUKOHYETHCS OJHAKOBA IMPOIEAypa
MOCIITOBHOTO y3arajabHEHHS BIAMOBITHUX KOMIIOHEHTIB BUX1IHOTO 300pakeHHs [9].

Tomy MeTor0 pobOTH € po3podKa MiaXOoAy IO IHTEICKTYaJbHOTO YIPABIIHHA TEXHIYHHUMHU
00’exTamH, KU 0a3yeTbcs Ha IHTErpallii CEHCOPHUX AaHUX Ta iX 00poOIli CydacCHUMH HEHPOHHUMU
MeEpeKaMHU.

OcHoBHa yacTHHA. MU pO3IiIsAa€MO YIPaBIiHHS CKIaJHUMH TEXHIYHUMH 00'€KTaMU 3 TOUKU
30py MapagurMy areHTHO-OPiIEHTOBAHOTO MOJICTIOBAHHS ITYYHOTO iHTEIEKTY.

KitouoBe BiAMIHHICTh MiK areHTHO-OPIEHTOBAHUM MiAXOJOM MOJIATAE B TOMY, IO areHTH €
cy0'exTaMu B Mpolieci MOJETIOBAHHSA 1 MalOTh Oa)kKaHHS, METY 1 3/1aTHICTh BUKOHYBATH Aii, B TOI yac
K 00'€KTHO-OpPIEHTOBaHMH MiJXiJ mependauae, 110 MporpamMa BUKOHYE ormepalii 3 00'€KTHUMHU
o0'eKkTamu.

bararoareHTHI CHUCTEMH peaJbHOr0 4Yacy - €(eKTUBHHUI IHCTPYMEHT JUIsI MOJIENIOBAHHS
CKJIQJTHUX TPOIIECIB, B IKUX 3a/lisTHA BEJIMKA KUTbKICTh AKTUBHUX aBTOHOMHUX OJMHUIIb. L1 mporiecu
BKJIFOYAIOTh MiChKI TPAHCIIOPTHI MMOTOKH, JIOTICTUYHI CUCTEMH, COLIaJIbHI ABUIIA 1 emijiemii. Metoau
0araToareHTHOr0 MOJICIIOBAHHSI TAKOX BUKOPHUCTOBYIOTHCSI JUIsl MOIIYKY 1 OOpOOKM JaHHX B
iHpopMaliiHUX MepexaX, aBTOHOMHHUX CHUCTeMax YHpaBiliHHA. [lepCHeKTUBHUM HaMpsIMKOM
MOJAJIBIIONO PO3BUTKY MYJIbTHAT€HTHUX CHCTEM € po3poOKa Oe3NMUIOTHUX JITAJIbHUX amapariB 1
aBTOMOO1JIIB.

VY GararoareHTHHUX CHCTEMax peajJbHOr0 4Yacy areHT IMOBHMHEH palliOHAIbHO BUPINIYBaTH
MIOCTaBJICH] Mepe]l HUM 3aBJaHHsA 3 MIHIMyMOM pecypciB. BUKOpUCTaHHS BHCOKOTOYHUX METOIIB
OaraTokpuTepialibHOT ONTUMI3allli B pealIbHOMY Yaci yTpyJIHEHO, TOMY areHTH 3a3BU4ail BUPIIIYIOTh
3a7a4y anpoKCHUMAI[ifHUMH METOJIaMH 3 BUKOPHCTaHHSM MPOOJIeMHO-0pieHTOBaHNX eBpucTHK [10].

[IpoGnemu po3poOKU areHTy - 1€ aIrOPUTMHU, K BUKOPUCTOBYIOTh 0arato pecypcis, BUCOKa
CKJIQJIHICTh Ta Y3roJLKeHICTh Mojienei. i ¢akTopu TOCUTh HETaTUBHO BIUTMBAIOTH HA SKICTh areHTIB,
3HIDKYIOTh 1X YTPUMaHHS Ta NPOJAYKTUBHICTb, 30LIBIIYIOTH BapTiCTh po3poOku. JlomaTkoBUM
YCKJIQJIHEHHSIM € IMHAMIYHUI XapaKkTep CepeOBUIIA, B IKOMY areHT MOBUHEH JIIITH, OCKUIBKH CTaH
HAaBKOJIMIIIHBOTO CEPEOBUINA MOXKE 3HAYHO 3MIHIOBATUCS IMiJ Yac NPUNHATTS pillleHb. ATEHT
MOBMHEH NMPUCTOCYBATHUCS JI0 TAKUX 3MiH Y HAUKOPOTIL TEPMiHH.

Ha puc. 1 300paxkeHa (yHKI[iOHATbHA CXeMa areHTa-po0oTa 31 MITyYHHM iHTenekToM [11].
Horo ocHOBHUIT Ta 000B’A3KOBHiT KOMIIOHEHT - HASIBHICTH PO3BUHEHO] 11aM’ATi, OCHOBA PO3YMHHX
niii poOoTa Ta piBEeHb HOTO 1HTEJEKTY. OJOK MaM'aATi TOB'S3aHUNA 3 1HIIMMHU CHUCTEMaMH, IO
00pobAI0TH 1H(OpPMALiIOo, 1 BiH BKIIOYaE 0a3y 3HaHb IPO 30BHILIHE CEPEJOBUINE y BUTIIAII HOTro
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Mozeni Ta 6a3y TaHuX PO IIe CePEIOBUIIE, CaMOro poboTa Ta omnepailii, Ski BOHa MOKE€ BUKOHYBATH.
Kpim Toro, nmesxi HecmemiaiizoBaHi onepaTHBHI 0a3W 3HAaHb Ta JIaHi, MOB’s3aHl 3 IEHTPAIBHOIO
nam’ ITTI0, MOXKYTh 3HaXOJUTHUCS B OKPEMHUX pOOOTOCUCTEMAX.

OuiHka
cuTyauii
O6pobka —> ’ MnaHyBaHHSA
CEHCOPHOI , Mam’'aTb «— noBegiHku
IHGoopmaLii ¢
CeHcopHi BukoHaBui
cucTemm ChLTEMY
30BHiLLHE
cepeposuLLe

Pucynok 1 - @yHkuiliHa cxema IHTeJIeKTyaJIbHOI0 areHTa-poboTa

ba3a 3HaHb 30BHINIHBOTO CEPEJOBUIIA MICTUTh alpiOpHY 1H(POPMAaLlit0, BBEACHY 0 MOYATKY
po60TH, Ta ONIepaTUBHY CEHCOPHY 1H(GOPMAIIi0, OTPUMAaHy B MPOIIECT CIPUIHATTS HABKOIUIITHHOTO
cepeloBUINa, KOJIM poOOT BUKOHYE Pi3HI Jlii, @ TAKOXK y IPOIleci CBOIX 0COOIMBHX Mi3HABATIBHUX 1N
BUBUMTH Lie cepenoBuiie. Cama iHdopmalliss MICTUTh ONHUC NEOMETPUYHUX Ta IHIIMX (PIZUUHHUX
XapaKTepUCTUK 00 €KTIB HAaBKOJMIIHBOIO CEpeloBHINA Ta IX B3aeMoO3B’s3KiB. Llel omuc Mmae
1EpapXiuHy CTPYKTYpPY VY BHUIVIAJl PIBHIB IIOCHIJIOBHOIO Yy3arajJbHEHHS BHXIAHOI 1H(OpMaIli.
Hanpuxknan, onvc po0ouoi 30HM MaHiMmyasTopa MiCTUTh HaOl1p IUIOIIKMH I1i€l 001acTi Ta i yacTHH, sKi
BIJIPI3HAIOTHCSL MAaciITaboOM 1 TOYHICTIO, Ta CTYNEHEM Yy3arajJbHEHHS IE€PBUHHOI CEHCOPHOI
iHpopmanii (BUIUIEHHS KOHTYpIB, O0’€KTiB, MOBEPXOHb, TPyl O0O0’€KTIB, BU3HAUEHHS PI3HUX
BJIACTMBOCTEH Ta (PI3UKO -XIMIYHUX BJIACTUBOCTEHN X 00’ €KTIB TOIIO).

JlogaBaHHs 710 IUX IJIaHIB Yacy SIK MapaMeTpy, J1ae 300paKeHHs 30BHILIHBOTO CEpeIOBUILA B
OUHaMIIl 3 ypaxyBaHHSM B3aeMOJii HOro o0’ekTiB MDK co0Ooro Ta 3 poborom. baza 3HaHb
30BHIIIHBOTO CEPEOBHUIIA TAKOXK MICTUTH ITPaBUJIA, K1 JO3BOJISIOTH MOJEIIIOBATH MOXKJIMBI 3MiHH B
IbOMY CEpPEIOBHIIII.

Beci iHmi 6J0KM CXeMHU MalOTh JIESKY 1€papXidHy CTPYKTYpY, PiBHI SIKOi 3'€ZJHaHI MK COOOIO
BEPTUKAIBHO 3HU3Y Bropy y HamlpsMKy y3arajibHeHHs iH(opmaiii. Y cBOIO uepry, Ie oKa3aHo Ha
OJ10K-cXeMi 3'€IHaHHs B 3araJiLHOMY OaraTOKaHAJIbHOMY BHIIQJKY Y BUIVIAJI 3'€JHAHb MK THUMH XK
PIBHAMH IO TOPU3OHTAJIL.

brnok omnpaitoBaHHs ceHCOpHOI iHPOpMAaLii OTpUMye BiJ OJIOKY mam'siTi €KCTPANOJIALI0 3MiH
CTaHy HAaBKOJIMIIHHOTO CEPEIOBUINA 1 Mepeaae oMy BUIPABIEHHS 1IbOIO CTaHY Ha PiBHI MPSMOTO
CEHCOPHOT0 300pa’keHHs HABKOJIMIITHHOT'O CEPEIOBHILA.

brox omiHkM cTaHy Ta OJOK IJIaHYBaHHS IMOBEIIHKU 3YUTYIOTH 3 OJOKY Mam’siTi MOTOYHY
MOJIeJIb CEpEeIOBUIIA Ta MEepeAaroTh il BIAMOBITHO CBOIO OLIHKY 3a TMEBHUMH KPHUTEPIsIMH Ta
CUHTE30BaHMI TUIaH YIPABIIHHSI PyXOoM poOOTa 3rigHO 13 3aBAaHHSIMHU. 3aBJIaHHSI MOJYIIO OIIIHKA
cUTyalii TaKOoXX BKJIIOYAE IIBUJAKE KOPUT'YBAaHHS LiJiel Ta mpioputeTiB ynpaiiHHas. Lle naiiBummit
pIBEHB B i€papxii KepyBaHHS poOOTaMHU.
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3aranom, iHTepdericHuit 0710k Moke OyTH JBOCTOPOHHBO MOB'I3aHUH 3 yciMa epepaxoBaHUMU
¢dbyHKIIOHATEHUMH OTMHUIISIMU. OKpiM omiepaTopa -0 IuHH, BiH 3a0e31edye CIIKyBaHHS 3 1HIITUMH
KOMaHaMH, SIKi MPAIIOI0Th Pa30M, BKIIFOYAIOUH 1HIITY poOOTYy.

VY Mipy BJOCKOHAJICHHS] CUCTEM YMPABIIHHSA POOOTOTEXHIYHUMHU areHTaMU TEePeTiK oneparii,
B SIKUX JOMIHYIOTh pOOOTH, MOCTIHHO PO3MIMPIOEThCsA. OHAK HABIThH Y Cy4acHiil MPOMHUCIOBOCTI BCEe
11e ICHY€ 3HaYHa KiJIbKICTh TEXHOJOTIYHUX OIepalliid, sIKi He TTOBHICTIO aBTOMaTH30BaHi. OCOOIMBO
[I€ CTOCYETHhCS HENPOMHCIOBHX DPOOOTIB, TakWX SIK eKCTpeMaibHa poboroTexHika. Kpim Toro,
MPOTPECYI0Ye YCKIIAJIHCHHsSI TEXHIYHUX CHUCTEM Ta (YHKIIH, sIKI BOHH BHKOHYIOTh, O€3MEepepBHO
3aroCTPIOE IO CUTYAIlll0, TOMY JIFOJUHA TPOJOBXKYBAaTHUME 3JIUIIATUCS HEOOXITHOIO CKIIaJJOBOIO
POOOTU30BAHMX CHUCTEM, TOJOBHUM YMHOM BHINMM PIiBHEM YIpPaBiliHHA. Ii 3aBJAaHHS - KepyBaTH
OTepalisMu, sIKI HEMOXXJIUBO aBTOMATHU3yBaTH, 1 HaBUYUTH pOOOTIB BHKOHYBATH IIi omepauii 3
MOCTYIIOBUM IIEPEXO0/IOM JI0 aBTOMATUYHOTO pexumy [12].

B minomy npo6iema cTBOpeHHS "MITyYHOTO 1HTENIEKTY" BUXOAUTH 32 MEXKi POOOTOTEXHIKH 5K
rio6anpHOi MpoOJIeMH, MOKHA CKa3aTH, PO3BUTKY JIOACHKOI muBimizamii. Toil ¢axT, 1mo BoHa
HalrocTpime 3iTKHy1acs 3 pPOOOTOTEXHIKOIO, MOSCHIOETHCS CaMOIO ICTOPi€I0 Ta CYTHICTIO
POOOTOTEXHIKH, JJIs1 SIKOT JIF0IMHA OyJia €TaJIOHOM 3 CaMOTO ITOYaTKY.

PoGor Mae paBocTOpoHHIO iH(OPMALIMHY Ta CHEPreTUYHY B3AEMOJII0 13 30BHINIHIM
cepeioBUINEM. | B I[bOMYy CEHCI BOHA NIOBMHHA OyTH CXOXKOI Ha JKUBHUX ICTOT i, OTXKE, 37aTHA JI0
CaMOHaBUYaHHS Ta BIOCKOHAJICHHS 0OCOOUCTOCTI.

B 3aranpHOMY OmKC 3aBIaHHS IUIAaHYBaHHS MOJIATA€ B TOMY, 10 AKTUBHHI €JIEMEHT (arcHT)
BUKOHYE ITOCIIOBHICTB JIif B IEIKOMY CEPEIIOBHILI 1 MparHe JOCATTH MOCTABICHOT METH.

VY KOXEH MPOMIKOK 4Yacy CepellOBHUIIE 3HAXOAATHCS B JACIKOMY CTaHi, PH 1IbOMY il areHra
MOKYTb 3MIHIOIOTH CTaH CEPEIOBHINA.

3aBnaHHs IUIAaHYBaHHs - 3HAWTH TOCIIJIOBHICTH [iH, SIKi JO3BOJISIFOTH arcHTY IEPEBECTH
CHCTEMY 3 TOYaTKOBOTO CTaHY B 331aHUH IIJIbOBHIA CTaH.

VY 3aranbHOMY BHUINAJKY LiJdb MOXKE CKJIAJATUCS 3 KUIBKOX CTaHiB, JOCSTHEHHs OYyIb-sIKOTO 3
HUX O3HAYa€ JIOCATHEHHS METH. TaKoXX MOJIHMBO, IO JKOJIEH 3 IUX CTAaHIB € HEJOCTYITHUM.
dopmManbHO B 3a/1a4i IUIAHYBaHHA JA€ThCS CUCTEMa areHT-cepenosue [12]:

M=(Q,A,qoIm) 1)

ne Q - MHOXXHMHA CIIOCTEPE)KYBaHUX CTaHIB;

A — MHO>KMHA MOXKJIMBHX JIiM;

(o — MOYaTKOBUH CTaH;

| - mouaTkoB1 yMOBU;

G - MHOXXHHA IIJIbOBUX CTAHIB;

I'v: QXA =>Q ¢yHKuis nepexomy, SKka BHU3HAYAE Ui KOXXHOrOo craHy eQ 1 miia
€ A HactynHwmii ctan  '=I'm (¢, ).

[ToTpiOHO 3HAWTH IJIaH, SKUH € BIOPAAKOBAHOK MHOXMHOW it P = { a1, .., an}, gkwuii €
CYTIEPIIO3HIII€I0 byHKIiI nepexony I'm (Im (... I'm (I m(Qo,ar)az) vy @n-1),an) 1
Hasexuth G mpu (o € I

BignosigHo 10 ¢opmynu 1 mporec kepyBaHHS poOOTOM BUIUIAJA€ Tak. ICHYIOTh MOYAaTKOBI
yMOBH (oe/ A 1HIIiami3amii mnpouecy kepyBaHHsS. fIkmio Opatu A0 yBaru mpolec yHpaBiiHHS
POOGOTOM-areHToM, TO 1€ MOXKe OyTH, HaIIPHUKIIAL, po3psi OaTapei podota abo TeXHIYHUH 31p poboTa
pHy HEOE3MEYHOMY IIBUKOMY MEPEMIILIEHH] BEIUKOro 00'eKTa B HAalIpsIMKY poOoTa.

[TouaTkoBI yMOBHM BH3Ha4alOTh MeTy omepauii poGora geG. Y mepimomy BHIAJIKy MeTa
BU3HAYAETHCS SK OTPUMaHHS 3apsjay aKkyMmyisaTopa. Y IpyromMy BHIIQIKy METOI0 MOXe OyTh
nepemiinieHHs: poboTa Ha Oe3neyHy BiJCTaHb BiJl 00’€KTa 3arpo3u (3MEHILEHHS pOo3MipiB 00’ €KTa B
oJTi 30py poOoTa).

3anexHO BiJi MOYATKOBOTO CTaHy Ta LIl KepyBaHHS HEOOXiTHO 3HAMTH CYNEpHO3HLIi0
GbyHKIiH mepexoay Mixk ctanaMmu [ ) (BopsiikoBana MHOKuHA diki P = { ay,...,an }), 1Ka IpU3BOIUTH
poboTa B KiHIIEBUI CTaH.
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ToOTo areHT NOBUHEH BU3HAUUTH IIOYATKOBUM cTaH. Y pasi 3apsiny OaTapei BHYTpIllIHI CEHCOpH
HEOOXI1/IHI JJI1 BU3HAYCHHS CTYMEHS po3psaay Oarapei, B OCTAHHROMY BHITQJIKy 30BHIIIHI - JUIS
Oprasizariii TeXHI9HOTO 30py.

Jlam HeoOXiJIHO BU3HAYUTH 1 Ki1acu(ikyBaTH JaTYMKHM IHIUKATOPiB. B oprani3Mi Jr0auHU 1€
3MIACHIOETBCS 32 JIONIOMOTOI0 HEHPOHHHMX MEpEX, SK 13 30BHIIIHBOTO CEPEeJOBHINA, TaK 1 3
IHIUKATOPIB BHYTPIIIHHOTO CTaHY POOOTa-areHry.

BukopucToByroUM amanTUBHUN MiAXiA, JUIA 1AeHTHQIKaIii MOYaTKOBOTO CTaHy JOLLUIBHO
BHKOPHCTOBYBATH IITY4YHI HEHpOHHI Mepexi. Ha choromHimHii aeHb po3poOJeHO Oarato THUIIIB
HellponHnx Mepexx. Ham morpiOno BHOpatu cepen HUX Iyxke CXO0xi Ha 0OpoOKy iHdopmartii
JIIOJICBKUM MO3KOM, 1 3 IX yCHiImHOw peasizaifiero B 00gacTi 00poOku 300pakenb. [ boro mMu
BUOMPAEMO 3TOPTKOBI HEHPOHHI MEpPEeXi, SKI ChOTOJHI JOCUTH YCIIIIHO BUKOPUCTOBYIOTH Google,
Facebook, Pinterest Ta 6araro iHmmux [6].

Ha Buxoxai HEHpOHHOI Mepexi OTPUMYEMO KJac IOYAaTKOBHX YMOB, 32 SIKHMH MOXKHA
chopMyITIOBaTH METY 1 BUBECTU MOPSAIOK poOOTH poboTa.

Tyr HeoOXimHO pOOWTH JOTIYHI BHCHOBKM 1 IUlaHyBath mii. TyT TakoX MOTPiOHO
BUKOPUCTOBYBATH aHAJIOTIIO 3 PO3YMHUMHU 010JIOTTYHUMH CUCTEMaMHU.

CyuacHi HEHpOHHI MepeXi YacTO BUPIIMIYIOTh CTAaHJAPTHI 3aBIaHHs KiIacu(ikallii, aine MeToan
IUIaHYBaHHS il BiIOKpemuieH1 BiJ mpobieMu kinacudikaiii i € BucokopopManizoBaHUMHU. Tomy
aKTyaJIbHUM 3aBJIaHHSM € po3poOKa MiIXOAy /10 iHTerpalii mICUCTEMH IUIAHYBAHHSA 3 ICHYIOUUMH
HEHPOHHUMU MepeKaMH.

SIKImo po3rISIHYTH Aii 1HTENEKTyalbHOTO pOOOTa-areHTy B HeOe3NeuHid CHTyalii, KOJH
BEIMKHH 00’€KT IIBUJIKO PYXAaeTbCs Ha HbOTO, TO HEHpOHHAa Mepexka B IeEplly uepry mMae OyTu
HAJIAIITOBaHA Ha 1ACHTHQIKAIiI0 BEIUKUX 00’€KTiB. POOOT MOBMHEH PO3BEpHYTHCS 1 SKOMOTa
IIBU/LIE BIAIMTH BiA JpKepena HeOe3MeKH, aje MpH I[bOMY HEOOXiAHO BpaxyBaTH HHU3bKUU 3apsl
Oarapei podoTa. [HIII MapaMeTpu MEHII BaXJIUBI 1 MOXKYTh OyTH 00poOJIeH] Ti3HIIIIE.

ITpu po3pobui aganTUBHOrO MiAXOAY MH OyJeMO BHKOPHUCTOBYBATH aHAJIOTIl B JiSUIBHOCTI
JIOACBKOTO MO3KY. JlisUThHICTH JIFOJICBKOTO MO3KY IIe JAJIEKO HE PO3KpUTa, ayie JEsKi MOMEHTHU
3arajibHO BiJIOMI 1 B)kK€ BUKOPUCTOBYIOTHCSI B CYYaCHUX CUCTEMaX LITYYHOTO 1HTENEKTY.

Mu ¢popMyr0€MO OCHOBHI MPUHIUMIIHN aIallTUBHOTO MiIXOLy 1O YIPaBIiHHS areHTaMu:

1. Heiiponna mepeka 3JiiicHIOE mMpuiloM Ta kiacugikanio iHGopMarii SK BiJ 30BHILIHIX
JaTYMKIB, TaK 1 B1l BHYTPILIHIX CEHCOPIB areHTy, o0 11eHTH(}IKyBaTH IOYATKOBI YMOBH [Iii areHTy,
METy Jii Ta BU3HAUUTH HA OCHOBI METH IOCIIiIOBHICTH JIiii, III0 BUKOHYE areHT.

2. HeiljponHa wmepexxa Moke OOpOOJIATH JaHl Bl PI3HUX THUIMIB JaTYUKIB (ONTUYHUX,
aKyCTHYHUX TOIIO).

3. Icnye nepenik eaeMeHTapHUX JIii, [0 MOXXE BUKOHYBATH arcHT.

4. i nii MOXYTh BUKOHYBATUCSI OKpeMO a00 00'eiHyBaTHUCS B MOCIHIJOBHOCTI Jilf HA OCHOBI
TOCSITHEHHS] METH.

5. HeiipoHHa MepeXka 34MTye XapaKTePUCTUKU MOCITIJIOBHOCTI Jifl uepe3 peuenTtopu s
oprasizaiii 3B0pOTHOTO 3B’SI3KY Ta 11eHTH(IKaLlli TOTOYHOTO CTaHy.

6. KoMmmoHeHTH IITYy4HOI HEMpPOHHOI Mepexi MOXYTh KIAacH(iKyBaTH pi3HI MOKa3HUKU
00’€KTIB HABKOJHUIITHBOTO CEPEIOBUINA 3 PI3HOW MBHAKICTIO. Hampukiman, Bu Moxere
KJacu(ikyBaTH po3Mip 1 MIBUIKICTh 00’ €KTa IMIBUALIE, HI’)K BKa3yBaTH, IKUH 00’ €KT 3HAXOIUTHCS B
lepapxii, TOCTYMOBO JETANI3YI0UYH 00pOOJICH] TOKA3HHUKH.

7. TlouyaTkoBi yMOBM 1 MeTa MarOTh CTYIiHb B@XKJIMBOCTI, SKa MOXE 3MIHIOBAaTHCS 1
0e3rmocepeTHhO BIUTUBATH HA TMOPSIOK Jiil.

Ha puc. 2 HaBeieHO 3arajbHy CXeMa areHTy, SKU{ Mpaloe 3TiAHO 3alpOINOHOBAHOTO
aIaTHBHOTO METOJTY 3 BpaXyBaHHSM NPUHIIHITIB aIallTUBHOTO TiAXOTY.
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Pucynok 2 — Cxema oprasizariii IHT€JIEKTyaJIbHOTO YIIPABIIIHHS [P aJalTUBHOMY M1AX 01

DYHKITIOHYBAaHHS areHTa CKJIaJa€ThCsl 3 TTOCIIIIOBHOCTI €IeMEHTapHUX JiH a1, 8z, 83, ..., an, 10
MOXYTh OYTH BHKOpPHCTaHI areHToM. Bci enemMeHTapHi Jii B 3arajJbHOMY BHIIAQJKy MalOTh MEBHUN
CKIHYEHMI Hablp BXIJHUX NapaMeTpiB UId HEOOX1HOTO HaJallITyBaHHS ii (YHKIIOHYBaHHS
X1,X2,..,Xm. [IpuKIagamMu eixeMeHTapHUX Jiii poboTa € pyxu poOoTa BIEpes, Ha3aJ Ta MOBOPOTH, a
napaMeTpamMy MOXXYTh BUCTYIAaTH MIBUAKICTb, TPUBAIICTh PYXY Ta iH.

IIpu mpoekTyBaHHI poOOTa BUIAUISAIOTHCS CTAaHAAPTHI MOCTIAOBHOCTI Ail, MO (OPMYIOTh
6107110TeKy 1 BIAMOBIIalOTh MEBHUM PE(IEKTOPHUM PEAKI[ISIM JIFOJIMHU Ha Pi3HI BXIAHI YMOBH JUIS
nocsrHeHHS MeTH. CTaHIapTHI MOCTIIOBHOCTI JIii CIIPalbOBYIOTh IPH aKTHBI3allli IEBHOTO HAOOPY
03HAaK Ha BUX1THOMY IIapi MEPExi.
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[TocninoBHICTH 1iii areHTy MoXke OyTH OmKcaHa OpiEHTOBaHMM Ipad)OM Ha OCHOBI JIAHITIOTA
MapkoBa, ae ctanu rpady BiAMOBIIAIOTh €IEMEHTAPHUM JisiM, a peOpa BiAMOBIIAIOTH Ba3i 3B'I3KY
Mik HEUMU [13]. 3HaKK MOYAaTKOBOI YMOBH (] TIOB’sI3aHi 3 MEPIIOK BEPUIMHOK, 3 KO OYNHAETHCS
MOCTITOBHICTh Ai. O3HaKM METH ( TOB’s3aHi 3 OCTAHHBOIO BEPIIMHOKO MOCIIIOBHOCTI Aii. Komm
Bara 3BSI3KYy MDK BEpUIMHAMHU JOPIBHIOE OJUHMIN, TOJI MEpexifi MK BEpUIMHAMU CTPOTO
Bu3HaueHui. Konm BiH BIAMIHHUN BiJl OJIMHHIN, TEPEXiJ y 3arajbHOMY BHUIAJKYy HE € CTPOTO
00yMOBIICHUM.

VYcminHe JOCITHEHHS] METH TaK UM 1HAKIIE BITUBAE Ha Bary pedep. ToOTo 301ibIIye Bary BCix
pebep Ha NUISIXY MPU YCHIITHOMY JTOCSITHEHHI METH 1 HaBITaKH.

Ha puc. 3 naBeneno rpad mociiIOBHOCTI A1l Ha OCHOBI JiaHItora MapkoBa, SIKUM MOXHa
npeacTaBUTH 0e3yMOBHUI peduiekc.

X=X Xops oo X} Ke={Xa1: Xz X}
1

X1={X111X12" "’X1m}

x6={x61 ’X62’ e !XGm}

Pucynoxk 3 - I'pad, sikuii Moaentoe 6e3yMOBHUM pedieke MOCTiI0BHOCTI /il areHTy

To6T0 3 pHCYHKY YiTKO BUJIHO, 1110 I JI€SAKIN MOYAaTKOBIH YMOBI BUKOHYETHCS IMOCIIIJOBHICTh
Jii a1,82,a3,a6,88, MOKa3aHa Ha rpadi.

Ha puc. 4 HaBeneHo rpad mociiIOBHOCTI JiH, Sika MOKe€ BIIMOBIJaTH YMOBHOMY pediexcy
areHty. ToOTo 3 BeplIMHU MOXe OyTH KiJIbKa CLIEHapiiB, Baru KUIbKOX pedep 3 BEpUIMHHU B CyMi
MOBUHHI JIopiBHIOBaTH ofuHHMII [12]. 3a 3aMOBUyBaHHSM BHOMPAETHCS HACTYITHA €IEMEHTapHA Jis,
sIKa HaJIXOUTh 3 BEPIIMHU 3 HalOLIbIIO0 Baroko.

X3={X31 !X321 G 1X3m}
0

X2={X217X22!""X2m} O 8

X9={X91 !X92’ e 1X9m}
gB X8={X81 !X821 " 1X8m}

Pucynox 4 - I'pad, sikuii Moienroe yMOBHUH pedIieKc moCiJOBHOCTI /i areHTy

Y upomMy BHUMNAAKy MPH PO3BUTKY MO, SKAa PO3MOYMHAETHCS 3 MOYATKOBOI YMOBH (1,
BUKOHY€TbCS IIOCIIIJIOBHICTD A1l 81,82,83,36,88, SIKA 3aKIHYY€ETHCS JOCSITHEHHSAM METH (2.
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Aze B IIbOMYy BHIAJKy areHT MOXe IpOaHali3yBaTH MOTOYHHUM CTaH CEHCOpiB i BUOpaTH
nepexija mo pedpax 3 MEHIIIOI Barolo, SIKIIO pedpa 3 OUIBIIO Baror He MPUBOIATH JI0 TOCITHEHHS
L.

[Inanyroun TOCHITOBHICTh i, HEOOXIMHO JO3BOJIMTH areHTy BHUKOPHUCTOBYBATH SIK
€JIEMEHTApHI [Iii, TaK 1 IeSKY MOCTI0OBHICTh ITUX JIiH.

[Inanu nid, mpeacTaBieH! MONEPEIHBOIO MOJEIUTIO, MOBHHHI OyTH aIanToBaHi J0 HOBOI
CHUTYaIi.

BukopucTaHHs aanTHBHOTO METO/Ty TOJISITA€ B MiJAMIHI METH Ta IMOYATKOBUX YMOB 0OpaHOTO
MPELEACHTY HOBOIO 3aJauei0 1 MOYaTKOBMMH YMOBaMH 1 3a0e3leueHi BUKOHAHHS IUIAHY MiCIs
migaMiad. J{esKi KpOKH MOYaTKOBOIO IUIAHY MOXKYTh BHUSIBUTHCS HEMOTPIOHMMH, TaK SK 3MIHHIACS
MeTa, TOCSTHEHHS K01 BOHH MParHyJiy.

BucnoBku. Ilpu po3poOui Mozaeni MOBEAIHKM areHTy JOLUIBHO PO3MIUPHUTH CTaHIAPTHI
pillleHHS, BUKOPHCTABIIM €JIEMEHTH Ol0JIOTIYHOTO MiJXOAY B INTYYHOMY iHTENEKTi. sl IIbOro
areHTChKa JIISUIBHICTh 3IHCHIOETHCS Yepe3 B3aEMOJIII0 Kiaacu(ikalliiHOlI Ta BUKOHABYOI cTOpiH. B
SKOCT1 KJIacH(iKaI[iifHOT YaCTHHN BUKOPUCTOBYIOTHCS CY4acHI THIH IITYYHUX HEUPOHHUX MEPEX,
3rOPTKOBUX Yy HAIIOMY BUMAJKY. 32 BUKOHABUY YAaCTHHY BiJMOBIAaI0Th MOJIEINI Ha OCHOBI JIAHIIIOT1B
Mapkosa.

ITyyHa HelipoHHA Mepeska OTpUMYE Ta Kiacudikye iHPOPMAILIO BiJl PI3HUX THITIB 30BHIIIHIX
CEHCOpIB 1 BHYTPIIIHIX PEIENITOPIB areHTy, o0 iqeHTH(iKyBaTH OYATKOBI YMOBH [l areHTY, METY
111 Ta BU3HAYUTHU HA X OCHOBI MOCTIAOBHICTD JIiHi, IKi BUKOHYE areHT.

Hltyyna HelpoHHAa Mepexka CKIAJAaeThCsi 3 0araTboX mapajelbHUX KOMIIOHEHTIB, SKi
TeHEePYIOTh KI1acu(iKaTOpH 3 pi3HUM CTYIEHEM JeTalli3allii Ta MBUAKOCTI 00pOOKH /IS BUSHAUCHHS
[IOYaTKOBUX YMOB pOOOTH.

IcHye GaraTto OCHOBHUX [il, sIKi MOXe BHKOHYBAaTH areHT. OCHOBHI [ii MOYKHa BUKOHYBAaTH
OKpeMo ab0 KOMOIHYBaTH B TIOCIIIOBHOCTI B 3JIEKHOCTI BiJl YCIIIITHOCTI TTOCTABJICHOI METH.
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PhD Muliar L.V., PhD Orlenko V.l., Ostrovskiy I.1., Riaba L.O.
ADAPTIVE METHOD OF CONTROLLING AUTOMATED TECHNICAL SYSTEMS

The article proposes an approach to the process of managing technical objects based on the
integration of sensor data processing.

Intelligent control methods have found application in various tasks, in particular in robotics. In
systems that work in real time, the robot agent must rationally solve the tasks that are set before him with
minimal resource costs. In real time, the use of high-precision multicriteria optimization methods is
difficult, so agents often solve the problem by approximate methods using problem-oriented heuristics.
Analysis of materials on the problem of management shows that the creation of an effective management
system requires the use of qualitatively new approaches to information processing, which should be based
on finding features of action in the past, their adaptation based on hierarchical representation. The most
promising direction in the creation of such systems is the use of modern neural networks for the
classification of precedents and the formation of new actions based on the precedent approach. When
developing a model of agent behavior, it is proposed to expand the standard solutions, using elements of the
biological approach in artificial intelligence. To do this, agency activities are carried out through the
interaction of the classification and executive parties. As a classification part modern types of the artificial
neural networks convoluted in our case are used. Models based on Markov chains are responsible for the
executive part.

An artificial neural network receives and classifies information from different types of external
sensors and internal receptors of the agent to identify the initial conditions of the agent, the purpose of the
action and determine on their basis the sequence of actions performed by the agent. The use of the adaptive
method is to replace the purpose and initial conditions of the selected precedent with a new task and initial
conditions and ensure the implementation of the plan after the replacement. Some of the steps in the original
plan may not be necessary, as the goal they have sought has changed. The main actions can be performed
separately or combined in sequence depending on the success of the goal.

Keywords: control inteligente, multi-agent system, informacion sensorial.

113



YK 004.771 Ipouuxk B.O. (KHYBA)
1.7.H., ipod. Xaanounin F0.1. (KHYFBA)

K.T.H., 1o1. Bumnsikos B.M. (KHYBA)

k.T.H., 1o11. Kacim H.X. (KHYBA)

DOI: https://doi.org/10.17721/2519-481X/2021/73-12

METOAHU BUPIINEHHSA ITPOBJIEMHU ITPUMYCY B EJIEKTPOHHUX CUCTEMAX
I'OJIOCYBAHHA

Y cyuacnux ymosax cmpimxozo pozeumky ingpopmauiiinux mexnonoziit ma 36in1vuienua Kiipbkocmi
Kopucmyeauie 2n06anvhoi mepexci Inmepuem, 6npoeaciceHnsn eneKmpoHHO! 0emoKpamii € 0OHuUm 3
KJ1I0408UX 3A60aHb 015 3a0e3ne4eHHs COUIANbHO20 MA eKOHOMIYHO20 PO36UmMKY cychinbcmea. OOnum 3
iHCmpymenmie eneKmponHoi OemoKkpamii € enekmponne 2onocyeannsa. Enexmpoune zonocysanms
3’Aa6unoca AK 3amina naneposomy, OCKinbKU maKkuii U0 2010CY8AHHA MOice Oymu eKOHOMIUHO UZIOHUM,
npozopum i Heynepeoscenum. Ipome 00ceio uKopucmanHus eneKmpoHHO20 20J10CY6AHHA Yy HU3YI KPAaiH 3a
OCMAaHHI mpu O0ecAmMUNIMmsa ceioUums NpPo me, Ui0 6RPOBAOHCEHHA MAKUX CUCHEM 0Y10 He HA0mo
ycniwHum uepe3 Hedo0JliKu Oe3neku ma KoHioeHyilinocmi, AKi cnocmepizaniuca RPOMAZOM MpuUeaLozo
yacy. O0Hierw 3 HAUOINbUWIUX NPOOIEM CUCHEM 20]10CYBAHHA € 3A2P03A RPUMYCY, AKUIL IMYULYE 6UOOPUIE
3MIHUMU CEOE 60/1€8UABICHHA A00 63a2ai YMPUMAMUCA 8i0 20710Cy8anHs npomu ix eoni. I, xoua na
CbOZOOHIWHIIL OeHb Yy 0azamboxX CUCHEMAX eN1eKMPOHHO20 20710CY6AHHA GHPOBAOIHCEHO (YHKUIOHA
3axucmy 6i0 NPUMycy, HACAIOKAMU Ub0O20 CHAIOMb GUKOPUCHAHHA CKAAOHUX AN2OPUMMIE NIOPAXYHKY,
00mAdCeHHA Kopucmyeayie HeoOXiOHicmio 30epizamu mamepian Kpunmozpagiunozo kKiwoua ma
nepexnacanHs 6i0noeioaIbHOCMI HA HUX 66€0CHHA 6 OMAHY c80ix npumyuiyeauis. Ilpuuunoro yvozo € me,
W0 6 YM06ax eNeKmMPOHHO20 Z2010CY6AHHA BANCKO KOHMPOJIIO6AMU, YU HPUMYULYIOMb GUOOPUA
2onocyseamu npomu U020 6oni. Tomy cmeopeHHA e1eKMPOHHOI cucmemu 2010CY6AHHA, AKA MO021a O
3abe3neuumu CmMiluKicms 00 npuMycy, npo3opicms ma HAOIHUI 3AXUCH, € CRPABCHCHIM GUKTUKOM 011
bazamwvox naykosuie ma insicenepie. Hepes ue 0yno 3anpononoeano 0eKiibka memooie, AKi CHPAMOGAHI
Ha eupiwenna wyiei npoonemu. OOHaAK 0Oinbuwicmv i3 3aNPONOHOEAHUX MeMOOi6 3ATUWIAIOMBCA 6
OCHO8HOMY meopemuyHumu. Memoto oanoi cmammi € aHaniz Yux mMemooié GuUpPiUIeHHA NpPodIEMU
RpUMYCY, @ MAKOIC 6U3HAYUEHHS PIGHA CHITIKOCII 00 RPUMYCY, AKUIL 6OHU 3a0e3neyyioms.

Kntouosi cnosa: enexkmponna OemoKkpamis, el1eKmMpPOHHE 2010CYBAHHA, MAEMHE e/1eKMPOHHE
2onocysanna y mepedxci Inmepuem, cmiiikicmos 00 npuMycy 6 cucmemax eaeKmpoHHO20 20710CY8AHHA,
008ipa 2pomaosan 00 cucmem en1eKmpoHHO20 20710CYBAHHA.

Beryn. TonmocyBaHHS Tpae BaXJIMBY pOjib B MHOOYIOBI JEMOKPATUYHOTO CYCIIJIbCTBA.
EnexTpoHHe rojocyBaHHS - 1€ HOBa KOHIIEMIIisl OHJIaH-BUOOpIB, 3aCHOBaHAa Ha KpuOTorpadii.
Cuctema miaATpUMYye MOBHO(YHKIIOHAJIbHE OHJIAWH-TOJIOCYBAaHHS Ha OyJb-sIKUX HPUCTPOSX, a
pe3ysibTaTH ONMMUTYBaHHS OYyAyThb PO3PaxOBYBAaTHCS AaBTOMAaTHMYHO 1 aHOHIMHO. Y MOPIBHSHHI 3
TPaJUIIHHUM TOJIOCYBaHHSM, €JIEKTPOHHE TOJOCYBaHHS - Li¢ OUIbIl €KOHOMIYHA, Mpo3opima i
HeyIepe KeHa CUCTEMA.

OnHi€l0 3 OCHOBHHMX BHMMOT JE€MOKPAaTHUYHMX BHOOpIB € Te, 110 BHOOpelb MOBUHEH MaTu
MOXIMBICTh BUIPHO BHCJIOBIIIOBAaTH CBOi CIIPaBXKHI ymoaoOaHHsA, TOOTO 0e3 mpumycy. MoskHa
BUJIUTUTH TaKi OCHOBHI BUMOTH JI0 TOJIOCYBAHHS:

* KoHineHuiitHiCTh rapanTye, 10 HIXTO HE MOXeE JII3HATUCS, SIK TOJIOCYBaB BUOOpEIb.

* be3npumycoBicTh rapanTye, 0 BUOOPELh MATUME MOKIIMBICTD TOJIOCYBATH, BiJOOpaxaroun
CBOI CHpaBKH1 ynoJ00aHHs, HaBITh SKIIO BIH 3HAXOAUTHCA M1l HAJIAIOM MPUMYIyBada MPOTIroM
nepiofy rojsocyBaHHs. Takok O€3MPUMYCOBICTh O3HAUYAE [0 MPUMYIIYBad HE 3MOXKE MPUMYCUTH
BHOOPIIS YTPUMYBATHCS BiJ BUOOPIB a00 BIIJaTH HEBAIIIHUN TOJOC, a TAKOX BIJIATH BaJITHUA
roJIoc, SIKIIO BiH OTPUMAE TOCTYI 0 OOMKOBUI nanux Bubopus [1].

* BincytHicTb Bi1oOpa)keHHs pe3y/ibTaTy rojJ0oCyBaHHs (KBUTAHIII) TapaHTYe, 110 3JJI0BMUCHUK
HE 3MOXe OTPUMATH J0Ka3iB Pe3yibTaTy rojocy, 0 pOOUTh MPUMYC IO CYTi Hee(hEeKTUBHUM.

114



MeToau BupilmeHHst npodjeMu npumycy. bararo akropiB MOXXyTh MaTH BIUIMB Ha 3arpo3y
MPUMYCY: THI BUOOpIB, BJIACTHBOCTI MPOTOKOJY TOJIOCYBAHHS, XapaKTEPUCTUKU CHCTEMH Ta
CEepeIOBHIIA TOJIOCYBaHHS, 0013HAHICTH BUOOPIIIB, MOXKIIMBOCT] HAITaTHUKA TOIIO.

Sk mpaBuII0, IPOTOKOJIM FOJIOCYBAHHS, CIPSIMOBaHI Ha IEBHY (pOpMY OIOpy NpUMYCY, TOBUHHI1
HTH HAa KOMITPOMIC MiX pi3HUMH LUTSIMH. HrbK4e orrcaHo eski POTOKOJIM TOJI0OCYBaHHS, CTIHKI 710
MIPUMYCY, iX MepeBaru Ta HeJAOMIKY, 3pDYYHICTh BUKOPUCTAHHS Ta 3aCTOCYBaHHS Ha MPAKTHIII.

Metoa ¢anbmmBux o06iaikoBux gaHux. IIporokonmm JCJ Ta Civitas. [louatkom
JOCTIPKEHHS MTPO0JIeMU MPUMYCY B CHUCTEMax E€JIEKTPOHHOrO rojiocyBaHHS MO)kHa BBaxkatu 2002
pik Bunmyckom crarti A. [Dxymsa, Jl. Karanano ta M. SIkoGccona [2]. B wiii crarTi BOoHM Aaiu
BHU3HAUEHHS ONOPY MPUMYCY Ta 3alPOIIOHYBAJIU MEpILe PIIICHHS, sIKe HOT0 3aJJ0BOJIBHSIIO Ta Mi3HIIIE
crano Binome sk mpotokon JCJ. Ile pimenns nependadae BUKOPUCTAHHS (aJIbIIMBUX OOJTIKOBHX
JaHUX, SIKI BUOOPII MOXYTh BHUKOPUCTOBYBAaTH I MPUMYCOM, aje IMPUMYIIyBad HE 3MOXeE
BiJIPI3HUTH BiJ CIIPaBXKHIX.

Y 2008 poui mporokoin JCJ Oy nokpamenuit M. Knapkconom, C. Honrom ta E. Maitepcom
IIUITXOM BBEJICHHS PO3IO/IIJICHOT ICIEHTPAII30BaHOT MOJIEI1 TOBIPH 1 IMOTIMIIIEHHS MPOTYKTUBHOCTI.
[Tokpamenuit mpotokoa otpumas Ha3By Civitas [3].

‘ OB4ucniosaqy ronocia NiksiaysaHHA XMBHWX ronocis

KoHTDONbOBANE 3miwyeaHHA ronocie

NOBTOPHE WHAIPYBaHHA F'03uumpo::§:TpeathaT|B

BubGopua ypHa

PeecTparop O64ucnioead ronocie

BnﬁopuaypHa L 7m1/cmqm. ) _
L_OTpUMaHHA ronocio—e Howka peaynsTarie

Butiopya ypHa W OB4MCNIoBAY Fonocie

OTpUMaHHA NOBHOBAMEHb

lMonocysawHA

Butiopeub
Bubopua ypHa

7

OGuucniosay ronocie

Pucynok 1 — Apxitekrypa nportokoiny Civitas

Hi oauH 3 mmMx ABOX MPOTOKOJIIB HE BU3HAYAE, SIK caMe€ BUOOPIIO CIiJ] 0OpaTHu BiAMOBIIHI
o6umikoBi naHi. C. Heiimann 1 M. Bonkamep Bif3Haunnu y cBoiit ctarti 2012 poky [4], mo 11 ais €
HETPUBIAJILHOIO Ta MOKE IIPU3BECTH JI0 MPOOJEM K y BUKOPUCTaHHI, Tak 1 y Oe3meli, K10 BOHA
Oyne peanizoBaHa Henbano. Bonu 3ampomnonyBanu peamizamito Civitas Ha OCHOBI CMapT-KapT 1
3unTyBauiB 3 PIN-komamu. BuOip Mik ¢anbliMBUMU Ta CIPaBXKHIMU OOJIIKOBUMM JaHUMH Oyne
3JIIHCHEHO LIUIIXOM BBEICHHS B 3UMTYBay CIIPaBXHbOro abo miapodieHoro PIN-koxy.

1o cyri, npono3unis Heiimanna Ta Boikamepa iHKancyroe BCl BaXKJIMBI oIepallii Ha CTOpOH1
BUOOPLIB Yy crieniajgbHe 00JaJHaHHs, SKOMY MOTPiOHO AOBipATH. X04a B MPUHLMII TaKUM MMiJIXix
MO3K€ 3pOOUTH 00pOOKYy OOMIKOBUX AaHUX OUIbII O€3MEeYHOI0, BiH HACIPaB/Al HE HAOIMKae HAC 10
NPaKTUYHOI peanizauii. B mpuHummIi, cydacHi cMapT-KapTH MarOTh JOCTaTHIO MPOIYKTHUBHICTD,
HEOOX1IHY It peanizariii Takux ¢yHkiiid. OJHAaK MPOIYKTUBHICTh - HE €IMHE BY3bKE MICIE B
NpaKTUYHOMY 3acTocyBaHHI. IlporpamHe 3a0e3neueHHs, IO peanidye (QYHKUIOHATIbHICTH
MIPOTOKOITY, Ma€ SKOCh MOTPATTUTH HAa KAPTKH.

Takox B paMKax HpoLeIypH peecTpaliii MPOTOKOJ TAK0X 3aJ€KUTh BiJl HASBHOCTI aHOHIMHUX
KaHaJiB. SIK BapiaHT, aBTOpPH IMPOINOHYIOTh BUKOPUCTOBYBAaTH Mepexy Tor Sk aHOHIMHMM KaHal
3B’S3KY.

[le omun piznoBu mpotokoiry JCJ po3podunu P. Apayiio Ta ciiiBaBT. y cBoiii mipari [5] y 2010
p. Bonu 3anpoBaauiu kopoTii 001iKOB1 JaHi Ta pOpMaIbHO T0KA3alIH CTIMKICTh A0 MPUMYCY, X0ua
iXHIM OKa3 crMpaBcsl Ha HECTaHIApTHUN TeopeTuko-uucioBuil meton. Y 2018 pomi A. Hero Ta
CMIBAaBT. [6] MpoOBEH AOCIIPKEHHS 3pyYHOCT] BUKopucTanus uist cuctemu CIVIS, mo e peanizariero
MIPOTOKOITY, 3aIIPOITIOHOBAHOTO Apayio Ta CIiBaBT. Ta MMoka3aiu, o Ouibiie 90% ydyacHUKIB TECTY
HE pO3yMIIOTh SK TpaIfoe (QYHKLIOHAT MOAaHHSA miapoOneHux rosociB. Kpim Toro im Oys
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HE3pO3yMLTUH pe3yNbTaT, UM iX MOJaHul rojoc OyB crpaBkHIM 4u TiapodaeHuM. Lle BBOIUTH mij
CYMHIB BCIO KOHIICIIIIIF0 BUKOPUCTAHHS MiIPOOICHUX O0IKOBUX JTaHHX.

MeTtox mOBTOPHOro rojgocyBaHHsi. EcTOHCbKa cHcTeMa €1eKTPOHHOIO TOJOCYBAHHS.
[ToBTOpHE TOIOCYBAHHS - 1I€ METO/I, IKUI HaJla€ BUOOPIIO MOKIIMBICTh 3MIHUTH CBii TOJIOC y pa3i,
AKIIO MOro MpUMYCWIM MiJ 4ac nepmux crpodb. Haibinein monmyinsipHUM NPUKIAIOM CHCTEMH,
3aCHOBAHOI Ha IMOBTOPHOMY TOJOCYBaHHI, € €CTOHCbKa CHCTEMa TOJIOCYBaHHA, 1€ L€ €IUHUN
3aCTOCOBAHMH 3aXiJl MpOTH npumycy [7].

HaiiGinpia nmpoGiemMa Takoro MEeToay € Te, 10 BUOOpelb MOXKEe OYTH il IPUMYCOM JI0 KiHIIS
Mepioy roJIOCYBaHHS JJISL TOTO, MO0 0co0a, sika MPUMYIITye BHOOPIIS, 3aleBHIIIACH M0 HE OyI0
HOBTOPHOTro rojocyBanHs. 11106 yHuKHYTH 1i€i 3arpo3u, EcToHis Bupiliwia OpUIUHUTU HOJaHHS
roJIociB yepe3 IHTepHeT 3a /1Bi TOMMHH 10 3aKPUTTSI BUOOPUYUX NIJIBHUL B OCTAHHIN J€Hb MEpioay
rosocyBaHHs. OOIpyHTYBaHHS IOJIATa€ B TOMY, 11O SIKIIO BUOOpELb i IPUMYCOM, Y HbOTO LIE €
yac, mo0 moAaTh CBid ToJOC Ha Tamepi, 1 TOJOCYBaHHS Ha THamepi CKacoOBYE EJEKTPOHHE
rojocyBaHHs. OJHaK, SKIIO BUOOpEIH MPOKUBAE JANIEKO B OyAb-sKOT BUOOPUOI NiTBHUIN, BiH HE
MOXe TporojiocyBatu 0e3 mpumycy. Bcsi cucrema gie 3a yMOBH, HIO YacTKa TakuX IOMAIA €
HE3HAYHOIO.

Kpim Toro, ¢yHKIIisI HOBTOPHOTO TOJIOCYBAaHHS MOKE BIUTMHYTH Ha LUIICHICTH TOJIOCYBaHHS,
OCKUJIbKU 3JI0BMHUCHHMK MO>K€ BUKOPUCTOBYBATH HOr0 /s Nepe3anucy nornepeIHboro roJocyBaHHs.

[lepeBaroro naHOTO MIXOAY € TE€, IO MOXKIHMBICTH MOBTOPHOTO TOJIOCYBaHHs HE MOTpelye
JOJAaTKOBUX HAJalITYBaHb HAa CTOPOHI KIIIEHTA, a TAKOX IO LW IpPOIEC JETrKO 3pO3yMiTH IJis
MePeciqyHoro BUOOPIIA.

Mertoa nepeBipku npasa Ha roJioc. I'pyna nporokoais Helios. Ilepiia Bepcis mpoTokoiy
Helios Oyna onucana B po6oti b. Axinu [8] Ta opieHTOBaHA Ha CEpeIOBHINA 3 HU3HKOIO BIpOTiTHICTIO
pUMYyCy. Y XOJi Hi3HIIUX TOCIIHKEHb 0yI0 pO3pO0JICHO KiJIbKa PO3IIMPEHb, II00 MOCUIUTH HOT0
OITip MPUMYCY.

O. Kynuk, B. Tirye Ta B. ®onkamep posmupunu nporokon Helios, mo6 3abe3zneuntu
MIPHUBATHY MEPEBiIpKY MpaBa Ha 0OpaHHsI, IO 03HAYAE IO CEPEJT YCiX IMOaHUX T'OJI0CIB JI0 MiIPaxXyHKY
BKJIFOYEHI JIMILE TOJIOCH BHOOPIIB, SIKI MAlOTh IPaBO Ha rojoc, HE MOKa3ylouH, XTO iX (pakTUIHO
nonas[9]. Sk mobiYHMN NPOAYKT, BOHU AOCATAIOTH BIACYTHOCTI OTPUMAaHHS KBUTAHIII pe3ylbTaTy
TOJIOCYBaHHS B TOMY CEHCI, III0 BUOOpelb HE MOXeE JIOBECTH, K BiH I'OJOCYBaB, OCKUIbKH MOXeE
HETNOMITHO TeperosiocyBatd. OJHAK aBTOPH 3asBHIIM, IIO MPOTOKOJN CHPUHHSTIMBHHA JO aTaku
pangomizarii. Ciigyroun iHimianam aBTopis, cxema Bigoma sik KTV-Helios.

B opurinanshiit Bepcii Helios BuOOpIi MOXKyTh NpeACTaBUTH BUITAIKOBUN pPaHIOMI30BaHUI
HAMNC TOJ0CY SIK KBUTAHIIIO pe3yabTaTy ToJIOCYBaHHS i npumyinyBaua. [Ipotokon BeleniosRF
BUKOPHUCTOBYE IOBTOPHO PaHAOMI30BaHI MIM(POBaHI MiANKCH, IPUYOMY YaCTHHA paHIOMi3allil
BiIOYBa€ThCS HA CTOPOHI CEpBEPY, SIKUI puitMae royoc, 0 He JaCTh MOXJIMBOCTI BUOOPIIIO HajlaTh
Oyb SIKy KBUTAHIIIIO IIPO pe3ynbTat roiocysanHs [10].

HIupoki cycniabHO-MPaBOBI JAe0aTH MO0 KOHCTUTYLIHHOCTI MOBTOPHOI'O TOJIOCYBAaHHS
Bi10yBanucs B EcToHii, konu Tam OyIi0 3anpoBaKeHO TOJI0CyBaHHs B [HTEepHETI. 3a KiIbKa MICSIIIB
no nepmux Iatepuer Bubopis Ilpesunent Ecronii nogas 10 BepxoBHoro Cyay MON0XKeHHS MPo
rojocyBaHHss B [HTepHeTi Uig TepeBIpKM KOHCTUTYIIHHOCTI IOBTOPHOTO TI'OJIOCYBAaHHS,
CTBEP/KYIOUH, II0 MOXJIUBICTH 3MIHU TOJIOCIB B IHTepHeTi nae mepeBaru IHTepHeT-BHOOPISM Y
MOPIBHSAHHI 3 BHOOPISIMU Ha manepi. Pimenns BepxoBHOTO cyay HE MATPUMAJIO IO TOYKY 30Dy,
MPUNAIOBIIN 10 BUCHOBKY, 110 MPOCTO TEXHIYHA MOXKJIUBICTbh MOJAHHS MOBTOPHHUX T'OJIOCIB HE Ja€
BubopusM [HTepHeTy xoaHO1 nepesaru [11].

Xoua pe3ynbTaTH MOAIOHOI AMCKYCIi MOXYTb OyTH pI3HMMH, TOBTOpPHE TIOJOCYBAaHHS SK
MPOCTUH Yy peani3alii Ta BiIHOCHO €(EeKTUBHUU 3axXiJ MPOTH MPUMYCY € JAOCUTh BAXKIUBUM IS
Nepersiay IeSKUX 3aKOHOIaBYMX PUHIIMITIB.

Metoa kiabueBux mignucis. Ilporokoa Eos. C. ITaraui Ta K. [llypmann 3ampomnonyBain
MIPOTOKOJI TOJIOCYBaHHS E0S Ha OCHOBI yMOBHO IMOB’si3aHUX KilblieBUX mianuciB [12]. Bei Bubopii
YMOBHO 3B’SI3yIOThCSI MK COOOI0 B KUIBIIE IO JO3BOJISE MIAMUCYBATH iX TOJIOCH aHOHIMHO. Eos
BUKOPUCTOBYE 1Bl (pa3u mepemillyBaHHS 3 METOIO pO3ipBaTh 3B'A30K MK BHOOpLIEM 1 TOJIOCOM,
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poOuiiun Maibke HEMOXKIMBUM JUISI MPUMYIIyBaya BiJICTEKEHHS 3a TOJIOCOM dYepe3 TaOJHIIIo
pe3yJIbTaTIB.

B Eos € naBi ocHoBHI 3axomu O0opoTsOu 3 mnpumycom. Ilo-mepiie, BuOOpenb MoOXe
BHKOPHCTOBYBATH MiACBIOMY IMIKA3Ky i 4ac MiAroTOBKH 3amudpoBaHoro royiocy. Ha mpakruii
Taka TiJKa3Ka peali3yeTbcs NUIIXOM Mpea sBICHHS CIpaBXHbOro abo rmnceBao-PIN-koxy
CreliaIbHOMY arapaTHOMY MPUCTPOIO JUIS TOJIOCYBaHHS 200 MPUMYIITyBa4YeBi, SKUH KOHTPOITIOE 1IEH
MIPUCTPIH.

[To-gpyre, SKIIO aKTHBHO NPUMYIIYBAaHHH BHOOpEIh IPOrOJIOCYBaB, BUKOPUCTOBYHOUU
niticamii PIN-kon, BiH MOXe Ti3HINIE MPOrOJOCYBAaTH MOBTOPHO, MO0 OHOBHTH PE3YyJIbTaTH
rojocyBaHHs. OJgHaK B IIbOMY BHIIQJIKy ITyOJIiYHA JIOIIKA OTOJIOIICHh OyJe MICTUTH KIJbKa
3amu(pOBaHUX TOJIOCIB, BIAJIAHMX OJHUM 1 THUM K€ IICEBIOIACHTU(DIKATOPOM, KUK MOXKe OyTH
BiIOMUH TpuMylIyBaueBi. B 1boMmy BuUMagky BHOOPIIO, MOXIWBO, JOBEICThCA 30pexaru
MPUMYIITYBaYeBi, 0 BiH OyB OCTaHHIM, XTO BiJIaB CBiil roJoc.

[Iporokon poOUTH KidbKa HETpUBIANBHUX mNpunyiieHb. [lo-mepie, mod mo30ytucs Bix
NOOIYHUX KaHATIB MPH Mepefadi rojiociB, MiANMMCAHUX KUTBLIEBO, HEOOXITHO BUKOPHUCTOBYBATH
AQHOHIMHI KaHAJIM, aJI¢ Ha MPAKTHIIi 1€ JOCUTh CKJIAJTHO.

[To-mpyre, i peanizaiii onepariii Ha CTOPOHI KJIieHTa OyayTh OTPIOHI cIieliaabHi amapaTHi
TOKEHHU. Y CTaTTi MPOMOHYETHCS BUKOPUCTOBYBATH B MM poJIi amapaTHi raMaHIli, IpU3HAYCH] AJIs
30epiraHHs KIF04iB KPUITOBAIIOT.

- —

Please enter current PIN:

Pucynok 2 — AnapatHuii raMaHenp /Ui KpUunroBaitoT Trezor

MoxnuBo, Take 00JaJHAHHS MOKHA IMEpenporpamyBarty, aje MOIIMPEHHsS 00jJaaHaHHA abo
3aKpUTHX KJIIOUiB cepesl BUOOPIIIB - 3aBJJaHHS HETPUBIAJIbHE.

Ockinpku BuOip BiAOYBaTUMETHCS IUIIXOM BBEJEHHS peaibHOTo abo mncesno-PIN, mu takox
MaeMO BCi 3BMYaifHi mpobiemu yrpasiinHs 1nceBao-PIN. Skio kopucTyBau BBeJe HENpaBUIbHUN
PIN, mpuctpiii He 3MOe JaTH HiSKOT 3BOPOTHOTO 3B’A3KY, 1 CHOKIMHO BIANpPaBUTH ToJOC, SIKUN
BUOOpELb HEe 30MpaBcs BifgaBaTH (HaNpUKIA/, B ClieHapii, KOJIM BUOOPELb XOTIB BUKOPUCTOBYBATH
niceBn0-PIN, ane BunaaxoBo BUKOPUCTAB CIIPaBXkHiil).

Mertopn “napoutiB naniku”. IIporoxoa Selections. /Ix. Knapk 1 Y. Xenraptuep B 2008 poui
[13] 3ampomonyBanu ocobiuBy ¢GopMmy MmiaApoOJICHHX OOJIIKOBUX aHWX, Ha3BaHUX ‘‘TIAPOJISIMHU
naHiky”’. CyTh NaHIYHUX MAPOJIiB MOJIATAE B TOMY, 1110 KOPUCTYBa4d MOKE BUOpATH iICTUHHUI MapoJib
pa3oM 3 HaOOPOM aJIbTEPHATUBHUX, SIKI MOXKYTh OyTH BUKOPHUCTAHI JJI PUXOBAHOTO OIMOBIIICHHS
CHCTEMH TIPO Te, 110 KOPUCTYBay 3HAXOAUTHCS B HEHOPMAJIbHUX OOCTAaBHH, HAIIPUKIIAA, IPUMYC.

OcTaHHE € BaXXJIMBUM CIIEHapieM 3arpo3U B pa3i BIJAaJIEHOT0 rOJIOCYBaHHS, TOMY Ti % aBTOPU
noOyayBaiy CXeMy TOJOCYBaHHS, CTIMKY J0 MpUMYCy, mia Ha3Boro Selections Ha OCHOBI CBOET
OCHOBHOI 171€i1 [14].
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Ha >xanp, 3MycUTH 3amaM’sITOBaHi JIIOJMHOIO MMAapoJi MpamioBaTé B SIKOCTI MiApOOJIEHUX
00JIIKOBUX JTaHUX MPOOIEMATHYHO.

[To-neprie, HEOOXITHUIA CKIATHUH MPOIEC peecTpallii. 3BU4aiiHO, BiH TOBUHEH BiI0YBaTHCS B
KOHTPOJIbOBAHOMY CEpelOBUILI 0e3 IpUMyCy, aje Lie CTaHJapTHE NPUITYILEHHsS. Y KOHTPOJIbOBaHIN
peecTpaniiiHiil kKabiHi Bce 0HO MOTPIOHO KOMIT'IOTEp 3 AOCTYNOM B IHTepHeT, 1100 po3aApyKyBaTH
Oronerens Bubopis. Lle mepeadadeHo B AKOCTI KOHTP3aXoy.

€auHuil crociO, SIKUM MPUMYIIyBay MOXKE JOMOITHCS IbOTO, - OOIIyKaTH pedi BUOOPIS i
MPOWTH pa3oM 3 HUM JIO ABEPEH peecTpariiHoi KaOlHKH.

VY mporeci peectpartii panime oopasi i 3ammppoBaHi Maposii NaHiKK MOBTOPHO PAHIOMIZYIOTb.
Bubopens BuOupae olMH 3 TOBTOPHO PaHIOMI30BaHUX MU(PIB, IKUHA MYOTIKYETHCS B IEP)KABHOMY
peectpi. Y MpOTOKOII TependadaeThes, Mo BHOOpPEIh BUIAISE BUIAIKOBICTh, BUKOPUCTAHY IS
MMOBTOPHOI paHmoMmizarlii, 1 He 3anucye ii. [loOymoBa BIacTUBOCTEH O€3MEeKW HA MPUITYIICHHI, 110
Jesike 3HaueHHsI OyJe BUAAJICHO, 3aBXIU CYMHIBHO. MOXYTh iCHyBaTW MOOIYHI KaHAJIH, SKUMHU
IPUMYLIYBay 3MYCUTh BHOOpLS KOPUCTYBAaTHCh Ul 3amucy abo mepepayl 3HaueHHs. SIKIIO
npuUMyIIyBad OpaB y4acTh B CTBOPEHHI OIOJIETeHs1 BUOOPIS 1 Ma€ 10 HbOTO JOCTYII, TO TIOBTOPHO
3amuppoBaHU Mapojb MaHIKK B MyOJIYHOMY CHHCKY MOe OyTH 3iCTaBICHUN 3 3aIM(PpPOBAHUM
CJIOBOM ITaHIKU HA OroJeTeHi. TakuM YMHOM, BUITAIKOBICTh Ja€ MOXKIIUBICTh JJOBECTH JIOCTOBIPHICTh
1apoJisi, epelaHoro NpUMyITyBayeBi.

KpiMm Toro, Selections cTpaxmae BiJ THTIOBUX MPOOJIEM CHCTEM, 3aCHOBAaHUX Ha TMapoui. [nes
[14] nomnsirae B ToMy, 11100 IPONTH CKJIAAHUI ITPOLEC peecTpallii OAUH pa3, a HOTIM BUKOPUCTOBYBAaTH
OOJTIKOBI JJaHi MPOTATOM JEKITbKOX 3axoiiB. OgHak BUOOPH, K MPABHIIO, POXOAATH JIUIIE Pa3 B
KiJIbKa pOKiB, 1 6arato BUOOPIIIB, MIBHIIIE 32 BCE, 3a Iei yac 3a0ynyTh CBOI MapoJii, HE3aJIeKHO Bif
TOT0, HACKUIBKM XOPOLIMH Tapojb BUKOPUCTOBYeThCS. I1[00 BupimmTH 110 mpobiiemy, JTrOAU
3a3BUYail 3aMHUCYIOTh MapoIi, M0 301IbIIYE PU3UK IPUMYCOBOCTI.

BucHoBku. Po3poOka mpoTOKOITy €leKTPOHHOTO TOJIOCYBaHHSA, SIKMHM BiANOBigaB OM BCIM
BUMOTaM O€3MEeKH € OCUTh CKIIAJHO 3aAaueio. 3 oJHOro OOKy, XoTijmocs 0, mob mpoTokon OyB
3aXMIEHUH BiJ BCIX aTak, aje 3a 1€ JOBOAUTHLCS IUIATUTH MHIABUILIECHOI CKIAIHICTIO TEXHIYHOI
peaiizanii Ta KOPUCTYBaHHS LIUM IIPOTOKOJIOM.

VY naniii poOOTI PO3IIISANAIOTHCS BJIACTUBOCTI CTIMKOCTI O MPUMYCY PI3HUX MNPOTOKOIIB
rojiocyBaHHs. B xoni nocmikeHHs: OyJi0 OMUCAaHO ATk METOAIB BUPILIEHHS Npo0IeMu MpUMycy B
€JIEKTPOHHOMY TOJIOCYBaHHI, J€SKlI 3 SIKUX (HAmpUKIIAJ MOXKJIUBICTH IOBTOPHOTO TOJIOCYBAHHS)
JIOCTAaTHRO MPOCTI B peamizaiii. ¥ TOH ke yac, BUMOTH IIOAO OpraHi3ailii aHOHIMHHUX KaHalliB YU
CTBOpPEHHS CIIEL1ali30BaHOr0 OOJIaHAHHS JIETKO 3alucaTd Ha Mmamepi, aje JOCUTh CKJIAJHO
peaizyBary.

MeTton 3 BUKOpUCTaHHSAM (DajbIIMBUX OONIKOBUX JAHUX - OJUH 3 HaWCTapillUX METO/IB
JOCSITHEHHS JIOBEJICHUX BJIACTUBOCTEH CTIMKOCTI 1O NpUMYyCy, aje AedKl JOCHIUKEeHHS, SK,
Hanpukiaj, craTtTs A. Hero ta criBBaBT. [6], MOKa3yl0Th, 110 IS OLIBIIOCTI KOPUCTYBAviB JTaHUMN
METOJ BUKJIMKA€E TPYAHOILI Y PO3YMiHHI SIK MPaBHJIBHO KOPUCTYBATUCH IUMH OOJIIKOBUMH JTaHUMH.
Ie craBuTh MiJI CyMHIB BCIO 1J1€10 BUKOPUCTAHHS MiApoOieHnX 00iKOBUX aHUX. B oMy, Opakye
JOCHIJIKeHb 3pYYHOCTI BUKOPUCTAHHS, sIKI OynM O MPUCBAYEHI acHeKTaM CTIHKOCTI MPOTOKOJIB
TOJIOCYBaHHS JI0 IPHMYCY.
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Protsyk V.O., D.Sci. Tech. Khlaponin Y.I., PhD Vyshniakov V.M., PhD Qasim N.H.
COERCION RESISTANCE METHODS IN ELECTRONIC VOTING SYSTEMS

In today's condition of rapidly evolving information technologies and increasing number of users of
the Internet, building e-democracy is one of the key tasks to ensure the social and economic progress of
society. One of the tools of e-democracy is electronic voting. Electronic voting has emerged as a replacement
for paper voting, as this type of voting can be cost-effective, transparent and objective. However, the
experience of using electronic voting in several countries over the past three decades shows that the
implementation of such systems has not been very successful due to long-standing security and privacy
shortcomings. One of the biggest problems with voting systems is the threat of coercion, that can force voters
to change their will or abstain from voting against their will. And although many e-voting systems today
have coercion protection, the consequences are the use of heavyweight counting algorithms, burdening
users with the need to store cryptographic key material, and shifting responsibility to mislead their
enforcers. The reason for this is that in the conditions of electronic voting it is difficult to control whether
the voter is forced to vote against his will. Therefore, the creation of an electronic voting system, which
could provide coercion resistance, transparency and reliable protection, is a real challenge for many
scientists and engineers. Therefore, several methods have been proposed to solve this problem. However,
most of the proposed methods remain largely theoretical. The purpose of this article is to analyze these
methods of solving the problem of coercion, as well as to determine the level of resistance to coercion that
they provide.

Keywords: e-democracy, e-voting, secret e-voting on the Internet, coercion resistance in e-voting
systems, citizens’ trust in e-voting systems.
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OCHOBHI NIIXOJIH IOJI0 BUBOPY IIOKA3HUKIB SIKOCTI IIPH i
NPOEKTYBAHHI KOHLUENTYAJBHOI BA3U JAHUX JJISI ABTOMATHU30BAHOI
THOOPMAIIMHOI CUCTEMHU OPTAHY BIMCHKOBOI'O YIIPABJIIHHS

Aemomamu3zosani inpopmayiiini cucmemu opzamy 6ilicbK08020 YNPAGIiHHA, W0 OPICHMOBAHI HA
KOHKpemHi npozpamu, He 8ionoGioaroms 6UMO2AM CROICUBAUIB, OCKLIbKU NPOUeC 00POOKU MACUBI6 OAHUX
Humu € Heoockonanuii. Ili o6cmasunu 0dymoseuu HeodOXiOHiCMb PO3POOKU Oa3u OAHUX, 3ACMOCYEAHHA
AKOI cnpuano ix inmencugHomy euxopucmannio. baza Oanux nakonuuwye 6 ceoemy cepedosuuyi
inpopmauiro, HeoOXIOHYy Ona ananizy 00CMAHO6KU MA NPOEEOCHHA ONEPAMUEHO-MAKMUYHUX
po3spaxynukis. Ilpouec ii npoexmyeanna ma cmeopents € 6azamoemannum ma mpyooMicmKum, i 6Ka0UAe
00poOKy, inmezpauyito, nepemeopeHHs mepumopiantbHo i PYHKUIOHATbHO PO3NOOLIEHUX OAHUX 3 PAXYHOK
3a/1yueHHa 8UCOKOKeanigikosanux gaxieyis é piznux oonacmax (aHanimuxie, npozpamicmis, ogiyepie-
kopucmyeauig). Ileii npoyec 6iOpi3HAEMbCA GUCOKUM CHIYHEHEM CKIAOHOCHI, WO 00YMOGIEHO
HeoOXiOHicmIo 6paxyeanna eenuxoi Kiibkocmi napamempis, AKi XapaKmepuzywms CKaao i cmpyKmypy
0azu oanux, a maxkoic ymoeu it ekcnayamauii.

Axicmb i mepminu cmeopenns 6a3 0anux 6a2amo ¢ YoMy UIHAUAIOMbCA Memodamu i 3acodamu,
W0 3aCmMOCOo8YIOMbCA 0718 RPOEKMYBAHHA, A IX XAPAKMEPUCMUKU ICIOMHO 3a71eXcamb 8i0 NpuilHAmol
apximexkmypu ingopmauiiinoi cucmemu, 3acodie MoOeal08aAHHA npeomemHoi obnacmi i ymoe
¢ynuxyionysanna asmomamu3oeanoi inghopmauiiinoi cucmemu opzamy ilicbKo6020 ynpasiiHHA.

Y pooomi pozenanymi ocnoemni nioxo0u w4000 6udOpPY NOKA3ZHUKIE AKOCHMI NPU NPOEKMYBAHHI
CIMpPYKmypu 6a3 0aGHUX 015 A6MOMAMU308AHOT IHPOPMAUITIHOT cucmemMu Op2any BiliCbKOB020 YRPAGIIHHA,
ocodnugicme AKUX 6A3YEMbCA HA PO3POOYI EOUHO20 THMEZPOBAHO20 NIOX00Y 00 RPOEKMYBAHHA, AKUI HA
emani KOHUEnmMyaaibHO20 NPOEKMYBAHHA He 0yoe 3anexcamu 6i0 cneyudiku KOHKpemHoi cucmemu
ynpaeninua 6azoro oanux (CYBJ/]) i 6 moii jce uac Oyoe ¢hopmanvHo 0XOnAI0EAMU 68€Cb WUKI
npoexmyeanna. Taxoxc, 00 uucna HeOOCMAMHBLO 00CNIONHCEHUX 00 MENEPiUHLO20 Hacy npoodnaem,
giOHOCUMbCA NPOOIEMa, NOG’A3aNHaA 3 PO30IXICHICIIO 00MedHceHb YIICHOCMI 30aMHUX RIOMPUMYBAMUCA
CYB/l 6e3 3anyuenna npouyedyp o0a3z oanux. Toomo, eunuxae 3a60aHHA OMPUMAHHA HOPMATbHUX
Kpumepiie, AKi 00360/1AMb Uie HA NOUAMKOBUX €MANAX HPOEKMYGAHHA 0aA3 OAHUX GU3HAUUMU — YU
niompumyemosca oana cucmema oomedxncens yinicnocmi sacooamu CYB/]. Kpim mozo, ompumanna maxux
Kpumepiig, makodc 00360 1Umy GUPILIUMU 8AXCIUGY 3a0ayy J102IUH020 NPOEKMYBARHA 6a3 0aHUX — NOOiN
cneyugpikosanux ¢ KOHUenmyaavHii mMooei 0omedrcenv YiicHocmi Ha 061 RIOMHONCUHU: HIOMHOICUHY
oomesrrcens yinicnocmi, aka noguicmio niompumyemoca CYB/I, i niomuosrcuny oomesrcens yinicnocmi, 01
RIOMPUMKU AKOT HEOOXIOHO BUKOPUCMAHHA RPOUEOYP 0a3 OaHUX.

Kniouosi cnoea. konyenmyanvha cmpykmypa, 6aza OAHUX, AGMOMAMU306aAHA IHGopmauiiina
cucmema, CYB/l, nokaznuku epekmuenocmi, opzau GilicbK06020 ynpasiinHs.

Beryn. /locBia BUKOpHUCTaHHS OOYMCITIOBATILHOI TEXHIKH B 001acTi 00pOOKH JaHUX BKA3Ye, 110
B aBTOMAaTH30BaHUX 1HQOpMAIIIHUX cUCTeMaX  BIMCHKOBOrO  MpU3HA4YeHHS  (QYHKISA
00YHCITIOBAJIEHOI CUCTEMH TOJIATA€E B MOIIYKY 1 HAKOMUYEHH1 1H(opMarlii, ToJi K 1HTEIeKTyalbHi
3aB/aHHsA (IPUHHATTS PIILIEHHS) B OCHOBHOMY BUPIIIYIOThCS JII0uHO0. [HpopMaliiiHi cucteMu, 110
OpIEHTOBaHI Ha KOHKPETHI MPOrpaMH, HE BiJINOBIJAIOTh BUMOTaM CIIOKMBauiB, OCKIJIBKU IPOLEC
00poOKH MacuBIB JaHUX HUMU € HefocKoHanui. L{i o6cTaBuHM 00yMOBUIN HEOOXITHICTH PO3POOKHU
teopii 6a3 nanux (b/1), 3acTocyBaHHS SKOi CIPHUSUIIO TX IHTEHCUBHOMY BUKOpUCTaHHIO [ 1-5].

SxicTh 1 Tepminu cTBOpeHHs BJ] Oarato B uoMy BM3HA4alOThCS METOAAaMH 1 3aco0aMu 1110
3aCTOCOBYIOTBCSl ISl TPOEKTYBaHHSA, XapaKTEPUCTUK, SKI ICTOTHO 3ajekaTh BiA MPUAHATOI
apxiTekTypu 1H(MOpMAIIHHOT CHCTEeMH, 3acO0iB MOJCIIOBAHHA TMPEAMETHOI 00yacTi 1 yMOB
(GyHKIIIOHYBaHHS aBTOMATHU30BaHOI iH(popMaliiHoi cucTeMu oprany BilicbkoBoro ynpasiiHas (AIC
OBY) [6-11].
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IHocTanoBka npodaemu. Kinnesoro metoro crBoperts b1 anst AIC OBY € cBoeuacHe 1 moBHe
3a/10BOJICHHS 1HGOpMAIITHUX TOTped MmocaaoBux 0cid oprany BiicbkoBoro yrpasiinasa (OBY). Lei
MPOIIEC BiIPI3HAETHCS BUCOKHM CTYIIEHEM CKJIQIHOCTI, 10 00YMOBJIEHO HEOOX1IHICTIO BpaxyBaHHS
BEJIMKOI KUJIBKOCTI MapaMeTpiB, sIKI XapaKTepU3YIOTh CKian 1 cTpykTypy bJl, a Ttakoxx ymoBu ii
excruryaranii. L{ro MeTy MO)XHa yMOBHO PO3JUINTH Ha JB1 CKJIQJ0BI (1Ba OJI0KH):

3a0e3neynTy mojaHHsA iH(opmMallii MmocagoBUM o0cob0aM 3 MaKCHMaJIbHOK IIBHAKICTIO
(tpiwe — Min );

3a0€3MeYUTH MOBHOTY 1 TOCTOBIpHICTh iH(MopMaltii st BupoOseHHs pitieHHS ( Viug = Viueoox ).

brok I: Moxe OyTH IOCATHYTMH MaKCHMalbHOK mpoayktuBHicTio BJ] (cyo6umok 1.1),
MiHIMaJIBHOT HAIMIPHICTIO JTaHUX (cy00J10K 1.2), MiHIMAJIBHOT HaMIPHICTIO 3B's13KIB (cy0010K 1.3) 1
MaKCHMaJIbHOIO MPOCTOTOIO MPEICTABICHHS TaHUX KOpUCTYBadam (cyoook 1.4).

brok 2: nocsraeTbesi mpaBUIBHUM BUOOPOM 00'€KTIB 1 IIPOIIECiB, BIIOMOCTI MPO SIKi HEOOX1THi
nocagoBuM ocobam OBY mns npuitHaTTs pimenb (cy00i0k 2.1), BiICYTHICTIO CIIOTBOPEHB
iH(dopMarii, siKi MOXKYTh BHHMKaTH B B/l mpu HeogHOYaCHOMY OHOBJICHHI JAaHUX, 1 HasBHICTIO
3ac00iB KOHTPOJTIO 3anucy iHpopmallii (cyoook 2.2).

AHaJii3 ocTaHHIX AociIKeHb Ta NyOaikanii. TeopeTHuHi OCHOBU MPOEKTYBaHHS 0a3 JaHUX
y cBoix mparsix posrisinam B. Kapryma, b. [langenko, C. Jliro, C.3nonik, I'.I"aitna, J[.Maiiep, T.
Konnomni, K. berr, Y. Bonbdenraren, JI. Ky3in, B. Capkicsn. [Ipobnemu npoektyBanHs 6a3 1aHuX
nocnipkyBamm €. 3inaep, JI. Kaninigenko, [Ix. Maprin, B. Memninar, [.[ukpuitsuic, ®@. JIoxoBcki.
[IpoGnemam npoekTyBaHHs i onpairoBanHs 0a3 ganux npucesueri podotu I'. ubko, T. Hlenakinoi,
M. Aped’eBoi, A. 3murposuua, €. Mopo3osa, I'. PeBynkosa, 0. Pamcrkoro, H. Ca3zonosoi, O.
TkaueBa, B. ®peiimana. @opmyBaHHs NPOEKTYBAJbHUX yMiHb MaWOYTHIX 1H)KEHEpPiB-TIEAaroriB
nociipkyBamu B. Komenesa, B. becnianbko.

Bukiiag ocHOBHOro MaTepiany Joc/ifxKeHHsl. 32 CTYIIEHEM JOCATHEHHS 3a3HAYCHHX I[iIel
MO>KHa POOUTH BUCHOBOK CTOCOBHO €(peKTHBHOCTI 0a3M JaHUX, 110 CTBOPIOETHCS. BUxo1519u 3 1IbOTO
BHU3HAUMMO OCHOBHI Yi1608i NOKA3HUKU, BIATIOBITHO JI0 SKUX JOUITBHO 3/11HCHIOBATH MPOCKTYBAHHS
BJI OBY, a Takox po3risHEMO X B3a€EMO3B'SI30K 3 KOHKpemHUMU NOKasHukamu egpekmusrnocmi b1,
SK1 MOXKYTb OyTH BUKOPHCTaH1 Ha €Tarli JOr1YHOrO MPOEKTYBaHHS.

Haomipuicmo i 0ocmosipricms 0anux 1ICTOTHO BIUIMBAIOTh Ha €eKTUBHICTh b/ Ta BiACYTHICTH
CIIOTBOPEHD B Hill B XO/Ii IIpoliecy 300py JaHUX 0OCTaHOBKH, TOMY IO caMe Ha IIbOMY €Tarll IIUKITY
YIOPaBIiHHSA BUTPAYA€ETHCS Yac Ha JOJATKOBI omeparii 3 KOPeKIii AaHUX, SIK1 1yOJrol0Thes, Ta Ha
MepeBipKy BIAMOBIAHOCTI 3HAYEHb JAHUX J0 33JaHOI MHOKHHH TOMMYCTUMHUX 3HaueHb. HaaMipHiCTh
MOe OyTH JIBOX THUIIB: )yHKYyioHanbHa (TyOntOBaHHS TaHUX) 1 onepayitina (1yOrOBaHHS 3aB’3KIB
MDX JaHUMH). Byap-sSkuil THI HaAMIPHOCTI MPU3BOIUTH 0 HEOOXITHOCTI 3aCTOCYBAaHHS Omepariii
KOHTPOJIIO 32 IaHUMH, 1110 3aIUCYIOThCS (KOPEKTYIOThCS) B XO1 IaHOTO PiBHS OHOBJICHHS.

L{i1b0BUI TOKA3HUK MAKCUMANbHOI NIOMPUMKU obMedcens yinichocmi [5] 0e3nocepeIHbo
MOB'I3aHUH 3 BJIACTUBICTIO JOCTOBIPHOCTI 1H(pOpMaIllii, B 0a3i 1aHUX, Ta ONEPATUBHOCTI ii KOPEKIIi.
MaxkcumanbHit apToMatuuHii migTpuMili CYBJ] oOMexeHb HiTiCHOCTI BIANOBiIae MakCUMallbHA
JIOCTOBIPHICTh JTaHUX B 1H(OpMaliiiHii cucTemi, MiC/is BUKOHAHHS ONeEpaliii OHOBJIEHHS JaHUX,
TOMY IO MPHU [ILOMY B 3HAUHINA Mipi OOMEKY€EThCS MOXKIIMBICTh BHECEHHSI TTIOMUIIOK TIEPCOHAIOM
ACY.

Sx mokazaHo B [7], 3AATHICTb agmomamuuHoi NiOMpUMKU YiliCHOCMI € OCHOBHOIO
BractuBicTio BJI. Ile BracTuBICTE MOKHA IHTEPIIPETYBATH SIK KOPEKTHE 1 afleKBaTHE B11OOpakKeHHS
B b/l indopmarii npo onepaTUBHY 0OCTaHOBKY, IO I[IKaBUTh nocanoBux ocid6 OBY. Ilopymenns
ABTOMATUYHOI MIJATPUMKH IUTICHOCTI MPU3BOAWTH 0 MOXJIMBOCTI BHHHKHEHHS B 0a3l JaHUX
cynepeuwnuBoi iHpopmamii. Y 3B’A3Ky 3 MHM, Yy SIKOCTI OCHOBHOTO IIUJTLOBOTO TIOKa3HUKA
npoektyBaHHs b/, y3romkeHoro 13 3aranpHuM kputepiem cuntesy eauHoi CYBJl OBY, nominbHo
PO3TISAIATH MAKCUMANLHY RIOMPUMKY 0OMENHCEHb YILICHOCHI.

Boanouac, ans aBTOMaTu30BaHUX 1H(OPMALIMHUX CHUCTEM BIMCHKOBOIO MpHU3HAUEHHS,
BXJIMBE 3HAYCHHS Ma€ cepeowiu uac peakyii B/ nHa munogi 3anumu nocadosux ocio OBY. B
1HTepecax JTOCITHEHHs mepInoi ckiamoBoi (00k 1) kinmeBoi metu crBopeHHs b/l OBY, noriuna
CTPYKTypa JNaHUX MOBWHHA 3a0e3MeuyBaTH TaKWii BIUIMB HA JOCTYIN J0 AaHMX, MO0 Yac peakii
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enuHoi CYBJ] Ha 3anuti mocanoBux oci6 — OyB MiHiManbHUM. OfHAaK KpuTepiii MiHIMaIbHOTO
cepennboro yacy peakuii b/l Ha eTamax KOHIENTYaJIbHOTO 1 JIOTIYHOTO MPOEKTYBaHHS BiIirpae
JAPYTOPSIAHY POJIb, TOMY ONTHMI3allis KOHIENTYaJIbHOI CXEMH Ta JIOT14HOi cTpyKTypH b/l BinmoBigHO
70 HBOTO, MO’KE€ BECTHUCS JIUIIE B TUX MEXKaX, B SKHX 3a0e3MeuyeThCsl MaKCHUMallbHa MiATPUMKA
oOMexeHb MticHocTi 3acobamu CYB/I.

Kpim Toro, Ha epexruBHicTh b/l onocepenkoBano (uepe3 oneparopa, 1o npaiitoe 3 bJI OBY)
BIUIMBAE MPOCTOTA YSBJICHHS KOPHCTYBaya Mpo CKIaa 1 CTPYKTYpY iH(opmaiii, mo 30epiraeTscs B
BbJI. 3 ormsany Ha Toit pakT, mo 3 BJ] Oyzae mparroBaT He CUCTEMHUI mporpamict, a odinep OBY,
KU HE BOJIOJIi€ IHPOPMAITIEIO TIPO ICHYIOUY CTPYKTYPY AaHUX, 10 MOXKE 3HAUYHO 30UIBIINTH Yac Ha
dbopmymtoBanHs 3anuTy 10 B/l 1, B CBOIO Uepry, 3HU3UTU ONEPATUBHICTH POOOTH €IMHOI CUCTEMU
06a3u mganmx OBY. Tomy, B mpomeci mpoektyBaHHs bJl, O0axxaHO HaMmaraTHCh JOTPUMYBATUCh
MaKCHUMaJIbHOI MPOCTOTH Ta HAOYHOCTI CTpyKTypHu B/I.

TakuMm 4MHOM, BIATIOBIAHO /10 OCHOBHHUX Iiyiel, mis mpoektyBanHs B/l OBY moxe Oytu
3aMpornoOHOBaHA HACTYITHA CHCTEMa 3arajibHUX MOKA3HUKIB SKOCTI il KOHIENTYaJIBHOTO 1 JIOTTYHOTO
npoekTyBaHHs (puc. 1):

MaKcCUMaJbHa MiATpUMKa 0OMeXeHb HiTicHocTI 3acobamu CYB/;

MiHIMalIbHUH cepenHiit yac peakuii b/ Ha Tumosi 3anuTn nocagosux ocid6 OBY;

MaKcHUMaJbHa MPOCTOTA Ta HAOUHICTh CTPYKTYpH b/l;

MiHIMaJIbHUI 00csAr mam'sri, 3aiimanoi b/1.

Ha noriuHomy piBHI, NepeBipKy MOCSITHEHHS LT MOIIbHO MPOBECTU 3 BHUKOPUCTAHHSIM
KOHKPETHUX (pO3paxyHKOBHX) MOKa3HUKIB IOKa3aHUX Ha puc. 1.

CBoevacHe Ta BU4epiHe ingopmaiiine
3a0e3nevyeHHs1 norped OBY

/\
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miITPUMKA 00MesKeHb | | cepenHiii yac peakuii | | mpocToTa Ta HAOUHICTD | | mam'sTi, 3aiimanoi b1
HTICHOCTI Ha TUIIOBI 3aNIUTH crpykrypu BJl
KOPHUCTYBaya
Bignocne Bignocue CepeHe YuciIo Ouinka 06’ emy Kinbkicts Ouinka 00’emy
4HCII0 4HCII0 3BEPHEHD 110 HepeJaHuX JaHuX | | CTPYKTYpHHX 30BHILIHBOI
anl/IﬁyTiB 110 3B,ﬂ3KiB 111 (1) HUIBOBUX 3aIII/lCl-B MK 30BHIIIHBOIO OIII/II-{I/IIIE'B HaM,ﬂTi 1101}
Hyﬁ TIOKOTHCS llyﬁ TTIOIOTHCSL nmpu BI(IKO{-[aHH] Ta OHepflTI/lBHOIO .]'IOI'l'-[Hl‘l/I 3aﬁMa€ B I[
3anuTiB naM’ATTI0 crpykrypi B/

Pucynox 1 — JlepeBo nisield Ta cucteMa MOKa3HUKIB MpOoeKTyBaHHs bJ]
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Ha ocHOBi 3ampoIrOHOBaHUX IUTHOBHX MOKA3HWKIB, Ta BUXOISYHM 3 JOCBIY MPAaKTHYHOT
peanizamii b/l [1-4], B 3araibHiil MoJen JaHUX, B paMKax sikoi mpoekTyerbes b/l OBY, morinsHO
3aCTOCOBYBAaTH HOPMaJIbHE NPEACTABICHHS JAaHUX, PEali30BaHE 3 BUKOPHCTAHHSM pelAYiliHO20
nioxody do nipoextyBanus BJ1 [8-9].

BaxmBuM apryMeHTOM Ha KOPUCTb 3aCTOCYBAHHS PENIALIHHOTO MiAX0ay € (hakT HasBHOCTI B
peNAiiHIA Teopii MOTYXKHOTO MaTEMaTHYHOTO amapary [0 BUKOPHUCTOBYE TEOpii MHOXHH 1
JI03BOJISIE CTBOPIOBATH TMPOIEAYPH aHalli3y BIIACTUBOCTEH MJAaHHWX, yCYBaTH HAAMIpPHOCTI Ta
MMPOCKTYBATH CXEMH Ha (popMajIbHI OCHOBI.

[le omHiero mpuuuHOK BHOOPY persmiiiHoro miaxoxy mpu nodynosi b/l OBY e mpocre i
HAaOYHE BUPILICHHS MUTAHHA HEHaJMIPHOIO MPEACTABICHHSA JAaHUX IPU BUKOPUCTAHHI I[OIO
MiIXOMY.

3 iHImI0r0 OOKY, BIMOBITHO /10 BBEJCHOI BUIIE CUCTEMH ITIIOBUX MTOKAa3HUKIB (puUC.1) CHHTE3Y
B/1, kpuTepiit MaKCUMaIbHOI TIATPUMKH OOMEXEHb € OCHOBHUM. TOMy, Ha eTarli KOHIIENTyalbHOTO
MPOEKTYBAaHHS  I[IJIKOM  JIOLUJIBHO  BHpPINIYBaTH NHUTaHHS 3a0e3MeueHHs  HEeHaJIMIPHOCTI
MPEJCTaBICHHS MaHWX 3 BUKOPHCTAaHHSIM PEJSIIMHOTO MigX0ay, THM Oulblle, MO BIACTHBICTH
HEHAJMIPHOCTI € iHBapiaHTHO 10 Mojeneir CYB/I, 1o BUKOpUCTOBYBAJIKCH, ajie TIPU YMOBI, SKIIIO
JIOTi4HA CTPYKTYypa BIAIMOBIa€ OMHIM 1 Til e pensuiitHii cxemi, sky miarpumye CYB/I.

Ha Bigminy Big HeHaaMipHOTO npeacTaBieHHs naHux B bJl, yac peakuii cuctemMu Ha TUIOBI
3anmuTH mocagoBux ocid OBY icroTHo 3anmexwuts Bif BuOopy mozeni manux CYBJI, crmocoby ix
IIPEJCTAaBICHHS, MOBH, 1110 BUKOPUCTOBYETHCS /ISl MaHIMyJItOBaHHA 1 T. 1. Bius crpykrypu B/] Ha
el TMOKa3HUK, TOJIOBHUM YHHOM, NpOSBISETHCS Ha €Talli JIOTIYHOTO IPOEKTYBaHHS, KOJIU
3JIIACHIOETHCS B1IOOPaXKEHHS OTPUMAaHOI KOHLENTyallbHOT cxeMH Ha MoJenb Janux CYB/I, ockinbku
B nepcriektuBHi AIC cuctemu minTpumku npuitHsatTs pimenHs (CIIIP), B sikocTi TeXHIYHOTO
3abe3neueHHs nepeadadaeTses mupoke 3actocyBantsa [IIEOM 3’eaHaHuX 3a JOMOMOIOO JIOKAJIBHUX
Mmepex [2]. ToMy 11e OgHMM apryMEHTOM Ha KOPUCTh BUKOPHUCTAHHS PEISALIHHOTO MiAXOIY MpH
noOynosi bJI OBY e Toit dakr, mo nepeBaxkHa Ounbimicte CYB/] na IIEOM opienToBaHa Ha
BUKOPHUCTAHHS peLiiHoi Moaeni nanux [11].

Hapemri, npu 3acTtocyBaHHI pesIiMHOrO MiAXOMy, MiJ Yac NMpoeKTyBaHHs eneMeHTiB AIC
OBY, TakoX BHUKOHYETHCSI BUMOTa I10JI0 €KOHOMII 30BHIIIHBOI MaM'aATi, OCKUIBKHM B HOPMaJIbHOMY
MIPEJCTaBICHHI MOXKHA 3BECTH /10 MiHIMYMY (hparMeHTallil0 pesLiiiHol cXeMHu, a 1€ B 3HauHiil mipi
BILUTMBA€E Ha 0OCAT 30BHINIHBOI IMaM'sITi, Mo 3aiiMaeTbes B/,

[TigBosIuM MiAICYMOK PO3IJITHYTOrO BUIIE, MOXKHA 3alIPONOHYBATH HACTYIIHY MOCHIIOBHICTb
CHHTE3Y JIOT14HOI CTpyKTypu 6a3u nanux AIC OBY.

Ha erami KOHIENTyaJbHOIO MPOEKTYBAHHS HAa OCHOBI PEJALINHOIO MiXO1y, Y BU3HAYEHUX
MeXax 3a0e3medyeTbess JOCATHEHHS MAaKCHUMajdbHOI HEHAaIMIpPHOCTI MPEICTAaBICHHS JAHHUX
kopuctyBadie AIC OBY, B nux xe Mexxax MiHIMI3yeTbCsl )parMEHTapHICTh cxeMH. B pe3ynbraTi
KOHIIETITyaJIbHOTO TIPOCKTYBAaHHS CTBOPIOEThCS 0a30Ba KOHIENITyaJbHA CXeMa, II0 OTPUMYE
BIIACTHBICTh HEHAJMIPHOCTI TMpPEACTaBICHHS JaHUX. BigHOCMHM B Mii pensuidHid cxemi
MaKCHMaJIbHO MaclITa0OBaHi.

Ha erami J7oriuHoro mnpoeKkTyBaHHS ©0a30Ba KOHLENTyaJllbHA CXeMa IepeTBOPUTHCA
(Bi10Opa3uThCs) B JIOTIYHY CTPYKTYpY 0asu naHux, uio miarpumyetbess CYB]] pensuiiHoro Tumy
(maroThest Ha yBasi 6aratodaitnosi CYB/] s ITEOM Ta in.). [Ipu ibomMy KpiM iHTEprpeTarii € JuHo1
pensniifHoi cxemu Ha ¢parMeHTH (¢aiim) JOTIYHOI CTPYKTYPH, Ta TEHepallii OMHCIB CTPYKTYp
¢aitnis b/l Ha MmoBi onucy nanux CYB/I BUpinIyeTbes 3aBAaHHs ONTUMI3aLii JIOT4HOT cTpyKTYpHu BJ]
3a KpUTEpieEM MIHIMAJIbHOTO CEPEIHHOT0 YaCcy BUKOHAHHS TUIIOBHX 3aIUTIB ocaaoBux ocid OBY.

BucnoBku. HasiBHMIT po3pHB MK piBHEM PO3BUTKY METOJIMYHOTO anapaTy NpoeKkTyBaHHs bJ|
Ta Cy4aCHMMH BHUMOTaMH JI0 HbOTO, OYIKyBaHa MacoBiCTh po3poOku 1 3actocyBanHs bJ[ B OBY
O00yMOBIIIOIOTh HEOOXIJHICTh MEpEeXo]y BiJ OnTHMi3alii oKpeMmux mnpoueayp po3pooku Bl no
CTBOPEHHS KOMIUIEKCHOT METOIMKH X MTPOeKTyBaHHS. Lle 103BOMTh BIOPSAKYBATH TpaIfio (haxiBIliB
pizHoro npodinto (odinepiB-onepaTopiB, aHANITUKIB, IPOTPAMICTiB), BUKIIOYUTD TyOIIOBaHHS B 1X
po0OOTI 1 CTBOPUTH TEPEIYyMOBH ISl TMOBHOI aBTOMAaTM3allii Mporecy MpoekTyBaHHS. [Iporec
npoektyBanHs b/l AIC OBY wHocuth iTepariiinuii xapakrep. ToMy B HbOMY nepeadaueHa
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MO>KJIMBICTh MTOBEPHEHHSI HA TOIEPEHI eTany, HAKOMUYEHHs 1 MOPIBHSAHHS PE3yNbTaTiB 3 METOIO
OTPUMaHHS ONTHMAJIHOTO BapiaHTa CTPYKTYpH Oa3H.
3 ypaxyBaHHSM 3allPOIIOHOBAHOI CUCTEMH MOKA3HUKIB, 32 SIKHMU OIIHIOEThCA 0a3za JaHuX, 1

naanx AIC OBY. OcHoBYy 1ii€i TEXHOJOTII CKJIaga€ €IWHUN METOMWYHHNA TMiAXiJ TOCTiIOBHOTO
MEPETBOPEHHS BUX1IHUX JIAHUX 1 OTPUMAHMX B MPOILIECI MPOSKTYBAHHS PE3y/IbTaTiB 3 YpaxXyBaHHIM
0OMEeKeHb 1 KpUTepiiB ePeKTUBHOCTI, cieln()iyHUX JJIs1 KOKHOTO eTaly.
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PhD Fedchenko O.P., PhD Krainov V.O., PhD Zaika L.A.
BASIC APPROACHES FOR SELECTING QUALITY INDICATORS DURING CONCEPTUAL
DATABASE DESIGNING FOR AUTOMATED INFORMATION SYSTEM OF MILITARY
CONTROL BODY

Automated information systems of the military control body (AIS MCB), which are focused on
specific programs, do not meet the requirements of consumers, because the process of processing data
arrays is imperfect. These circumstances necessitated the development of its database (DB), using which
contributed to their intensive use. The database accumulates in its environment necessary information for
analysis of situation and organization operational and tactical calculations. The process of its design and
creation is multi-stage and time-consuming and requires processing, integration, the transformation of
territorially and functionally distributed data through the involvement of highly qualified specialists in
various fields (analysts, programmers, user officers). This process has a high degree of complexity, due to
the need to take into account parameters that characterize the composition and the structure of the database,
as well as conditions of its operation. The quality and timing of database creation are largely determined by
methods and tools used for design, their characteristics significantly depend on the adopted architecture of
the information system, subject area modeling tools, and operating conditions of the AIS MCB.

The authors considered the main approaches choosing quality indicators when designing the
database structure of the automated information system of the military control; this feature is based on the
development of a single integrated design approach, which at the conceptual design stage will not depend
on the specific database management system. It can also be noted that among insufficiently researched
problems so far the problem related to the discrepancy of integrity constraints that can be maintained by
the database without the involvement of database procedures is. That is, there is a task of obtaining formal
criteria that will allow at initial stages of database design to determine — whether this system of integrity
restrictions is supported by the database. In addition, obtaining such criteria will also solve an important
problem of logical database design — the division of specified in the conceptual model of integrity constraints
into two subsets: a subset of integrity constraints that are fully supported by the database, and a subset of
integrity constraints that require database procedures.

Keywords: conceptual structure, automated information system, DBMS, indicators efficiency, of
military control body.

126



JAHI ITPO ABTOPIB

Bbaoiii IOais OuaexcanapiBHa, TOKTOp TEXHIYHUX HAyK, TOJIOBHHH PEIAKTOP PEHAKIIHHOTO
BiJUTUICHHS BUAABHUITBA, HamionanpHa akagemist JlepkaBHOT IPUKOPAOHHOT CITy>)kOM YKpaiHu iMeHi
Bormana Xmensaunskoro, ORCID: 0000-0001-7310-8715.

Bapadam OJier BosiotMMHPOBHY, TOKTOP TEXHIYHUX HAYK, Tpodecop, MPOBITHUNA HAYKOBUN
CHIBpOOITHUK HAyKOBO-JOCTIAHOTO BiauUTy mpobsieM 3actocyBanHs asiarii Ta IIIIO iHCTHTYTY
aBiamii Ta mpoTunoBiTpPsiHOT 000poHK HarioHansHOTO yHiBEpcuTeTY 000poHM YKpaiHu iMeHi [BaHa
Yepnsixosebkoro, ORCID: 0000-0003-1715-0761.

Bummnsakos Bosonuvup MuxaiiioBu, KaHIuIaT TEXHIYHUX HAYK, TOIICHT, IOIICHT Kadeapu
KibepOe3neky Ta KoM F0TepHOi iHKeHepii KuiBChbKOro HallioHaaILHOTO YHIBEPCUTETY OYAIBHUIITBA 1
apxitextypu, ORCID: 0000—-0003-4668-712X.

I'ynuenko HOpiit OaexcanapoBuy, JOKTOp TEXHIYHUX HayK, mpodecop, 3aBiayroduit
kaenpu Onecrroro HarionansHOTO yHiBepcuTeTy, ORCID: 0000-0003-4423-8267.

Joxyniii Auapii BonogumMupoBHY, KaHIUAAT TEXHIYHUX HAyK, JOLICHT YHIBEPCUTETY
€KOHOMIKH 1 MigIpueEMHUANTBA (M XMEITbHULIBKUN ).

dynsa Ouaekcanap OJiekcaHApoOBUY, acmipaHT kadeApu TeleKoMyHikauid [HeTutyty
TEJIEKOMYHIKalliHHUX cucTeM HallioHaapbHOro TeXHIYHOro yHiBepcuTeTy YKpainu «KuiBchkuid
noJsiitexHiuHui iHcTUTYT iMeHi Irops Cikopeskoro», ORCID: 0000-0002-9769-3178.

3aika Jlwoamuiaa AmHaToJiiBHA, KaHIUIAT TMEAAroriYHMX HAyK CTapUIMid HAyKOBHM
CHIBpPOOITHHUK ILIEHTPY iMiTallifHOTrO MOoietoBaHHs HallioHanpHOro yHIBEpCUTETY 00OpOHH Y KpaiHu
imeni IBana Yepusxoscbkoro, ORCID: 0000-0003-4386-4004.

3aiineB /ImuTpo BosioaumMupoBHY, KaHIUAAT BIHCHKOBUI HayK, JOLEHT, IOLEHT KadeapH,
GbakynpTeT MICIASAWIUIOMHOI  OCBiTH, BiiicbkoBuii iHCTHTYT KWHIBCBKOrO  HaIliOHAIBHOTO
yHiBepcuteTy iMeHi Tapaca [llesuenka. ORCID: 0000-0002-3784-5790.

3acnaBcbkuii Bosiogumup AHaTou1ilioBUY, JOKTOpP TEXHIYHUX HayK, mpodecop kadeapu
MaTeMaTH4HoOi 1H(opMaTHKN (aKylIbTeTy KOMII'IOTEPHHX HayK Ta KiOepHeTukn KuiBcbkoro
HaI[lOHAJILHOTO YHiBepcuTeTy iMeHi Tapaca Illepuenka, ORCID:0000-0001-6225-1313.

Kacim Hamip Xamim, kKaHu1aT TeXHIYHUX HayK, IOLIEHT, TOLEHT Kadeapu kidepOesneku Ta
KOMIT I0TEpHOI 1HXeHepii KHiBchbKOro HallloHaJIbHOTO YHIBEPCUTETY OyAIBHHUIITBA 1 apXIiTEKTYpH,
ORCID 0000-0002-7283-0594.

Kipeenko Boaoaumup BosonmmmupoBuu, KaHauaaT BiMCBKOBHX HaykK, JOLEHT Kadeapu
IoBiTpssHuX Cuil 1HCTUTYTY aBiamlii Ta MPOTUMOBITPAHOI 000poHM HalioHambHOrO YHIBEpPCUTETY
oboponu Ykpainu imeHi IBana Yepnsixoscbkoro, ORCID: 0000-0003-0230-9450.

Kpaiinos BaJjepiii OnexcanapoBuy, kanauaat texHiyaux Hayk, CHC crapmuit HaykoBui
CHIBPOOITHUK LIEHTPY IMITallIiHOrO MoietoBaHHs HalliloHanpHOro yHIBEpCUTETY 000pOHU Y KpaiHU
imeHi IBana Yepnsaxoscbkoro, Kuis, Ykpaina, ORCID: 0000-0002-7314-2056.

Kpuxra Biraniii BikropoBu4, KaHaAuIaT TEXHIYHUX HAyK, NMPOBIAHUNA 1HXEHEpP 1HCTUTYTY
BUCOKHX TexHousorii KuiBcbkoro HauioHansHOTro yHiBepcuTeTy iMeHi Tapaca LlleBuenka, ORCID:
0000-0002-2847-4246.

Kyasbckiii Ouiekcanap JleoHizoBW4, KaHAWAAT TEXHUYHUX HAYK, CTapIIMH HayKOBUH
CHIBPOOITHUK, CTAapIIMi HAyKOBHH CHIBPOOITHHK I1HCTUTYTY BHCOKHMX TexHousoriii KuiBcekoro
HallloHaNbHOTrO yHiBepcuteTy iMeHi Tapaca Illesuenka, ORCID: 0000-0002-8065-6338.

JlanteB Cepriii OnexcanapoBuy, acnipant, Kadenpa kibepOesneku Ta 3axucty iHpopmartii,
KuiBchkuii HarioHanbHUil yHiBepcuteT iMeHi Tapaca IlleBuenka, dakynpTeT iHpOpPMAIIHHUX
texnosoriii. ORCID: 0000-0002-7291-1829.

JlanteBa Tersina OnexkcanapiBHa, acnipanT, Kadenpa kibepOesneku Ta 3axucty iHpopMmariii,
KuiBcbkuii HarioHanbHuil yHiBepcuteT iMmeHi Tapaca IlleBuenka, (axymnbreT iHPOpMaLIHHUX
texnouorii, ORCID: 0000-0002-5223-9078.

JlenkoB €Bren CepriiioBu4, KaHIUIAT TEXHIYHUX HAYK, CTApUIUN MOCIITHUK, CTAPIIAN
HAayKOBUM CIIBPOOITHUK HAyKOBOTO IEHTPY LleHTpaqbHOrO HAYKOBO-IOCTITHOTO 1HCTHUTYTY
36poitaux Cun Ykpainu, ORCID: 0000-0001-5819-2656.

127


http://orcid.org/0000-0002-3784-5790
http://ORCID:%200000-0001-7777-5101

JlenkoB Cepriii BacujiboBHY, JTOKTOp TEXHIYHUX HAyK, podecop, 3acimyKeHuil Aisiu HayKu
1 TexHiku Ykpainm, Jlaypear JlepkaBHoi mpemii YKpaiHu B Taily3l HayKH 1 TEXHIKH, TOJOBHUU
HAyKOBUH CHIBPOOITHUK HAyKOBO-AOCIIJHOTO LEHTpPYy, BilicbkoBuii iHcTUTYT KuHiBChKOTO
HalioHaJapHOTO yHiBepcuTeTy iMeHi Tapaca [llepuenka, ORCID: 0000-0001-7689-239X.

Jlo3a Birauiii Muko1aiioBuY, KaHIUIAT TEXHIYHUX HAYK, CTAPIIUNA JAOCIIIHUK, HAYaJTbHUK
BTy HAyKOBO-IOCTIAHOTO IIeHTPY BilicbkkoBoro iHcTuTyTy KHIBCBRKOrO HaI[iOHAIBHOTO
yHiBepcuteTy iMeHi Tapaca [llesuenka, ORCID: 0000-0002-8050-3614.

JlykoBa-Uyiiko Harajisn BikTtopiBHa, IOKTOp TexHIYHMX HayK, npodecop, 3aBiaydka
kadenpu kibepOesmekn Ta 3axucty iHpopmamii, PaxkynpreT i1HGOPMAIIHHUX TEXHOJOTIH,
KwuiBcbkoro HarionanbHOTO yHiBepcuTeTy iMeHi Tapaca [lleBuenka, ORCID:0000-0003-3224-4061.

MapTtuniok Biktop IlerpoBu4, crapmmii Bukiagad Kaeapu HPHKOPIOHHOI CIYKOH,
Hamionanena akamemis JlepkaBHOI  mpUKOpAOHHOT  cinykOu  Ykpainu imeni bormana
Xwmenpaunskoro, ORCID: 0000-0001-9569-1112

Mapruniok Onexcanap BacuiaboBu4, ctapuinii Bukianad kagpeapu NpuKopIoHHOT Ci1yxO0u,
HamionanmeHa akanmemiss  Jlep>kaBHOT  NPUKOPIOHHOI  cioyxOm  Ykpaimm imeHi bormana
Xnmenpaunskoro, ORCID: 0000-0002-0216-1356

Minoukin JAMUTPO AHAaTOJiOBUY, KaHIUAAT TEXHIYHUX HAyK, CTapUIMid HAyKOBHH
CHIBpOOITHUK, AOUEHT Kadeapu TeraekoMmyHikamii HaiioHanbHOrO TEXHIYHOTO YHIBEPCHUTETY
Vxpainn «KuiBcbkuii momitexniuynmii inctutyT iMeHi Iropst Cikopcekoro», ORCID: 0000-0003-
4988-7098

Myasip Irop BogoaumMupoBHMY, KaHIUAAT TEXHIYHUX HAyK, JOICHT, JOICHT Kadeapu
kibepbe3neku XmenbHUIbKOro HarioHansHoro yHiBepcutery, ORCID: 0000-0002-6659-605X.

Hikigopor Muxosa MukojaaiioBu4, KaHIUAAT BIMCHKOBUX HAyK, CTapIIUi JOCIIIHUK,
MPOBIIHUN HAyKOBHM CHIBPOOITHHK HAyKOBO-AOCTIAHOTO LEHTPY BilicbkoBOro iHCTUTYTY
KuiBcbkoro HamionansHoro yHiBepcutery iMeHi Tapaca Illesuenka, ORCID: 0000-0002-2849-5688

Onenbko IlaBiao BikTopoBHY, KaHIUAAT TEXHIYHUX HAYK, CTApIIMN HAYKOBHUI JOCIITHUK,
HavyaJIbHUK HayKOBO-JOCIIHOTO BiAALTY poOsieM 3actocyBanHs aiamii Ta [II1O iHcTuTyTy aBiamii
Ta OPOTHUIOBITPsAHOI 00OpoHM HarioHaneHOro YHIBepcuTeTy 0O0OpoHHM YKpaiHu imeHi IBaHa
Yepusxoscekoro, ORCID: 0000-0001-7777-5101.

Opaenko Bikropia CepriiBHa, KaHAuIaT TEXHIYHUX HAyK, JTOLEHT Kadenpu kidepoOesnexu
XMmenpHUIBKOro HarioHansHoro yHiBepcuteTy, ORCID: 0000-0001-9601-1916.

OctpoBebkuii  Inas  IropoBuu, wMarictp kadenpu kiGepOesnekn XMeIbHUIIBKOTO
HarfionaneHoro yHiBepcutery, ORCID: 0000-0003-1307-6082.

Ioraciii Cepriii CepriiioBuy4, KaHu1aT eKOHOMIYHHMX HayK, T0LeHT, Kadenpa kibepOesznexku
Ta iH(pOpMaLIHHUX TeXHOJOriH, XapKIBCbKUN HalllOHAJIbHUM eKOoHOMIYHMM yHiBepcuteT iMm. C.
Kysners, ORCID: 0000-0002-4540-3693.

Houimyxk BikTop BikTopoBuy, kaHau1aT BiliICbKOBUX HayK, IOLEHT Kadeapu NPUKOPIOHHOI
ciyx6u, Hamionanena akangemis [lepkaBHOI NPUKOPIOHHOI ciyxOu Ykpainu iMmeHi bormana
Xmensaunskoro, ORCID: 0000-0002-9654-9015.

IonkoB Bopuc OuekciiioBu4, KaHIUAaT BIMCHKOBUX HAyK, CTapIIMi HAayKOBHMH
CHIBPOOITHUK, MPOBIJHUN HAyKOBHMM CHIBPOOITHUK HAyKOBO-JOCHIIHOTO LEeHTpy BilicbkkoBoro
iHcTuTyTYy KHiBChKOTO HalioHanbHOTO yHiBepcuTeTy iMeHi Tapaca Illesuenka, ORCID: 0000-0001-
9750-1220.

Ipouux Biranili OuaexkciiioBu4, crygeHT KuiBcbkoro HamioHaIbHOTO YHIBEPCUTETY
oynisaumTBa 1 apxiTektypu, ORCID: 0000-0001-5755-5945.

IIpoxopoB OuJier AHaTONiHOBMY, KaHAMJIAT MEJAroriYHUX HAyK, JOLEHT, 3aCTYMHHK
HavyaJlbHUKA IHCTUTYTY 3 HaBuajbHOi poOoTH, BilicbkoBuil iHCTUTYT KHIBCHKOro HallioHaIbHOTO
yHiBepcuteTy imeHi Tapaca IlleBuenka, ORCID: 0000-0002-3246-8850.

IIymkapenxo IOpiii BauepiiioBuu, acnipant kadeapu MaTeMaTuyHOi 1HPOPMATHKU
(bakynpTeTy KOMIT IOTEPHUX HayK Ta KiOepHeTHkn KuiBChKOro HalioHaJbHOTO YHIBEPCUTETY IMEHI
Tapaca IlleBuenka

128


http://orcid.org/0000-0002-6659-605X
https://orcid.org/0000-0002-2849-5688
http://ORCID:%200000-0001-7777-5101
https://orcid.org/0000-0001-9601-1916
https://orcid.org/0000-0003-1307-6082

Psoa JIrogmuna OuiekcaHApiBHA, HAYKOBHM CHIBPOOITHUK HAyKOBO-AOCIITHOTO IIEHTPY,
BiiicekoBuii incTuTyT KHiBCchKOT0O HalioHansHOTO yHIBepcuTeTy iMeHi Tapaca IlleBuenka, ORCID:
0000-0002-7436-4443.

Cemexa Cepriii, 3aCTynHUK HadallbHUKA (DaKyIbTETY MICJIAIUIUIOMHOI OCBITH 3 HAaBYAJIbHOT
Ta HAyKOBO1 poOoTH, BilickkoBHii iHCTUTYT KHIBCHKOTO HAIIOHATBHOTO YHIBEpCUTETY iMeHI Tapaca
[IleBueHKa.

CemoxoB Ouekcanap BacuiaboBHY, JOKTOp TEXHIYHUX HAyK, CTapIIMd HayKOBUH
cniBpoOiTHUK, Jlaypear Jlep:kaBHOi mpemii Ykpainu B raiay3i HaykKH 1 TEXHIKH, ipodecop kadeapu
KuiBcbkuii HamioHanbHUH yHiBepcuTeT OyaiBHuuTBa Ta apxitektypu. ORCID: 0000-0001-7979-
3434.

CoaoneeBa Jlrogmuiaa BacuiiBHa, HayKoBHH CHIBPOOITHUK HAYKOBO-JOCTIIHOTO LIEHTPY,
BiiicekoBuii incTuTyT KHiBchkoro HaimioHansHOTO yHiBepcuTeTy iMeHi Tapaca [llepuenka. ORCID:
0000-0002-7979-8443.

Crenanenko €Bren OJieKCaHAPOBUY, KAHIUAAT TEXHIYHUX HayK, KOMaHJyBad BilCbK
3B’s13Ky Ta Kibepoesneku 30porinnx Cui Ykpainu, ORCID: 0000-0003-1993-2441.

Toaok Irop BikTopoBuy, KaHAMIAT MEJATOTiYHUX HAYK, JOLEHT, 3acilyKeHUU MpalliBHUK
ocBitn Ykpainm, Jlaypear [lepxaBHol mpemii YKpaiHu B ramy3i OCBiTH, Ha4aJbHUK BiiicbKOBOTO
iHcTUTYTy KHiBChKOTO HalioHanbHOTO yHiBepcuTety imeni Tapaca [llesuenka, ORCID: 0000-0001-
6309-9608.

Toarona Cepriii BacuiboBuy, JOKTOp TeXHIYHMX Hayk, mpodecop, mpodeccop kadenpu
kibepOe3neku Ta 3axucty iHopmanmii, Paxynprer iH(pOpManiiiHux TexHomOorii,KnuiBcbkoro
HallloHaJbHOTro yHiBepcuteTy iMeHi Tapaca Illesuenka, ORCID: 0000-0002-1919-9174.

®enuenko Ouekciii IlerpoBu4, KaHaUAAaT BIHCHKOBHX HAyK, CTapIIMi HAYyKOBHI
CHIBPOOITHUK CTapIIHii, HAYKOBUN CHIBPOOITHUK HayKOBO-AOCIIAHOTO BIIALTY reoiH(popMamiiitHux
TEXHOJIOTiH HaykoBo-nociiaHoro nentpy BIKHY, Kuis, Ykpaina, ORCID: 0000-0003-1343-3828.

Xaanonin IOpiii IBaHOBHY, TOKTOp TEXHIYHMX HayK, Ipodecop, 3aBiayBau Kadeapu
KibepOe3neKy Ta KoM F0TepHOI 1HKeHepii KuiBChbKOro HallloHaIbHOTO YHIBEPCUTETY OYAIBHUIITBA 1
apxitexktypu, ORCID: 0000-0002-9287-0817.

Yepuoyco JImutpo OJiekcaHapoBHY, BUKIAaNad KapeApu MPUKOPIOHHOI CIIYKOH,
Hamionanena akanmemis  JlepskaBHOI NPUKOPAOHHOI  cioyxOu  Ykpainum imeHi bormana
Xnmenpaunskoro, ORCID: 0000-0002-9012-2372.

Yopuenbkuii Bitaniii IBaHOBMY, KaHAMIAT TEXHIYHUX HAyK, JOLUEHT YHIBEPCUTETY
€KOHOMIKH 1 IMAMPUEMHHUIITBA.
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AndaBiTHUH NOKAKINK

Nyas O.0. 59 JlanteBa T.O. 88 Ionkos B.O. 52
Bbaoiii 10.0. 5 Jlenkos €.C. 39 IIpoxopos O.A. 31
Bapatam O.B. 12 Jlenkos C.B. 66 Hpouuk B.O. 113
Bummnsikos B.M. 113 Jlo3a B.M. 52 IMymkapenko FO.B. 17
I'ynuenko FO.O. 66 JlyxoBa-Uyiiko H.B. 88 Psioa JI1.O. 103
Jlkyaniii A.B. 79  Maptuniok B.II. 5 Cemexa 31
3aika JLA. 120 Mapruniok O.B. 5 Cemokxos O.B. 31
3aiiunen /I.B. 31 Miunoukin JI.A. 59 Cogoneesa JI.B. 31
3acaaBcbkmii B.A. 17 Myuasp L.B. 103 Crenanenko €.0. 66
Kacim H.X. 113 Hikidgopor M.M. 52 Tonoxk I.B. 66
Kipeenko B.B. 12 Omensko I1.B. 12 Tomona C.B. 88
Kpaiinos B.O. 120 Opaenko B.C. 103 ®equenko O.I1. 120
Kpuxra B.B. 52 Ocrposcbkuii LI 103 Xaanonin 10.1. 113
Kyabcbkuii O.J1. 52 Horaciii C.C. 88 Yepuoycos /1.0. 5
Jlanten C.O. 88 IMoaimyk B.B. 5 Yopuenbkuii B.1. 79
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HaykoBe BUIaHHA

3BIPHUK HAYKOBHUX ITPAILD

BilicCbKOBOI0 IHCTUTYTY

KuiBcbKOro HAliOHAJIBLHOIO0 YHiBEpPCUTETY
imeni Tapaca llleBuenka

Ne 73

Yci maTepiayiv HaJIpyKOBaHi B aBTOPCHKIH peaaKiiii.
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